Contents

1 DataManagement for Mobile Ad-Hoc Networks 1
1.1 Introduction . . . . . . . . . . .. 1
1.2 Origins of Mobile Peer-to-Peer ComputingModel . . . . . ... ... ..... 3
1.3 Data Management Challenges in Mobile Ad-Hoc Networks. .... . . . . .. .. 3

1.3.1 CommunicationsLayer . . . . . . . . . .. ... e 4
1.3.2 DiscoverylLayer . . . . . . . . e
1.3.3 Location ManagementlLayer . . . . . . .. . ... ... 8
1.3.4 DataManagementlLayer . . . ... .. .. ... . ... 9
1.3.5 Transaction ManagementLayer . ... ... ... . ... ... ... 18
1.3.6 Securityand Privacy Plane . . . . . . ... ... .. ... . ... 19
1.3.7 System ManagementPlane . . . . . . ... ... ... ... .. ..., 19
1.4 Peer-to-Peer Data Management Model for Mobile Ad-Hoowdeks . . . . . . . . 20
1.4.1 Data RepresentationModel. . . ... ... .. ... ... ... ... 23
1.4.2 MoGATU ArchitectureModel . . .. .. ... .. ... ... .. .... 24
1.4.3 ApplicationLayer . . . ... .. . . . ... 24
1.4.4 DataManagementlLayer . . . . . . . . .. . ... .. e 25
1.4.5 CommunicationsLayer. . . . . . . . . .. ... e 29
1.5 FutureWork . . . . . . . e 30
1.6 ChapterSummary . . . . . . . . o e e e e 31

© 2004



CONTENTS CONTENTS



Data M anagement for Mobile Ad-Hoc
Networks

Filip Perich, Cougaar Software, Inc.
Anupam Joshi, University of Maryland, Baltimore County

Rada Chirkova, North Carolina State University

CONTENTS

1.1 Introduction . . . . . . .. . ...
1.2 Origins of Mobile Peer-to-Peer Computing Model . . . . .. .. ..
1.3 Data Management Challenges in Mobile Ad-Hoc Networks. .. .. . .

1.3.1 Communications Layer . . . . . . . . .. ... ...
1.3.2 DiscoveryLayer. . . . . . .. .

1.3.3 Location ManagementLayer . . . .. ... ... ... .......
1.3.4 DataManagementlayer . ... ...................
1.3.5 Transaction ManagementLayer . . . . . . .. .. .. ... .. ...
1.3.6 Securityand PrivacyPlane . . . . ... ... ... .. .......

1.3.7 System ManagementPlane . . ... ... .. ... .........

1.4 Peer-to-Peer Data Management Model for Mobile Ad-Hotwdeks . .
1.4.1 Data RepresentationModel . . . . .. ... ... ... ... ..
1.4.2 MoGATU Architecture Model . . . . ... ... .. .........
1.4.3 ApplicationLayer . . . . . . .. ... .. e
1.4.4 DataManagementLayer . . .. .. ... ... ... ... ....

1.45 CommunicationsLayer . . . . . . .. .. ... ..
15 FutureWork . . . . . ...
1.6 ChapterSummary . . . . . . . . . o i

1.1 Introduction

The overall goal of data management and processing in mabileoc networks is to allow
individual devices to computehatinformation each device needshenthe device needs it, and
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howit can obtain the information. This chapter identifies thedamental challenges and outlines
ongoing and needed future work in order to achieve this goal.

Until recently, the research on mobile data management wasrted by the client-proxy-
server model requiring an infrastructure support. In thigled, mobile devices connect to the Inter-
net and serve as client end-points. They initiate actiodg@ceive information from servers, which
reside on the network and provide the infrastructure suppothe clients. This earlier research
focuses primarily on the development of protocols and tephes that deal with disconnection
management, low bandwidth and device resource constrdihis allows applications built for the
wired world, e.g, World Wide Web and databases, to run in wireless domaimgyysioxy based
approaches [Bharadvaj et al., 1998; Joshi, 2000]. In systeased on the cellular network infras-
tructure or wireless local area network infrastructure, tifaditional client-proxy-server interaction
is perhaps an appropriate model wheredhent database can be extremely lightweight [Bobineau
et al., 2000], has a (partial) replica of the main databastenvired side [Imielinski et al., 1997;
Tait et al., 1995] or where selected data is continuouslatbcast into the environment and cached
by the clients [Acharya et al., 1995; Goodman et al., 1997].

With the widespread use of short-range ad-hoc networketgiglogies, such as Bluetooth [Blue-
tooth SIG], an alternative data management model becontessary. These networking technolo-
gies allow spontaneous connectivity among mobile devioceljding hand helds, wearables, com-
puters in vehicles, computers embedded in the physicastrircture, and (nano)sensors. Mobile
devices can suddenly become both sources and consumerf®mwhation. There is no longer a
clean distinction between clients and servers, insteatel®are now peers. To further complicate
the matter, there also is no longer a guarantee of infrastreisupport. Consequently, for obtain-
ing data, devices cannot simply depend on a help of some foeatdralized server [Perich et al.,
2003]. Instead, the devices must be able to cooperate witdr®in their vicinity in order to pursue
individual and collective tasks. This will lead devices ®cbme more autonomous, dynamic and
adaptive with respect to their environments.

This chapter describes the origins of this novel mobile ppegqreer computing model and relates
it to the traditional mobile models.

More importantly, this chapter introduces problems theseain traditional mobile data manage-
ment systems as well as additional problems specificalptedito mobile ad-hoc networks. The
three fundamental sources of these problems represenhttezlying wireless ad-hoc networking
technologies, the traditional issues relating to data mameent in any mobile computing paradigm,
and the problems related to context awareness.

This chapter also surveys proposed solutions to each probégegory. Despite the fact that
wireless ad-hoc networking technologies and peer-to-pased data management paradigms at-
tempt to solve similar problems, the chapter will illusérahat there is a very limited effort on
cross-layer interaction, which is essential for mobilehad-networks. This gap between the re-
search on networking, data management, and context-agsgém pervasive computing environ-
ments is the fundamental problem of allowing a device to asewhat information the device
needswhenthe device needs it, arftbwit can obtain the information.

To overcome this problem, this chapter then presents theAMt@nodel [Perich et al., 2002a,b,
2003, 2004a,b,c] — a novel peer-to-peer data managemerd ieoanobile ad-hoc networks. The
key focus of MOGATU is to narrow the gap to its minimum by ernagplmobile devices to pro-
actively learn their current context and adjust their cotimmfunctionality according to their users’
needs and preferences. MoGATU abstracts all devices usingn@inication Interfaces, Informa-
tion Managers, Information Consumers, and Informatiorviglers. The Information Manager is
the fundamental component of the model. It is responsibierfajority of the data management
and communication functionality. It is composed of mukiglomponents, which are responsible
for: (i) data and service discovery, (ii) query processikig, join query processing, (iv) caching,
(v) transactions, (vi) reputation, and (vii) for data-béseuting among peer devices.
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1.2 Originsof Maobile Peer-to-Peer Computing M odel

Mobile computing applications can be classified into thrategories — client-server, client-
proxy-server and peer-to-peer — depending on the interaotodel.

In the client-server model, a large number of mobile devimasnect to a small number of
servers residing on the wired network, organized in a ctudtbis model is a direct evolution of
the distributed object-oriented systems like CORBA and BC[3essions, 1997]. Here, mobile
devices terminal-like client end-points, initiating &cts and receiving information from servers on
the network. The servers then represent powerful machintkshigh bandwidth wired network
connectivity and the capability to connect to wireless desi Primary data and services reside on
and are managed by the servers. Servers are also respdosibéndling lower level networking
details, such as disconnection and retransmission.

The advantages of this model are simplicity of the clientgleand straightforward cooperation
among cluster servers. The main drawback, however, is thtahatively large overhead on servers
to handle each mobile client separately, in terms of tragisgpand connection handling, which
severely decreases system scalability.

In the client-proxy-server model, a proxy is introducednzn the client and the server, typi-
cally on the edge of the wired network. The logical end-td-eannection between a server and a
client is split into two physical connections — server-toyy and proxy-to-client. This model in-
creases overall system scalability since servers interdgtwith a fixed number of proxies, which
in turn are responsible for handling transcoding and wat®nnections to the clients.

There have been substantial research and industry efRiegfidvaj et al., 1998; Brooks et al.,
1995; Joshi et al., 1996; Zenel, 1995] in developing cligruixy-server architectures. Additionally,
intelligent proxies [Pullela et al., 2000] may act as a cotapanal platform for processing queries
on behalf of resource-limited mobile clients.

Transcodingi.e., conversion of data and image formats to suit target systenas important
problem introduced by client-server and client-proxyvsearchitectures. Unlike mobile devices,
servers and proxies are powerful machines that can hantefdianats of any type and image
formats of high resolution. Therefore, data on the wiredvwoek must be transcoded to suit different
mobile devices. It is important for a server or proxy to retiag the characteristics of a client
device. Standard techniques for transcoding, such as thokeled in the WAP stack, include
XSLT [Muench and Scardina, 2001] and Fourier transfornmatidhe W3C CC/PP standard [Klyne
et al., 2001] enables clients to specify their characiessthen connecting to HTTP servers using
profiles.

The widespread use of short-range ad-hoc networking téoies created an additional model
based on peer interaction. In this peer-to-peer model esficds, mobile and static, are treated as
peers. Suddenly, mobile devices act as both servers amdsclidd-hoc networking technologies,
such as Bluetooth, allow mobile devices to utilize peer weses in their vicinity in addition to
accessing servers on the wired network. Server mobilityhdsyever, an important issue in this
model. The set of services available to a client is dynanyicdianging with respect to location
and time. Consequently, this requires mobile devices tddmpnt protocols for data and service
discovery [Chakraborty et al., 2002a; Rekesh, 1999], bollation and composition [Chakraborty
et al., 2002b; Mao et al., 2001]. Although, the disadvantaigthis model is the burden on the
mobile devices in terms of energy consumption and netwarfkicrhandling, the key advantage is
that each device may have access to more up-to-date lodgmendent information and interact
with peers without the need of an infrastructure supporttiddarly, the second advantage plays
an important role in enabling and revolutionizing mobileteat networks.
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Figure 1.1: Layered data management framework for mobHeadnetworks.

1.3 Data Management Challengesin Mobile Ad-Hoc Networks

The aim of mobile ad-hoc networks is to extend the vision obiteocomputing paradigm and
enable people to accomplish their tashks/whereandanytime by using all computing resources,
i.e,, data and services, currently available in their vicinithis goal, however, raises many chal-
lenges from in multiple research areas.

There are three key sources of these issues and challeg@sie(set of challenges emanates
from the networking component, and includes problemsirgjdb device discovery, message rout-
ing, and physical limitation of the underlying networkirghnology. (ii) A second set of challenges
is due to a device’s difficulty to be context aware by discoxggand maintaining location of other
devices and information in a network, since the topologyisasiic. (iii) The third key source of
challenges is then the actual data management layer witbdssuch as transactional support or
consistency among data objects.

Figure 1.1 illustrates the various layers that are esdeiotialesigning and developing a data
management framework for mobile ad-hoc networks. Cornmegdingly, this section describes each
layer individually by identifying key challenges and byefing a survey of existing approaches.

1.3.1 Communications L ayer

The communications layer represents wireless ad-hoc mkitvgptechnologies that enable mobile
devices to communicate with other devices in their vicinityis responsible for establishing and
maintaining logical end-to-end connections between twaicgs, for data transmission, and for data
reception. This layer encompasses the first four layerseoftandard 7-layer Open Standards In-
terconnection (OSI) stack — physical, medium access cliM®C), network, and transport layers.
The primary task of the physical and MAC layers is to providel@ discovery, and establish
and maintain physical connections between two or more @geeéntities. Each ad-hoc network-
ing technology implements these functions differentlyr &eample, in Bluetooth, node discovery
is accomplished through the use of fhquiry command by the baseband (MAC) layer. In IEEE
802.11b, the MAC layer employs the RTS-CTi®( Request-To-Send and Clear-To-Send) mecha-
nism in order to enable nodes to discover each other, whegratfeeoperating in aad-hocmode.
When IEEE 802.11b nodes are operating inidinastructure mode, a base station periodically
broadcasts beacons, which other nodes use to discover sieestation and to establish physical
connections with it. The establishment of physical conibestis a process in which the nodes ex-
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change operational parameters such as baud rate, comextie €.g.full-duplex or half-duplex),
power mode€.g.low-power, high-power) and timing information for synchimation, if required.
In order to maintain the connection, some or all of theserpatars are periodically refreshed by
the nodes.

The link layer may not be part of the specifications of all Wiss technologies. Some, such
as IEEE 802.11b, use existing link layer protocols such as€lor PPP (for point-to-point con-
nections) to establish data or voice links between the noBketooth, on the other hand, uses a
proprietary protocol, L2CAP, for establishing and mainiag links. This protocol is also responsi-
ble for other common link-layer functions such as framinggecorrection and quality-of-service.
The task of the link layer in is more difficult in wireless netks than in wired networks because of
the high probability of errors either during or after tramssion. Thus, error correction at the link
layer must be robust enough to withstand the high bit-eat® of wireless transmissions.

The network layer in mobile computing stacks must deal withice mobility, which may cause
existing routes to break or become invalid with no changetirelonetwork parameters. Device
mobility may also be the cause of packet loss. For examplbeifdestination device, to which
a packet is already enroute, moves out of range of the nefwloek the packet must be dropped.
Thus, both route establishment and route maintenance atiamt problems that the network layer
must tackle. As the mobility of a network increases, so ddeadailures and packet losses. Thus,
the routing protocol must be robust enough to either presaarte failures or recover from them as
quickly as possible.

Mobile applications, unlike Internet applications, tendyenerate or require small amounts of
data (of the order of hundreds or at most thousands of byfés)s, protocols at the transport layer
should be aware of the short message sizes, packet delaysdiiéce mobility and non-congestion
packet losses. TCP is ill-suited for wireless networks. Mtous variations of TCP and transport
protocols designed exclusively for wireless networks emsiat both ends of a connection agree
that packet loss has occurred before the source retranmismacket. Additionally, some of these
protocols choose to defer packet transmission if they dekeat current network conditions are
unsuitable.

1.3.1.1 Routingin Ad-Hoc Networks

Routing is perhaps the most important component of mobild@dnetworks. Routing allows
devices to communicate with others outside their immedadteless radio range. In the past
few years, there has been significant effort on developinging algorithms. Three represen-
tative algorithms are introduced in this section. DestimaSequential Distance Vector Routing
Algorithm (DSDV) [Perkins and Bhagwat, 1994] is a repreagué of a table-driven approach.
Dynamic Source Routing Algorithm (DSR) [Johnson and Malt296] represents an alternative
source-initiated approach, and Ad-Hoc On-Demand Distafemtor Routing Algorithm (AODV)
[Perkins and Royer, 1999] is a hybrid of the two approaches.

Destination-Sequential Distance Vector Routing AlganifbSDV) [Perkins and Bhagwat, 1994]
is a table-driven algorithm based on the Bellman-Ford rmuthechanism [Cormen et al., 2001].
Every node in the network maintains a routing table contgjra list of all possible destinations
and the number of hops to reach them. Additionally, evergydntthe table is assigned a sequence
number as obtained from the destination node. Every nodedieally transmits routing table up-
dates to maintain consistency in the network topology. 2apd routes with the same sequence
number are rejected and only the shortest route is accepteelalgorithm therefore responds to
topology changes by detecting them and by propagating theniration to all nodes in the network.
Finally, the algorithm attempts to conserve the availaldadwidth by propagating only partial
routing information whenever possible.

Dynamic Source Routing Algorithm (DSR) [Johnson and Mdl&96] is a source-initiated on
demand routing protocol — an alternative to table-drivarting algorithms. DRS creates a route
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only upon an explicit source initiated request. When a dev@guires a route to a destination, it
initiates a route discovery process within the network. plgscovering a proper route, a route
maintenance procedure is executed to maintain the routeawery path from the source is no
longer available. DSR consists of a route learning and reaarice policy accompanied by a route
discovery process. When a mobile device needs to send a geedshirst verifies the destination
by matching it with known routes. Alternatively, the devioéiates a route discovery and waits
for a route replymessage that is generated by the destination device. Theiseputed back
from destination throughout the same path as it was recewmedLastly, route maintenance is
accomplished through the userofite errorandacknowledgmenhessages.

Ad-Hoc On-Demand Distance Vector Routing Algorithm (AODOYErkins and Royer, 1999] is
an on-demand table-driven algorithm. AODV is an improvetmgion DSDV because every node
is not required to maintain a complete list of routes for #iley nodes in the network. Instead, each
node in the network maintains route information for onlyg@@aths in which it is actively involved.
Similar to DSR, this algorithm consists of two parpath discoveryandpath maintenanceEach
node maintains a sequence number and broadcast ID. Durngath discovery, a source node
broadcasts a route request with a unique ID for the desirstihd¢ion. When an intermediate node
knows a path to the destination it replies with that inforimaby reversing the path, otherwise it
broadcasts the request further. This algorithm therefgaires the use of symmetric links because
path replies and other messages are sent back along thea@ath of the path discovery messages.
To reflect topology changes, the algorithm considers twaipdgies. When a source node moves,
it re-initiates thepath discovenprocedure. When an intermediate or destination node mases,
upstream neighbor detects the change and propag#tdailure message to the source node along
the reverse path. The source node may then choose to agaitiate thepath discoveryprocedure
for the given destination.

1.3.2 Discovery Layer

The discovery layer helps a mobile device with discoveriatad services and computation re-
sources. These may reside in the vicinity of the mobile dewicon the Internet. Due to resource
constraints and mobility, mobile devices may not have cetepinformation about all currently
available sources. The discovery layer assumes that therlyimd) network layer can establish a
logical end-to-end connection with other entities in thenmek. The discovery layer then provides
upper layers with the knowledge and context of availablecsesi

There has been a considerable research and industry efgetvice discovery in the context of
wired and wireless networks. Two important aspects of serdiscovery are thdiscovery archi-
tectureand theservice matching mechanisiiscovery architectures are primarily either based on
lookup-registryor peer-to-peepriented.

Lookup-registry based discovery protocols register imfation about the source to some cen-
tralized or distributed registry. Devices query this régisn order to obtain knowledge about the
source, including its location and invocation parametditsis type of architecture can be further
subdivided into two categories — centralized registryellaand federated or distributed registry-
based architectures. A centralized registry-based &athite contains one monolithic centralized
registry whereas a federated registry-based architectunsists of multiple registries distributed
across the network. Protocols such as Jini [Arnold et al99],9Salutation and Salutation-lite,
UPNP [Rekesh, 1999], UDDI and Service Location Protocaffaes et al., 1997] are examples of
a lookup-registry based architecture.

On the other hand, peer-to-peer discovery protocols quach @ode in the network to dis-
cover available services on that node. Broadcasting ofestquand advertisements to peers is a
simple, albeit inefficient, service discovery technique@er-to-peer environments. [Chakraborty
et al., 2002a] describe a distributed peer-to-peer sedismvery protocol using caching that sig-
nificantly reduces the need to broadcast requests and m#veents. Bluetooth Service Discovery
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Protocol (SDP) is another example of a peer-to-peer sedigmovery protocol. In SDP, services
are represented using 128-bit unique identifiers. SDP doepmovide any information on how
to invoke the service. It only provides information on thaitability of the service on a specific
device.

The service discovery protocols discussed in this sectsm simple interface, attribute, or
unigue identifier based matching techniques to locate apjate sources. Jini uses interface match-
ing, SDP uses identifier matching, while the Service LocaRootocol and Ninja Secure Service
Discovery Systems discover services using attributeebaseching. The drawbacks of these tech-
nigues include lack of rich representation of servicesility to specify constraints on service de-
scriptions, lack of inexact matching of service attribwaad lack of ontology support [Chakraborty
et al., 2001]. Semantic matching is an alternative techaiat addresses these issues. DReggie
[Chakraborty et al., 2001] and Bluetooth Semantic Serviggedvery Protocol (SeSDP) [Avan-
cha et al., 2002] both use a semantically rich languagesd@ARPA Agent Markup Language
(DAML), to describe and match both services and data. Sdémaescriptions of services and
data allow greater flexibility in obtaining a match betwelea guery and the available information.
Matching can now be inexact. This means that parametersasuftinctional characteristics, hard-
ware and device characteristics of the service provider beaysed in addition to service or data
attributes to determine whether a match can occur.

The Service Location Protocol (SLP) [Guttman et al., 1999 language independent protocol
for automatic resource discovery on IP networks utilizimgagent-oriented infrastructure. The
basis of the SLP discovery mechanism lies on predefinedceeattributes, which can be applied
to universally describe both software and hardware sesviCEhe architecture consists of three
types of agents: User Agent, Service Agent and DiscoverynAgehe User Agents is responsible
for discovering available Directory Agents, and acquirsggvice handles on behalf of end-user
applications that request services. The Service Agentsigoresible for advertising the service
handles to Directory Agents. Directory Agent is resporesifair collecting service handles and
maintaining the directory of advertised services. SLP ns@lti-casting for service registration and
discovery, and unicasting for service discovery respofiees Directory/Service Agents.

The Ninja Secure Service Discovery System (SDS) [Czerwietsél., 1999] is a research level
service discovery engine developed at University of Caiif, Berkeley. The architecture consists
of clients, services and SDS servers. The SDS server attiiéds a scalable, fault-tolerant, secure
and highly available service discovery repository. SDSesrare hierarchically arranged for scal-
ability and availability purposes across both local anderdadea networks. Service descriptions and
messages used to send query and answers between devicas@teckusing eXtensible Markup
Language (XML). Additionally, the SDS uses encryption ts@e interaction privacy and uses
capability-based access control to limit the clients ircdigring only permissible services. Ninja
services and clients then use well-known global SDS mugtichannels to communicate with the
service discovery servers.

Universal Plug and Play (UPnP) [UPNP Forum] extends themalgMicrosoft Plug and Play
peripheral model to support service discovery provideddiwnork devices from numerous vendors.
UPNP works and defines standards primarily at the lowerlagvork protocol suites, so that the
devices can natively,e., language and platform independently, implement thesedatas. UPnP
uses the Simple Service Discovery Protocol (SSDP) for disgoof services over IP networks,
which can operate with or without a lookup service in the rmeky In addition, the SSDP oper-
ates on the top of the existing open standard protocolziaiHTTP over both unicast (HTTPU)
and multicast UDP (HTTPMU). When a new service wants to jomnetwork, it transmits an an-
nouncement to indicate its presence. If a lookup servicedsamt, it can record this advertisement
to be subsequently used to satisfy clients’ service disgowgjuests. Additionally, each service on
the network may also observe these advertisements. Whanawhnts to discover a service, it can
either contact the service directly through the URL thatdsed within the service advertisement,
or it can send out a multicast query message, which can becaedwy either the directory service
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or directly by the service.

Jini [Sun Microsystems] is a distributed service-orienéedhitecture developed by Sun Mi-
crosystems. A collection of Jini services forms a Jini fatien. Jini services coordinate with each
other within the federation. The overall goal of Jini is tortthe network into a easily administered
tool on which human and computational clients can find sesvin a flexible and robust fashion.
One of the key components of Jini is the Jini Lookup Servit&)Jwhich maintains the dynamic
information about the available services in the Jini fetena Every service must discover one or
more JLS before it can enter a federation. When a Jini sewéads to join a Jini federation, it
first discovers one or many JLS from the local or remote nétawoilhe service then uploads its
service proxy ice., a set of Java classes) to the JLS. This proxy can be used Isgthiee clients
to contact the original service and invoke methods on thae®rService clients interact only with
the Java-based service proxies. This allows various typssreices, both hardware and software
services, to be accessed in a uniform fashion. For instargeryice client can invoke print requests
to a PostScript printing service even if it has no knowledgesua the PostScript language.

DReggie [Chakraborty et al., 2001] extends the matchingraeisms in Jini and other service
discovery systems by providing a semantic-based matcfihg.key idea in DReggie is to enable
the service discovery systems to perform matching baseémarstic information associated with
the services as an alternative to strictly syntadtie, (string matching) techniques. The semantic
information of services consists of their extensive degiznns including, but not limited to, capa-
bilities, functionality, portability, and system requinents. Semantic service matching introduces
the possibilities of fuzziness and inexactness of the mespto a service discovery request. In the
DReggie system, a service discovery request contains thaigton of an “ideal” service - one
whose capabilities match exactly with the requirementsusTimatching now involves compari-
son of requirements specified with the capabilities of exisservices; however, depending on the
requirements, a match may occur even if one or more capebitibes not match exactly.

The Bluetooth Enhanced Service Discovery Protocol (ESB#aricha et al., 2001], similar to
DReggie, extends an existing discovery protocol, whichhis tase uses UUID-based matching,
specified in Bluetooth architecture. The Bluetooth araiitee is discussed in Secti@?. ESDP
presents a more sophisticated matching mechanism usingnsierimformation to decide the suc-
cess or failure of a query. The initial version employed tlERDF-S [Brickley and Guha, 2000;
Lassila and Swick, 1999] data model, while the current wersitilizes the DARPA Agent Markup
Language + Ontology Inference Layer [DARPA] to describgjster and discover services at peer
devices.

1.3.3 Location Management L ayer

The responsibility of the location management layer is tovjgle location information to a mobile
device. Location information changes dynamically with rifigbof the device and is one of the key
components of context awareness. A location can be usedd®r lgyers to filter location-sensitive
information and obtain location-specific answers to queeeigy. weather of a certain area and traffic
condition on a road. The current location of a device redativother devices in its vicinity can be
determined using the discovery layer or the underlying comigations layer. Common technolo-
gies use methods such as triangulation and signal streregibumements for location determination.
GPS [Hofmann-Wellenhof et al., 1997] is a well known exangfl¢he use of triangulation based
on data received from four different satellites. Cell phonee cell tower information to triangu-
late their position. On the other hand, systems, such as RA[B&ahl and Padmanabhan, 2000],
which are used for indoor location tracking, work as follovidsing a set of fixed IEEE 802.11b
base stations, the entire area is mapped. The map contam@xordinates and the correspond-
ing signal strength of each base station at that co-ordin@tés map is loaded onto the mobile
device. Now, as the user moves about the area, the signafjgtrrom each base station is mea-
sured. The pattern of signal strengths from the stored maipntiost closely matches the pattern
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of measured signal strengths is chosen. The location ofgbeis that corresponding to the (x,y)
co-ordinates associated with the stored pattern. Outdmatibn management technologies have
achieved technical maturity and have been deployed in uidriand other industrial navigational
systems. Location management, indoor and outdoor, reragtreng research field with the rising
popularity of technologies such as IEEE 802.11b and Bluatoo

The notion of location can be dealt with at multiple scalesosM‘location determination”
techniques actually deal with position determinationhwéspect to some global (lat/long) or local
(distances from the “corner” of a room) grid. Many applioat are not interested in the absolute
position as much as they are in higher order location cosd@mgide or outside a facility, inside or
outside some jurisdictional boundary, distance from sonm@n place, at a mountaintop, in a rain
forest region etc.) Absolute position determinations carcbmbined with GIS type data to infer
locations at other levels of granularity.

Expanding the notion of location further leads us to corrside notion of context. Context is
any information that can be used to characterize the sitnafia person or a computing entity [Dey
and Abowd, 2000]. So for instance, context covers thingh sisdocation, device type, connection
speed, and direction of movement. Context even arguabbhiag a users mental states (beliefs,
desires, intentions) etc. This information can be used byldlyers described next for data and
service management. However, the privacy issues involkedate complex. It is not clear who
should be allowed to gather such information, under whatoistances should it be revealed, and
to whom. So for instance a user may not want her GPS chip tarbee current location except to
emergency response personnel. A more general formulatismob issues can be found in [Chen
et al., 2003], which defines semantically rich policies anDegision Logic based reasoner for
specifying and reasoning about a users privacy prefereascedated to context information.

1.3.4 Data Management L ayer

The actual data management layer deals with access, stonagéoring, and data manipulation.
Data may reside locally and also on remote devices. Sinuldata managementin traditional Inter-
net Computing, this layer is essential in enabling a devadateract and exchange data with other
devices located in its vicinity and elsewhere on the netwditke core difference is that this layer
must also deal with mobile computing devices. Such deviegs limited battery power and other
resources in comparison to their desktop counterpartsd&hiees also communicate over wireless
logical links that have limited bandwidth and are prone &mjfrent failures. Consequently, the data
management layer often attempts to extend data manageaietibiss for Internet Computing by
primarily addressing mobility and disconnection of a melgibmputing device.

Distributed database systems and distributed file systamsobile computing environments
address the challenges introduced by sharing data thateséherboth on devices in a fixed in-
frastructure and on mobile devices. The systems attemptowidge solutions for two challenges
raised by the communication characteristics, mobility partability of the environments. The first
guestion relates to the location of the database — on thelendévice or the wired network. The
latter is typically assumed. So, a mobile device may recascess to data that resides on the wired
network, but may not be able to obtain due to network discotime or low bandwidth. Often, the
solution is to replicate or cache data on the mobile devieture access. This brings up the issue
of updates. For a transaction to succeed, a mobile devicebewble to commit its updates at the
appropriate data manager residing on the wired network itibaélly, when data is modified at the
primary side, all mobile devices should receive correspandpdates for their replicas. Mobile
data management solutions thus attempt to extend theitraalidistributed database systems by
addressing challenges that arise due to the following ¢immdi

e Wireless networks have limited bandwidth and are pronegguent failures.

e Channels in wireless networks may be asymmetric.



Data Management for Mobile Ad-Hoc Networks Perich, Joshtlgirkova

e Mobile devices have limited battery power.

e Mobile devices have limited resources.

Mobile ad-hoc networks only exacerbate the issues. Thiseatiustrated by classifying the
mobile ad-hoc network model along four orthogonal axesrégatesent autonomy, distribution, het-
erogeneity and mobility of mobile databases [Dunham andlHE995].Autonomyrefers to control
distribution. It indicates the degree to which each mob#eick can operate independently from the
servers in the fixed infrastructure. It is a function of numes factors defining the restrictions on
execution of transactions as well as consistency requinesmBimensionclassifies the data distri-
bution model among all mobile and fixed devices in the syst&sione extreme, all data can reside
only on one device (usually the server), while at the othé&meexe all data can reside on all devices
within one systemife., full replication). Heterogeneitydefines the hardware as well as software
(primarily protocol) heterogeneity supported by a systdrastly, mobility defines the degree of
mobility that a particular system provides.

Mobile ad-hoc networks are highly autonomous since themwoigentralized control of the
individual client databases. They are heterogeneous #iesiten onlyspeakio each other in some
neutral format. The mobile ad-hoc networks are clearlyritsted as parts of data may reside
on different devices and there is replication as entitiehealata and their respective metadata.
Mobility is of course given — in mobile ad-hoc networks, dms can change their locations and
no fixed set of entities ialwaysaccessible to a given device. The last point is perhaps tret mo
important. Itis also the main reason why a direct use of smistdeveloped for mobile information
access is inappropriate. In mobile distributed systensgadinections of mobile devices from the
network are viewed only as temporary events. Addition#tigse systems often assume that all data
managersare located at fixed positions in the wired network and theit tlecations are known by
every client a priori [Bukhres et al., 1997; Kottkamp and dnk, 1998; Lauzac and Chrysanthis,
1998]. Finally, an additional limitation is the naming soteefor defining data and for locating both
data and devices in the traditional system. Here, eachtafieist know the precise server location
as well as its corresponding database schema in orderitzetitie data properly.

Much like the arguments made in [Dunham and Helal, 1995]status of data management in
wireless networks versus wired networks can be comparduhtof distributed data management
versus centralized data management in the late 60s. Thesiase often the same, but the solutions
are different. Therefore, first the traditional challengésny distributed data management are
described, which are then followed by additional challenggecific to mobile ad-hoc networks.
This overview is based on [Dunham and Helal, 1995; Frani0Q1; Imielinski and Badrinath,
1994; Oezsu and Valduriez, 1999; Zaslavsky and Tari, 1998].

Query Processing and Optimization Query processing is highly affected by the addition of mo-
bility to distributed data management systems in mobildrenments. The mobility of a device
can affect both the type of queries as well as the optiminggohniques that can be applied.

Traditional query processing approaches advodatetion transparencywhere a query should
return the same outcome irrespective of the client’'s locatiThese techniques thus considered
only the aspects of data transfer and processing to optien@igen query. On the other hand, in
the mobile computing environment, the query processingagmhes promot®cation awareness
[Kottkamp and Zukunft, 1998]. For example, a mobile deviaa ask for a location of the closest
Greek restaurant, and the server should understand thstetttieg search point refers to the current
position of the device.

Caching With the possibility of disconnection of mobile devicesifrthe wired infrastructure, the
mobile devices require data be cached on their locally abkilstorage. Data caching allows mobile
devices to operate even in disconnected mode. At the saragttilm may require a weaker notion of
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consistency as the mobile device may operate on stale détawihe knowledge that the primary
copy located in the wired infrastructure was altered. Hedifferent consistency constraints as well
as intelligent caching methods are required to allow a diseoted mode of operation.

Replication Another issue arises when one mobile device holds a comgpliea of a database.
The traditional replica control protocols are often basediroplicit assumptions, which are no
longer valid in the mobile environment. They assume thatcttemunication among devices is
symmetric. They also assume that all replicas are alwayshadde. This is not the case in the
mobile environment. This may limit the ability to synchraaithe replica located on the mobile
device. It may also limit the ability of accepting data magdition even in the wired infrastructure,
as one of the replica owners may be unavailable to vote.

Name Resolution Name resolution also plays an important role in data managém mobile
environments. As devices may move from one location to arath become disconnected, it is
necessary to provide a global naming strategy to be able#ida mobile station, which may hold
the required data. This can be solved by broadcasting a sefprethe device such as a device
discovery in Bluetooth networks. This however introdu@zchability limitations as well as a high
communication overhead. Alternatively, name resolutian be done by creating a “home” base
station for each mobile device, which keeps track of theigaetr mobile device’s location, and can
act as proxy to transmit messages to the mobile device ihadde over the network. This solution
was studied extensively in [Perkins, 2002].

Transaction Management Lastly, the bandwidth limitations and possible long spahdiscon-
nections of mobile devices require a new model for trangastas well as transaction processing
techniques. This functionality is further described in it Section 1.3.5.

Additionally, mobile ad-hoc networks impose the followirggues that are primarily related
to the randomness of every device’'s neighborhood at angrinstof time. The neighborhood,
also referred to as vicinity, consists of all reachable cewvithat a particular (mobile) device can
communicate with and all available data that is accessttitesditime.

Spatio-temporal variation of data and data source availability. As devices move, their vicin-
ity changes dynamically affecting data and data sourcdaditiy. Additionally, current wireless
networking technologies cannot support stable connestioder high mobility.

Lack of a global catalog and schema. As the neighborhood changes dynamically, a mobile de-
vice has no prior knowledge of the current set of availabla.d@here is no global catalog that it
may contact and ask for a location of a given data item.

No guarantee of reconnection. When a device moves away from a current neighborhood it may
affect any ongoing interaction among other devices of teahborhood. As there is no guarantee
that the mobile devices will ever again be able to commuaiaatong themselves, this may cause
an inconsistent global state.

No guarantee of collaboration. The issues of privacy and trust are very important for mobile
ad-hoc networks where random devices interact in randomsactions [Undercoffer et al., 2003].
A device may have reliable information but refuses to malkwadtilable to others. A device may be
willing to share information; however that information isreliable. Lastly, when a device makes
information available to other devices questions regargiotection of future changes and sharing
of that data arise.

11
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One consequence of these challenges is that query ansvighighly serendipitous. The an-
swer obtained will depend on information sources accesgilthe current vicinity. Consequently,
each device in mobile ad-hoc networks must gather infoongtro-actively and much of the in-
teraction among devices should happen in the backgrouitiouwtian explicit human intervention
[Franklin, 2001; Perich et al., 2004a]. This requires thatides adapt themselves to the needs and
preferences of their users and the current context.

1.3.4.1 Approachesfor Disconnected Operation

This section presents related work on data managemeneohak from the disconnected operation
perspective. This work is primarily based on client/semedel, where clients are mobile devices
with intermittent connectivity operating under variou®gessing and energy related constraints.
The primary concept is to leverage the traditional cliezri/er model from the wired infrastructure
networks to operate also in wireless environments. Theoasithf the work described below usually
relax one of the properties of the wired solutions to allovearsing-less (yet limited) operation in
the new environment. Commonly, a proxy point is added beatvtiee client and server or a weaker
notion of transactions is introduced allowing mobile ct&to operate in a disconnected mode.
Within a mobile database environment, cached data on mobdats can take the form of
materialized views. In order to efficiently maintain suchtenalized views while taking into con-
sideration disconnected operations, [Lauzac and Chriggai998] present a mechanism within the
fixed network they refer to agew holderthat maintains versions of views required by a particular
mobile host. A view defines a function from a subset of baskesao a derived table, where (base)
tables are the common data structures within a relatiortabdae system. A view is materialized by
physically storing the derived table in forms of tuples. istdbuted environments with client-server
configuration, such as mobile databases, materializedswawbe stored at the client side to support
local query processing. Materialized views operate in hifassimilar to data caches. Available
data can be quickly processed through the materializedsweitthhout the requirement of accessing
a remote database server. Due to the communication cosfseapent disconnections of wireless
networks information stored within the mobile computerdraes crucial to maintaining productiv-
ity. If the data needed to complete a task are present on tiderammputer, remote access may
be eliminated and processing may continue even thoughmigmtion has occurred. The authors
argue that most of the transactions in a database envirdrareread-only, and thus the main focus
of this paper was on optimizing read-only transactions omifecomputers. The authors do not
consider write transactions, and only suggest that in tkemmence of a write transaction, the trans-
action should be performed directly with the data sourcebraot through the materialized views
stored on the mobile client. Their proposed layered systefitacture for read-only transactions
thus consists of four layers: data servers, data warehpusdsle hosts, and view holders. The data
server layer is responsible for periodically constructingaintenance transaction in order to update
the data warehouse. A data warehouse, using a versionimgenance algorithm, is created where
the views are static and the number of consecutive versioeea view also remains static. Hence,
the amount of space made available for versions of a paatiettribute is known and fixed. A view
holder is a mechanism for providing dynamic and customgaldw maintenance so that the cache
or view consistency achieved between the data stored ondbdafost and the data sources match
the availability or cost of the network and the capabilitiéshe mobile host. A view holder will
maintain a version of a view requested by a mobile host fooag ks the mobile host needs it.
So, the view holder can be seen as a buffer, holding versibaspecialized view for a particular
mobile host. Space allocated for the updated attributesvigva must be done dynamically since
it is not known beforehand how many versions will be mairgdin The assumption is the views
requested by an MH are very likely to be a small and specil@#meount of the information from
within the data servers and/or data warehouses. To avase tigge storage requirements, versions
of the requested data are dynamically maintained by the ki@dder. It is possible some of the data
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sources including data warehouses may not support expéiciions of data. In such a case, the
view holder will query the source in order to extract the data given moment. A timestamp for
this implicit versioncould be the last time the tuple, attribute, or table was fietiand found by
guerying the catalog of the data source.

[Kottkamp and Zukunft, 1998] present optimization tecluag of query processing in mobile
database systems of queries that include location inféemafuery processing in mobile database
systems is a special challenge due to the resource limitatiad constantly changing location of
the mobile host. The authors concentrate on the optimizatiajueries that include location in-
formation, and suggest the use of a location managementaoenp The location management
component is responsible for updating the information abioeiactual location of the mobile host
and resides on the wired network either at the location ofdaetation for a particular mobile host
or at some other centralized and fixed location on the wirgdiark. All ad-hoc queries that use
location information about the mobile host have to accesddbation component. Depending on
the used localization strategy, the ad-hoc queries areiassd with a different cost. Therefore, the
authors develop and present a cost model for query optimizaicorporating mobility specific fac-
tors like energy and connectivity. Additionally, the authargue that a query processing in mobile
database systems is significantly different from that itictary systems and must be performed
using different techniques. The query processing subsysfea DBMS is organized into several
phases: translation, optimization, and execution. Thhasgtconcentrate primarily on query op-
timization. In the phase of query optimization, potentiaery execution plans are generated and
evaluated using a cost function. The cheapest plan is clfosemxecution. In stationary systems,
disk and main memory accesses are the foremost optimizetit@nia. In a mobile environment,
additional constraints like the energy consumption of aghave to be taken into account. Mobile
database systems must be able to choose an execution site fdifferent phases dependent on
their current environment and should be able to revise thaisibn as flexible as possible. The
authors then examine different localization strategiesyfobile users. To validate their optimiza-
tion strategies, the authors have developed a simulatioshehaf mobile query processing and
performed various experiments. They show that no singl@itation strategy performs acceptably
under all conditions and identify the critical factors fatapting a query processing subsystem to
the employed location management strategy.

[Bukhres et al., 1997] consider an infrastructure-basetilmmetwork model consisting of
mobile hosts and mobile support stations utilizing an IPetgommunication and addressing. Ac-
cording to their description, a mobile host is an intelligdevice, which can move freely while
maintaining its connection to the network. The mobile supptation is connected to the network
via a wired medium and provides a wireless interface thatallthe mobile host to interact with
the static network. Each mobile support station is resppdagor a geographical cellular region
and is required to maintain the addresses of the mobile hwhish are located within its region.
Similar to [Kottkamp and Zukunft, 1998], the authors coesitbcation dependent queries under
disconnected operation mode. To overcome the issue of itypllile authors introduce the con-
cept of a mailbox for each mobile host. The mailbox is thepiecit of all the query messages
and results from the network and must be always accessibits bgspective mobile host owner.
Mailboxes thus provide a central repository for all of thehit® host's query responses and logs.
This is similar to the concept of voice mailboxes in standatdcommunication cellular and wired
networks. Additionally, the mailbox can be used during thecpss of a mobile transaction re-
covery, as all messages destined for a particular mobiledresalways sent to it. Therefore, any
DBMS is able to resolve and recover from any transactionafliobs by simply interacting with
the mobile hosts’ mailboxes and does not require the mobg#stto be always accessible over the
wireless network. Lastly, it helps reducing the load on fystem as the messages may be sent only
within the wired network between the query processor andhrthibox for the particular mobile
host. The authors then consider issues related to the aetiedjion based infrastructure, namely:
mobile support router hand-off and zone-crossing. Mohilgp®rt router hand-off occurs when a
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mobile computer moves within a given cellular zone, whilee@rossing occurs when a mobile
computer moves between two cellular zones. The authoresasldnese problems using a mobile
protocol adapted from the Columbia host protocol propdsalinidis et al., 1991].

[Pitoura, 1996] presents a replication schema approfieatenvironments where connectivity
is partial, weak and variant such as in mobile computing. @meiders a distributed database with
data located both at mobile and stationary hosts to allowrsumous operation during disconnec-
tions. Transactions are distributed and can be initiatéld &bmobile and at stationary hosts. As an
alternative for requiring a mutual consistency of all capié data items, their proposed approach
allows bounded inconsistencies. Pitoura groups togethdata located at strongly connected hosts
to form a cluster. While all data inside a cluster are comaistvarious degrees of inconsistency are
defined for replicas at different clusters. To maximize Ipcacessing and to reduce network access,
her proposed mechanism enhances the interface offerea lo\athbase systems with operations us-
ing weaker consistency guarantees, which allow accessaatat exhibit bounded inconsistency.
Pitoura introduces two new types of operation, weak reads\aak writes. These operations allow
users to operate on data with bounded inconsistency. THiioral read and write operations are
referred to as strict read and strict write, respectivelgdifionally, Pitoura also defines two strict
and weak transactions. The strict transaction again repteshe traditional notion of transaction
in distributed database systems, while weak transactidefised a transaction consisting of strict
operations and at least one weak operation. The weak trtgmsgcowever, requires two types of
commit: local and global. The local commit point is expresiag an explicit commit protocol, and
updates made by locally committed weak transactions ail@l@isnly by weak transactions in the
same cluster. These updates become permanent and visgthecbyransactions only after reconcil-
iation when local transactions become globally commitiitbura then continues by presenting an
implementation, wherein schema distinguishes copiesqu#si and core. Core copies are copies
whose values are up-to-date and permanent, while quagapé copies whose values may be
obsolete and are only conditionally committed. LastlypRif introduces protocols for enforcing
the schema and evaluates the performance of the weak @ntsistchema for various networking
conditions.

[Demers et al., 1994] present the system architecture dalyeu System which is a platform of
replicated, highly available, variable-consistency, ifeotlatabases on which to build collaborative
applications. The emphasis is on supporting applicatjeiic conflict detection and resolution,
and on providing application-controlled inconsistencjieBystem is intended to run in a mobile
computing environment that includes portable machinek lggs than ideal network connectivity,
and the goal of the system is to support data sharing amongenaers. The authors predomi-
nantly consider the issue of disconnected operations wthiey call an experience of extended and
sometimes involuntary disconnection from many or all ofatiger devices with which a particular
mobile device wishes to share data. The system architestbesed on client—server model, where
servers store data, and clients read and write data manggehters. A server is any machine that
holds a complete copy of one or more databases, which lodselgtes a collection of data items
instead of the traditional database notion. Clients are tbhccess data residing on any server to
which they can communicate, and any machine holding a copy ddtabase must also act as a
server accessible by others. Therefore, in their architecservers do not have to reside on a wired
network, and instead any mobile device can also operate aesvars For example, when several
users become disconnected from the rest of the system, &megantinue to actively collaborate
among themselves if at least one user is able to utilize itsilmadevice as the group’s server. To
allow any two devices that are able to communicate with edlclrdo propagate updates between
themselves, the system employs a peer-to-peer recoimiliatherefore, even machines that never
directly communicate can exchange updates via intermediaReconciliation can be structured
as an incremental process so that even servers with vernyiittent or asymmetrical connections
can eventually bring their databases into a mutually ctersistate. To resolve update conflicts,
the system detects and resolves them in an applicatiorifisp@anner. A write operation, thus,
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includes not only the data being written or updated but alde@endency set. The dependency set
is a collection of queries and their expected results. A adrifl detected if the queries are exe-
cuted at a server and do not return the expected outcome. fiteeaperation also specifies how
to automatically resolve conflicts using a procedure cattegigeproc This procedure is invoked
when a write conflict is detected. Hence, Bayou’s write openeconsists of a proposed update, a
dependency set, anchaergeproc The dependency set antergeproare both dictated by an appli-
cation’s semantics and may vary for each write operatiared$y the application. The verification
of the dependency check, the execution ofriergepro¢cand the application of the update set are
done atomically with respect to other database accessée @etver.

[Walborn and Chrysanthis, 1997] present a mobile transagtrocessing system Pro-Motion.
The underlying transaction-processing model of Pro-Moisothe concept of nested-split transac-
tions. Nested-split transactions are an example of opamgesvhich relaxes the top-level atomic-
ity restriction of closed nested transactions where an opsted transaction allows its partial results
to be observed outside the transaction. Consequently, foihe onain issue for describing the lo-
cal transaction processing on the mobile host (MH) is Viigyband allowing new transactions to
see uncommitted changes (weak data), which may result iasiredi dependencies and cascading
aborts. At the same time, when an update is made on a disdedrdél, subsequent transactions
using the same data would be unable to proceed until a caonemtcurs and the mobile trans-
actions could commit. Pro-Motion considers the entire feofib-system as one extremely large,
long-lived transaction, which executes at the server wislula-transaction executing at each MH.
Each of these MH sub-transactions, in turn, is a root of aratlested-split transaction. The results
of local transactions on MH are automatically made visilde dubsequent local access. In this
way, local visibility and local commitment can reduce thediing of transactions during discon-
nection and minimize the probability of cascading abortss built on generalized client—server
architecture with a mobile agent called compact agent,teosty server front-end called compact
manager, and an intermediate array of mobility managerglip fmanage the flow of updates and
data between the other components of the system. Its fundtahimiilding block is the compact,
which functions as the basic unit of replication for cachipgefetching, and hoarding. A compact
is defined as a satisfied request to cache data, with its diblngarestrictions and state information.
It represents an agreement between the database servdreanbbile host where the database
server delegates control of some data to the MH to be useddat transaction processing. The
database server need not to be aware of the operations eddnutndividual transactions on the
MH, but, rather, sees periodic updates to a compact for ebttfealata items manipulated by the
mobile transactions. Compacts are defined as objects arnatipg the cached data, methods for
the access of the cached data, current state informatiasistency rules, obligations and the inter-
face methods. The management of compacts is performed lopthpact manager on the database
server and the compact agent on each mobile host coopéyatt@mpacts are obtained from the
database by requesting when a data demand is created by théf kikta is available to satisfy
the request, the database server creates a compact witblthefltompact manager. The compact
is then recorded to the compact store and transmitted to tHedvprovide the data and methods
to satisfy the needs of transactions executing on the MH. fiissible to transmit the missing or
outdated components of a compact, which avoids the expetrsimsmission of already available
compact methods on the MH. Once the compact is received bylithet is recorded in the compact
registry, which is used by the compact agent to track thetimeand status of all local compacts.
Each compact has a common interface, which is used by theaxiragent to manage the compacts
in the compact registry list and to perform updates subnhitte transactions run by applications
executing on the MH. Compact agent also performs discordgubcessing when the mobile host
is disconnected from the network and the compact manageoéegsing transactions locally. The
compact manager maintains an event log, which is used foagiag transaction processing, recov-
ery, and resynchronization on the MH. Local commitment istpted to make the results visible
to other transaction on the MH, accepting the possibilityanfeventual failure to commit at the
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server. Transactions, which do not have a local option, mall commit locally until the updates

have committed at the server. As more than one compact magdzkin a single transaction, the
commitment of a transaction is performed using a two-phasenit protocol where all participants

reside on the MH. On the other hand, resynchronization soghen the MH reconnects to the net-
work and the compact agent is reconciling the updates camaduring the disconnection with the
fixed database.

[Dunham et al., 1997] define a mobile transaction modelgdalangaroo Transaction (KT),
which addresses the movement behavior of transactions imbélercomputing environment. This
transaction model incorporates the property that traisaein a mobile environment hop from one
base station to another as the mobile device moves. The roapleires this movement behavior and
the data behavior reflecting the access to data located abaseés throughout the static network.
The authors assume an architecture where each base statitmehData Access Agent (DAA),
which is used for accessing data in the database. When DAglveca transaction request from a
mobile user, the DAA forwards it to a specific base station fixed host that contains the required
data. DAA acts as a Mobile Transaction Manager (MTM) and @aeess coordinator for the
site. It is built on top of an existing Global Database Systetmnich assumes that the local DBMS
performs the required transaction processing functiodsiéing recovery and concurrency. DAA
is, however, unaware of the mobile nature of some nodes dreoiiplementation details of each
requested transaction. A hopping property is added to ntbdehobility of the transactions. Each
subtransaction represents the unit of execution at onedtasen and is called a Joey Transaction
(JT). The authors define a Pouch to be the sequence of glotdbeal transactions, which are
executed under a given KT. Each KT has a unique identificatiomber consisting of the base
station number and unique sequence number within the basenst When a mobile unit moves
from one cell to another, the control of the KT changes to a DéwA at another base station.
The DAA at the new base station creates a new JT as the redhk dfand-off process. JTs have
sequenced identification numbers consisting of both thed€htification number and an increasing
number. The mobility of the transaction model is capturedh®yuse of split transactions. The
old JT is committed independently of the new JT. If a failufeany JT occurs, which in turn
may result in undoing the entire KT, a compensation for argvipusly completed JTs must be
assured. Therefore, a Kangaroo Transaction could be iniaMsgde or in a Compensating Mode.
A split transaction divides an ongoing transaction intdadizled subtransactions. Earlier created
subtransaction may be committed and the remaining onesargimae in its execution. However,
the decision on as to abort or commit a currently executingransaction is left up to the main
DBMS. Previous JTs may not be compensated so that neithétirg@pMode nor Compensating
Mode guarantees serializability of kangaroo transactigkithough Compensating Mode assures
atomicity, isolation may be violated because locks areinbthand released at the local transaction
level. With the Compensating Mode, Joey subtransactioasarializable. The MTM keeps a
Transaction Status Table on the base station DAA to mairntesrstatus of those transactions. It
also keeps a local log into which the MTM writes the recordsdwesl for recovery purposes. Most
records in the log are related to KT transaction status antesmmpensating information.

1.3.4.2 Approachesfor Data Dissemination and Replication

This section presents related work on data disseminatidmeplication within wireless networks.
The work on data dissemination assumes that servers havatimely high bandwidth broadcast
capacity while clients cannot transmit or can do so only avéower bandwidth link. The data
dissemination models are concerned with read-only trdioses; where mobile clients usually issue
a query to locate particular information or a service basedhe current location of the device.
Another model for data dissemination can be applied whenoapof clients shares the same
servers and they can, in general, also benefit from accepsmpnses addressed to other clients in
their group.
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[Acharya et al., 1995] present a broadcast-based mechdoigiisseminating information in a
wireless environment. To improve performance for non-amifly accessed data, and to efficiently
utilize the available bandwidth, the central idea is thavees are repeatedly broadcasting data to
multiple clients at various frequencies. The authors sogmrse multiple disks of different sizes
and speeds to create an arbitrarily fine-grained memonatuby, and study client cache man-
agement policies to maximize performance. The authorsedttyat in a wireless mobile network,
servers may have a relatively high bandwidth broadcastoitypahile clients cannot transmit or
can do so only over a lower bandwidth link. Such system haea ppeoposed for many application
domains, including hospital information systems, traffitormation systems, and wireless class-
rooms. Traditional client—server information systems kEyp pull-based algorithm, where clients
initiate data transfers by sending requests to a serverbiidaecast disks on the other hand exploit
the advantage in bandwidth by broadcasting data to muktigats at the same, and thus employ a
push-based approach. In this approach, a server contilysngrepeatedly broadcasts data to the
clients, which effectively causes a creation of a disk frohich clients can retrieve data as it goes
by. The authors then model and study performance of variaokectechniques at the client side
and broadcast patterns at the server side within theirtaathre. The inherent limitations of this
approach, however, restrict the clients to employ reag-tvahsactions. In addition, it requires the
client to wait for incoming data until it appears on the broast disk, even though the client may
momentarily have a near-perfect wireless connectivity paricular server.

[Tait et al., 1995] present an intelligent hoarding apptofor caching files on the client side
for mobile networks. The authors consider the case of a vatynclient-initiated disconnection
as opposed to involuntary disconnection that was undercttuisy of many approaches described
above. Therefore, the authors attempt to present a soligiantelligently caching important data
at the client side, in their case files, once the client hagméd the system about its planned discon-
nection. This is known as the hoarding problem, wherein diogrtries to eliminate cache misses
entirely during the period of client disconnection. Thehaus first describe other approaches con-
sisting of doing nothing, utilizing explicitly user-praled information, logging user’s past activity,
and by utilizing some semantic information. Their approschased on the concept of prefetch-
ing, and can be referred to as transparent analytical spylihg algorithm relies on the notion of
working sets. It automatically detects these working setsuer’s applications and data. It then
provides generalized delimiters for periods of activitjhigh is used to separate time periods for
which a different collection of files is required.

Infostations [Goodman et al., 1997] is a system conceptqueg to suppornany time, many
wherewireless data services including voice mail. It allows nebérminals to communicate to
Infostations with variable data transmission rate to obtla¢ optimized throughput. The main idea
is to use efficient caching techniques to hoard as much datassible when connected to services
within an island of high bandwidth coverage, and use theadatformation when unable to contact
the services directly. This idea is very similar to the poexgly described work by [Tait et al., 1995].

[Guy et al., 1998] discuss an optimistically replicated figstem designed for use in mobile
computers. The file system, called Rumor, uses a peer mautedltbws opportunistic update prop-
agation among any sites replicating files. This work dessrthe design and implementation of the
Rumor file system, and feasibility of using peer optimiséiplication to support mobile computing.
The authors discuss the various replication design ali®esaand justify their choice of a peer-
to-peer based optimistic replication. Replication systeran usefully be classified along several
dimensions based on update type, device classificationrapégation methods. Conservative up-
date replication systems prevent all concurrent updasesieg mobile users who store replicas of
data items to have their updates frequently rejected,queiatily when connectivity is poor or non-
existent. Optimistic replication on the other hand allowy device storing a replica to perform a
local update, rather than requiring the machine to acqaulkd or votes from other replicas. Opti-
mistic replication minimizes the bandwidth and connetfivequirements for performing updates.
At the same time, optimistic replication systems allow dotifig updates to occur. The devices can
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be classified either into client and servers to as peers. drltant—server replication, all updates
must be first propagated to a server device that further giaiipa them to all clients. Peer—to—peer
systems, on the other hand, allow any replica to propagatatap to any other replica. Although,
the client—server approach simplifies the system designmraidtenance, the peer—to—peer system
can propagate updates faster by making the use of any deadabnectivity. Lastly, the last di-
mension differentiates between an immediate propagatosus a periodic reconciliation. In the
first case, an update must be propagated to all replicas asasoib is (locally) committed, while

in the latter case a batch method can be employed to conderwnhstrained resources, such as
bandwidth and battery. The authors, therefore, decideé$md Rumor as an optimistic, peer—to—
peer, reconciliation-based replicated file system. Rurperates on file sets known as volumes. A
volume is a continuous portion of the file system tree, latigan a directory but smaller than a file
system. Reconciliation then operates at the volume gratylevhich increases the possibility of
conflicting updates and large memory and data requiremestdoage and synchronization. At the
same time, this approach does not introduce a high mainteraerhead. Additionally, the Rumor
system employs a selective replication method and a penefitenciliation mechanism to lower the
unnecessary cost.

[Holliday et al., 2000] have investigated an epidemic updabtocol that guarantees consis-
tency and serializability in spite of a write-anywhere daifity and conduct simulation experiments
to evaluate this protocol. The authors argue that the teamit replica management approaches
suffer from significant performance penalties. This is duthe requirement of a synchronous exe-
cution of each individual read and write operation beforeaagaction can commit. An alternative
approach is a local execution of operations without synuizedion with other sites. In their ap-
proach, changes are propagated throughout the networds aisiepidemic approach, where updates
are piggy-backed on messages. This ensures that everdilallpdates are propagated through-
out the entire system. The authors advocate that the epidgsproach works well for single item
updates or updates that commute; however, when used foropeltation transactions, these tech-
nigues do not ensure serializability. To resolve theseeissthe authors have developed a hybrid
approach where a transaction executes locally, and usésrajgi communication to propagate all
its updates to all replicas before actually committing. iB&ction is only committed, once a site
is ensured that updates have been incorporated at all cihp@sgghout the system. They present
experimental results supporting this approach as an aligento eager update protocols for a dis-
tributed database environment where serializability esdeel. The epidemic protocol relieves some
of the limitations of the traditional approach by elimimagiglobal deadlocks and by reducing delays
caused by blocking. Additionally, the authors claim that #pidemic communication technique is
more flexible than the reliable, synchronous communicatsauired by the traditional approach,
and justify this by presenting results of their performagealuations. These results indicate that
for moderate levels of replication, epidemic replicatisan acceptable solution while significantly
reducing the transmission cost.

1.3.5 Transaction Management L ayer

This sub-layer deals with the managing transactions teiiidy devices in mobile ad-hoc networks.
For a transaction to succeed, a device must be able to coitsmipdates at the appropriate data
manager that can be located in the wired network or on somieeodi¢vice’s peers in the current
vicinity. Additionally, when data is modified at the primasigle, all mobile devices should receive
corresponding updates for their replicas.

[Oezsu and Valduriez, 1999] defines transaction as a ba#iofuronsistent and reliable com-
puting, consisting of a sequence of database operatioostkas an atomic action. This definition
encompasses the four important properties of a transadimmicity, consistency, isolation, and
durability (.e., ACID properties).Atomicityrefers to the fact that a transaction is treated as a unit
of operation.Consistencyefers to a transaction being a correct transformationtiondrom map-
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ping one consistent state of a database onto another canrtssate Isolationrequires that the data

changes triggered by a transaction are hidden from othdilstlue transaction commits. Lastly,

durationof a transaction implies that an outcome of committed tretisais permanent and cannot
be subsequently removed. Another important feature ofreséetion is that it always terminates,
by either committing the changes or by aborting all its updat

The transaction problems in mobile environments arise dled traditional concurrency con-
trol technique. The control technique often relies on lagkiwhere a client wishing to modify
data on the server database must first acquire a valid loakex@mmple, in the two-phase commit
protocol (2PC) [Eswaran et al., 1976; Oezsu and Valduri@29]each participant and coordinator
enter a state, where they are waiting on a message from otteeanibhe only other escape from the
idle state is only triggered by an expired timer. Since n®t#évices may become involuntarily dis-
connected, this technique raises serious problems. [fikoektablished on a mobile device, which
becomes disconnected, the lock may be active for a long tinus, blocking the termination of a
transaction. On the other hand, when a lock is establishealwined device by a mobile device,
which since becomes disconnected, the data availabilitydaced. These problems have spurred
numerous solutions [Bukhres et al., 1997; Demers et al.4;1B8nham et al., 1997; Lauzac and
Chrysanthis, 1998; Pitoura, 1996]. These approaches asedlyibased on modeling a novel breed
of mobile transactions by proposing different transacfiomcessing techniques, such as [Dunham
et al., 1997], and/or by relaxing the ACID properties as faraple in [Walborn and Chrysanthis,
1997].

Having relaxed the ACID properties, one can no longer guagathat all replicas are synchro-
nized. Consequently, the data management layer must adtiiesssue. Traditional replica control
protocols, based on voting or lock principles [Ellis andyep1983], assume that all replica hold-
ers are always reachable. This is often invalid in mobildremments and may limit the ability to
synchronize the replica located on mobile devices. Appgrea@ddressing this issue include data
division into volume groups and the use of versions for paissic [Demers et al., 1994] or opti-
mistic updates [Kistler and Satyanarayanan, 1991; Guy,et298]. Pessimistic approaches require
epidemic or voting protocols that first modify the primarpgdefore other replicas can be updated
and their holders can operate on them. On the other handnigfit replication allows devices to
operate on their replicas immediately, which may result aoaflict that will require a reconcilia-
tion mechanism [Holliday et al., 2000]. Alternatively, tbenflict must be avoided by calculating a
voting quorum [Keleher and Cetintemel, 1999] for distrédmliiata objects. Each replica can obtain
a quorum by gathering weighted votes from other replicabiénslystem and by providing its vote
to others. Once a replica obtains a voting quorum, it is &sktirat a majority of the replicas agree
with the changes. Consequently, the replica can commitdpgsed updates.

1.3.6 Security and Privacy Plane

The issues related to security and privacy are very impbmamobile ad-hoc networks. The three
main reasons for this are the lack of any notion of securitthertransmission medium, the lack of
guaranteed integrity of data stored on mobile devices irtivironment, and the real possibility of
theft of a user’'s mobile device.

Despite the increased need for security and privacy in raagivironments, the inherent con-
straints on mobile devices have prevented large-scalangsand development of secure protocols.
Lightweight versions of Internet security protocols ately to fail because they ignore or mini-
mize certain crucial aspects of the latter, in order to saveputation and/or memory. The travails
of the Wired Equivalent Privacy (WEP) protocol designedtfue IEEE 802.11b are well-known
[Walker, 2000]. The IEEE 802.11b working group has now redeBWEP?2 for the entire class of
802.1x protocols. Bluetooth also provides a link layer siggyorotocol that consists of pairing
procedure, which accepts a user-supplied passkey to gemeraitialization key. The initialization
key is used to calculate a link key, which is finally used in all@nge-response sequence, after be-

19



Data Management for Mobile Ad-Hoc Networks Perich, Joshtlgirkova

ing exchanged. The current Bluetooth security protocas psecedures that have low computation
complexity, so they are susceptible to attacks. To secumeatahe routing layer in client-server
and client-proxy-server architectures, IPSec [Kent arldnsbn, 1998] is used in conjunction with
Mobile IP. Research in securing routing protocols for neksousing peer-to-peer architectures
has resulted in interesting protocols such as Ariadne [Mitn Hu and Adrian Perrig and David
B. Johnson, 2002] and Security-Aware Ad-hoc Routing [Yilet2001]. The Wireless Transport
Layer Security protocol is the only known protocol for sengrtransport layer data in mobile net-
works. This protocol is part of the WAP stack. WTLS is a cladlative of the Secure Sockets Layer
protocol that isde jurein securing data in the Internet. Transaction and apptiodtyer security
implementations are also based on SSL.

1.3.7 System Management Plane

The system management plane provides interfaces so th#ayeryof the stack in Figure 1.1 can
access system level information. System level informaitiefudes data such as current memory
level, battery power, and the various device charactesisti-or example, the routing layer might
need to determine whether the current link layer in use isHBB2.11b or Bluetooth to decide
packet sizes. Transaction managers will use memory infdoméo decide whether to respond to
incoming transaction requests or to prevent the user frawisg out any more transaction requests.
The application logic will acquire device characteristfosm the system management plane to
inform the other end (server, proxy, or peer) of the devisefeen resolution, size, and other related
information. The service discovery layer might use systewellinformation to decide whether to
use semantic matching or simple matching in discoveringces.

1.4 Peer-to-Peer Data Management Model for Mobile Ad-Hoc Networ ks

This section presents the MoOGATU model introduced by [Peeical., 2002a,b, 2003, 2004a,b,c],
which attempts to answer mobile data management challeagges! by traditional mobile comput-
ing environments and those challenges specific to mobileoadietworks. The goal of the model is
to allow mobile devices present in the environment to wikfficiently their current resource-rich
vicinity while pursuing their individual and collectivedks. The model makes three propositions:

Postulate 1 All devices in mobile ad-hoc networks are peers.

The widespread adoption of short-range ad-hoc networlicigrtologies allows mobile devices
to interact with other devices in their current vicinity hatut the need of a back-end wired infras-
tructure. As a result, a mobile device can be both an infdonatonsumerj.e., a client in the
traditional mobile model, or an information providee., a server in the traditional mobile model.
Consequently, there are no longer explicit clients andessiin this paradigm. Instead, they become
peers that can both consume and provide different serviwtdata.

Postulate 2 All devices in mobile ad-hoc networks are semi-autonomsel§,describing, highly
interactive, and adaptive.

The characteristics of mobile ad-hoc networks imply thaeegick’s vicinity is highly volatile.
Since all devices in the vicinity may be mobile, there is nargumtee about the duration of a con-
nection among any pair of mobile devices. Consequently,ilmalevices must be autonomous in
order to operate correctly while their vicinity changes stantly. Additionally, as mobile devices
move and as new data may arrive at any moment, there is norgear@bout the type of information
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available at any given time and space. Mobile devices muatbgtive to this nature of the envi-
ronment in that they must be able to change their functipnatid needs based on what is currently
available to them. Mobile devices must also be self-deswiblhey must be able to articulate their
needs, which together with adaptivity will allow them toteetutilize their vicinity. Finally, mobile
devices must be highly interactive by offering data andisessto their peers and by querying the
information available on those peers.

Postulate 3 All devices in mobile ad-hoc networks require cross-laygeriaction between their
data management and communication layers.

Itis insufficient for mobile devices to employ mobile datamagement solutions that do not con-
sider the underlying network characteristics. At the same.tit is simply not enough to attempt
to solve the underlying networking problems, includingidevdiscovery and routing of traffic be-
tween devices, independently from the data managementtaspech solutions would waste the
limited bandwidth and other resources. They would alsodaé to the inability to allow mobile
devices to completely satisfy their individual and colieettasks. As argued in previous section,
it is imperative that all mobile devices employ a model thatgiders both the networking and the
data management aspects of the environments.

O

Figure 1.2 illustrates the corresponding representatfanabile devices from the MoGATU
model’s perspective. Applying definitions from [Yang andr@a-Molina, 2001], the model can be
classified aghainedarchitecture with aandomreplication and locaihcrementabpolicy.

The model is a chained architecture because each data soucoasumer, registers with a local
Information Manager only. Remote Information Managersent on other devices in the system
are unaffected. When a query is placed, first the local Inftion Manager attempts to answer it.
If it is unable to answer the query, only then the Informatitanager, forwards the query to some
remote Manager to which it is currently connecteel, to which it ischained

The model employs a random replication policy because amjlmdevice can obtain and cache
a specific data objects. There is no prior knowledge that eterohine the location of all copies of
a specific data object with respect to time and space.

The model also employs a local incremental update policyabse there is no guarantee how
long two devices may be able to communicate with each othesrder to overcome short session
durations and network bandwidth limitations, Informatdanagers do not attempt toad all in-
formation their peers have available. Instead, an Infoilondflanager only learns incrementally the
capabilities of its peers as it queries them or through vérogremote advertisements.

Specifically, the MoGATU model addresses the data managarhalienges from Section 1.3.4
as follows:

e Autonomy. As described above, all devices are treated as independttie® acting au-
tonomously from others.

e Mohbility. The model does not place any restriction on the mobilitygratt of devices.

e Heterogeneity. Mobile ad-hoc networks are highly heterogeneous in terndewgices, data
resources, and networking technologies. The model adeké¢kis issue by having each de-
vice implement an Information Manager. Each stored infdiomeand service that is able to
generate additional information are further abstractethbyrmation Providers. Lastly, net-
working technologies are abstracted in terms of Commuicicéterfaces that allow devices
to interact regardless of the underlying networks.
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Figure 1.2: Device abstraction in the MoGATU model.

e Distribution. Mobile devices may have multiple Information Providers;teholding a dis-
tributed subset of the global data repository. The modelalldevices to advertise, solicit,
exchange and modify such data with their peers.

e Lack of a global catalog and schema. The model does not require a global catalog or
schema. Instead, the model employs ontologies based onamteally rich language — a set
of common vocabularies. These ontologies enable devic#gssoribe information provided
by any Information Provider. These ontologies are also usedvertise, discover, and query
such information among devices.

e No guarantee of reconnection. To remedy the effects of reconnection, the model is a best-
effort only and relies on pro-actively cached informatiédwlditionally, a data-based routing
algorithm is introduced, which allowdoserdevices to provide answers to queries placed by
their peers whenever data is more important than its origin.

e Spatio-temporal variation of data and data source availability. The model encourages
every device to gather information pro-actively withoutwaran interaction. A user profile
is used for representing the necessary information in dalafiow devices to act indepen-
dently. The profile is also annotated in a semantically raasigliage and is used by devices
for adapting their caching and querying behavior.

The model abstracts each peer device in terms of Inform&iwiders, Information Con-
sumers, and Information Managers. Additionally, the matifines abstract Communication In-
terfaces for supporting multiple networking technologiBisis is illustrated in Figure 1.2.

Information Providers, described in Section 1.4.3.1,espnt the available data sources. Every
Information Provider holds a partial distributed sefrayment of heterogeneous data available in
the whole mobile ad-hoc network. The data model, describ&éction 1.4.1, is a set of ontologies
with data instances expressed in a semantic language. Efcihnhtion Provider stores its data in
the data'sbaseform according to the ontology definition. Data involvingeoontology is already
expressed in its base form and stored in the format in whigra# obtained. For data involving
multiple ontologies, a Provider decomposes the data irgo thase forms and maintains a view
linking to the base forms. Using this approach a view is repméed as a list of pointers to the re-
spective base fragments. It may be impossible to maintaimegconsistency among all Information
Providers because the mobile ad-hoc network frequenthaiesrpartitioned. As a result, mobile
nodes attempt to be vicinity-consistent only.
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Information Consumers, described in Section 1.4.3.2 et entities that query and update
data available in the environment. Information Consumars i@present human users but also
pro-active agents that actively pre-fetch context-semsinformation from other devices in the
environment.

Lastly, an instance of an Information Manager, describeskction 1.4.4.1, must exist on every
mobile device. Information Managers are responsible ftwvoek communication and for most of
the data management functions. Each Information Manag@sigonsible for maintaining infor-
mation about peers in its vicinity. This information inckglthe types of devices and information
they provide. An Information Manager also maintains a dathe for storing information gathered
from other mobile devices and for caching information gatext by its local Providers.

Not illustrated in Figure 1.2 is the fact that each InforrmatManager also includes a user’s
profile reflecting some of user’s beliefs, desires, and tides (BDI). The BDI model has been ex-
plored in multi-agent interactions [Bratmann, 1987]. Fafipes, it significantly extends [Cherniak
et al., 2002], which explicitly enumerates data and itstytiln contrast, by using the BDI concept,
profiles adapt to the environment by varying both data andl thiity over time and present sit-
uations. Therefore, a profile enables pro-active devicatiehbecause mobile devices can adapt
their operation and functionality dynamically based ond¢herent context and user’s needs with-
out waiting explicitly for a user’s input. The Informationaviager uses the profile for adapting its
caching strategies and for initiating collaboration witkeps in order to obtain desired information.

1.4.1 Data Representation Model

Every mobile device holds a subset of globally availdi#éerogeneoudata. Since the mobile ad-
hoc networks are, by definition, open systems there are migctemns or rules specifying the type
and format of available data. In order to support heterogeseevices but at the same time allow
these devices to interact, it is important that these degpeakusing a common language.

The efforts of the Semantic Web community attempt to addsesslar issues by defining a
semantically rich language — the Web Ontology Language (PMlorld Wide Web Consortium
(W3C)]. This semantically rich language allows the speatfan of numerous types of data in terms
of classes and their properties, and also defines relaffpashong the classes and the properties.
It is advantageous to employ their proposed solution. Ity tcadvocated in [Perich et al., 20044],
the use of ontologies in these environments is vital.

By adhering to an already existing language, the syntax aled do not have to be re-invented
by defining new formal language. Second, by utilizing a laggiused by the Semantic Web
community, mobile devices will be able to use the resourgadable in their current vicinity as
well as the vast resources available on the Internet. Toexgthe model assumes that information
instances, profiles and other data objects are represesitegitne Web Ontology Language.

By using ontologies, the model, however, imposes a req@rgrithat each device is able to
parse OWL-annotated information. This is not to say thatiellices will, or must, understand all
ontologies. Rather, the model anticipates a scenario wdesk device has some knowledge over
a set of ontologies. For new or unknown ontologies alrea@ggnt in the environment, a device
can at least detect some metadata information by applyifepuleOWL rules. This will allow a
device to match queries with Information Providers’ adgernents without any knowledge about
the particular data. For example, this may allow a deviceé uhderstands ontolog to use data
annotated in an unknown ontolod@y if B is asubClassOf AFor example, a device may not be
able to deduce that Joy Luck is a Chinese restaurant, butliatMieast know that Joy Luck is a
restaurant.

Because each device is required to only parse OWL-annatstaunation, the introduction of
ontologies in the system does not require much more proggsssources than already available.
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Figure 1.3: Layered architecture of the MOGATU architeetunodel.

1.4.2 MOoGATU Architecture Modd

The model can be represented using the layered approastratied in previous chapter in Fig-
ure 1.1. Communication Interfaces are responsible for timetfonality of the communications
layer. Information Providers and Information Consumeessgecific instances defining the appli-
cation logic at the application layer. Lastly, the InforinatManager combines the tasks of data
and transaction management layers and their discoveryamadion sub-layers. Figure 1.3 illus-
trates this possible re-ordering of the various compongfittee MOGATU model.

1.4.3 Application Layer

The application layer defines the specific logic employed bpite devices. The logic specifies the
interface for allowing users to operate over the devicealslh defines logic for devices to initiate
actions and interact with other mobile devices. This login be abstracted in two types. One type
represents Information Consumeig,, applications that are searching for information, while th
other type of logic represents Information Producers. rimition Producers are those applications
that can store or produce information requested by othdicapipns, which can reside on the same
or remote devices.

1.4.3.1 Information Providers

Every device may hold one or more Information Providers. Afioimation Provider manages and
provides an interface to a distributed subset of the globtd depository. The data can be stored
on the device or generated on-demand. The managed subséeragonsistent with othaopies
located on other devices as there is no guarantee that theed@an interact, and the subset may
even be empty. In MoGATU, any entity is an Information Pr@ridvhenever it is able to accept
some query and generate a proper response. For examplepamdtion provider can represent
a clock, a calendar or any other application on a mobile helddéievice. Given the variety of
Information Providers, the response of each Provider isdbas the query, available stored data,
and Provider specific mechanisms, including referencerfibe generating new data.
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Each Information Provider describes its capabilities imteof ontologies defined in a seman-
tically rich language. The MoGATU model employs OWL. Moreovthe design is based on the
OWL-S standard [The OWL Services Coalition, 2003], whidkipts to comprehensively describe
services for the World Wide Web. Using this approach, eadviBer can describe itself by defin-
ing the service model it implements, the process model ttatigees the information, and the input,
i.e., query, restrictions, and requirements. Moreover, thguage supports efficient discovery and
matching approaches required for locating Informatiorviélers, cached answers, or for answering
gueries [Chakraborty et al., 2001].

Upon start-up, each Information Provider registers itat the local Information Manager by
sending a registration message including the service mogebcess modejsand input restrictions
I:

registration = (s, p,1,t, a) (1.2)

Each Provider also defines a lifetimgefor specifying the time the Provider will be available,
and whether it is willing to answer queries originating froemote devices, denoted as Each
Provider, however, communicates with its local Informatidanager only, which in turn routes
messages between the Provider and other devices in théyicin

The Information Manager adds this Provider into its cachiadl providers, and discards the
entry once thdifetime expired and the Provider has not renewed its registratiodditionally,
Information Manager may advertise the Provider to otheiaevin the vicinity if the Provider is
willing to process queries for remote devices. The advarent frequency is a tunable parameter
for each Information Manager.

1.4.3.2 Information Consumers

Information Consumers represent entities that can quensume, and update data. Information
Consumers represent primarily human users asking theiilendévices for context-sensitive in-
formation but also represent autonomous software ageiks.lhformation Providers, Consumers
register with local Information Managers by sending a regison message. The presence of Infor-
mation Consumers is, however, not advertised to remoteegvi

When a Consumer needs to obtain a specific data, the Consomstructs arexplicit query It
sends the query to its local Information Manager. The Manamees the query to appropriate local
Information Providers or other matching Providers locaiademote peer devices for processing,
and awaits a response.

Like data they operate over, queries are also defined usi@y\dnbased ontology. Specifically,
the queries are written using OWL-S. A query is specified bypet consisting of a set of used
ontologies Q), selection list §), filtering statementd), cardinality &), and temporakf) constrains:

‘ query = (0,0,0,%, 1) ‘ (1.2)

Each query defines the set of ontologies used for constgutiim filtering clause and for final
projection of the matching data instances. The set candeduspecific ontology multiple times if
the filtering clause consists of a join over multiple dateatns represented in that ontology. The
size of the ontology list, therefore, specifies thegreeof the query. The degree represents the
number of joins that must be performed for obtaining an answee filtering clause represents
a combination of boolean conjunctive and disjunctive pratdis. A device uses its cached data
and context information including current geographicaipon and time of the day as inputs to
these predicates. This allows a mobile device to pladyrsamicquery asking for the closest
local gas station. It also allows a device to posstaic query, for example, asking for a Chinese
restaurant located on the W 72nd Street. Along with strirg) rumeric comparisons the filtering
clause supports basic calculations, such as addition attiptimation. Additionally, the filtering
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clause supports more advanced predicates based on thegynsplecification, such as a distance
computation between two geographical objects. The cdityireonstraints of the query specify
the minimum and maximum size of a required answer. Lasté/teémporal constraint specifies the
relative deadline when the query should be completed. Bhised by the device in order to query
periodically its peers when time permits and the device loaget cached a sufficient answer, given
an implicit query.

144 Data Management Layer

This section describes the most important layer for dataag@ment in mobile ad-hoc networks.
It details the Information Manager, which is responsiblegm-active profile-driven discovering,
processing, combining, and storing of data available iretihéronment. The Information Manager
is also responsible for evaluating the integrity of peerickey and the accuracy of peer provided
information, in order to provide the best results to its ldnéormation Consumers.

1.4.4.1 Information Manager

An Information Manager is responsible for majority of datamagement functions and partially for
underlying network communications. From the data managéperspective, Information Manager
must be able to discover available sources, construct digrindexes and catalogs, support queries,
and provide caching mechanisms for addressing the dynaaticenof the environments. From
the networking perspective, Information Manager must dls@ble to discover and interact with
remove devices, and route messages between them.

Each Information Manager maintains information about Rlers and Consumers present on
the same device as the Information Manager. This informatidudes thdifetimeof each Provider,
their service models, process models, and their quenyicéstrs. Each Information Manager also
maintains information about peers in its vicinity. Thisamhation includes the identity of devices
— a unique identification number similar to an Internet Peot@address, and types of information
they can providd,e., Provider advertisements. Lastly, Information Manageintains a data cache
for storing information obtained from other mobile deviesswell as the information provided by
its local Providersi.e., answers to previous queries. Additionally, each InfoiaraManager may
include a user profile reflecting the user’s preferences aeds The Information Manager uses
the profile to adapt its caching strategy and to initiateatmfation with peers in order to obtain
missing required information.

1.4.4.2 Complexity Levels

Since devices can range from sensors to laptops the frarkedams not require all devices to
implement the same set of functionalities. Instead, thmésaork differentiates among five types of
Information Managers based on their complexity levels.

In the simplest case (tyg®, the Information Manager maintains at most one local Rtewilt
does not cache any remote information and it does not poasgssasoning or parsing mechanisms.
This Information Manager only periodicalbroadcastsiata sent to it by the Provider. This type of
Information Manager is well suited for extremely resouiiogited devices, such as a store beacon
whose only task is to advertise the presence of its store.

On the other hand, devices wishing to interact in more iigieit manner and those that possess
more resources must implement an Information Manager stedile to maintain information about
multiple local andemoteProviders. These types of Information Manager must alsdleta parse
messages, route message to other peer devices and prlyagtiery peers. Based on the varying
collaboration level four additional types of Informatioraliagers are possible:

1. Information Manager does not cache any remote adverisenor answers to queries,
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2. Information Manager caches remote advertisements onthélifetime specified in the mes-
sage or until replaced by another entry,

3. Information Manager caches both advertisements andeassand

4. Information Manager caches all advertisements and asswad makes them available to
other peers. This type of an Information Manager can effeltiserve as a temporary partial
catalog for all peers in the current vicinity.

In order to present all functionalities of the Informatioraivagers, the following description
assumes the most advanced type of an Information Maniagetype4. The remaining part of this
section presents the most important components of therrétion Manager including:

e Data and Service Discovery Component

Query Processing Component

Join Query Processing Component

Caching Component

Transaction Component

e Reputation Component

1.4.4.3 Dataand Service Discovery Component

An important aspect of the framework is to discover local eemdote Information Providers. The
discovery allows each Information Manager to constructnapterary catalog representing current
data and data sources in the vicinity. The MoGATU framewanimrts both push and pull based
approaches,e., each Information Manager can advertise its capabilitienfsolicit capabilities of
other peers. The frequencies of advertisements and swjiajueries are tunable parameters. In
order to restrict the number of messages in the environmsalisitation and advertisements are
limited to one-homeighbors only.

1.4.4.4 Query Processing Component

While advertising and soliciting for Information Provideis an important functionality, the key
objective of an Information Manager is to provide queryirgabilities. The querying is initiated
by an Information Consumer, which sends the Information &¢gm a query annotated in OWL, as
defined above in Section 1.2.

The query includes a set of used ontologi@y Gelection list §), filtering statementd]), cardi-
nality (X), and temporal«) constrains. The set of ontologies also represents th&esanodel that
can be used to answer the query. A query can represent aigelecer a certain data set or it can
involve a join over multiple data streams. The later scenigraddressed in Section 1.4.4.5.

An Information Manager matches the query against entriés tache. Each entry in the cache
represents an unexpired answer to a previous query (otheitvwivould be removed), or an adver-
tisement for some local or remote Provider. The InformaiManager parses the query and each
entry according to OWL rules and relationships specifiethéibvolved ontologies. The Informa-
tion Manager compares service modelse., the set of required ontologies, and validates the query
against inputs restrictions i.e., the filtering and selection statements of the specific quEpr
cached answers, the Information Manager matches inpuéesalfithe query, against those in the
cached answer. The approach is equivalent to using traditforward chaining methods, used by
DATALOG / Prolog based query processing techniques [Gdasittand Lobo, 1994; Grant et al.,
1997]. The Information Manager first tries to find and returcaghed answer. Otherwise, the
Information Manager tries to find a local or remote Providethat order.
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1.4.45 Join Query Processing Component

Often, an Information Consumer can ask a query that reqai@svice to joinhorizontallydata
streams from multiple devices holding the same type of d@tse device may also have to join
vertically data streams from different devices as they become availdlile termdata streanis
used to represent any source that is able to provide data gigpecific query and also to represent
the “streaming”-data sources defined by the sensor netveonkinity.

To allow devices to answer queries involving multiple s@s;ca collaboration protocol is de-
fined based on the principles of Contract Nets [Avancha eR@0D3; Smith, 1988]. The Collabo-
rative Query Processing protocol enables a mobile devigei¢oy its vicinity and locate peer data
sources matching a given query. The protocol allows therinétion Manager to obtain data match-
ing any query, irrespective of whether the query setectionor ajoin. It extends the traditional
concept of nested loop joins and the simple selection qugorithm from above.

The Collaborative Query Processing protocol allows two orerinformation Managers to co-
operate by executing any combination of select—projettgoeries. The protocol accomplishes the
task by subdividing queries. Each sub-query can be assigreedifferent device. The assignment
is determined according to the available resources of deypcesent in the vicinity. For example,
the Collaborative Query Processing protocol allows a gida use her handheld device to ask for
the closest, cheapest laundromat that is open given hexrtdocation, time of the day, and a price
range. The protocol also allows the tourist to ask for thee$b laundromat adjacent to a Chinese
restaurant — a query requiring a join over two dstteams

1.4.4.6 Caching Component

Another key component of an Information Manager is cachlBach Information Manager stores
guery answers together with advertisements and reg@tisatf local and remote Providers in a
cache. In order to provide answers to, at least the expaesed explicit queried,e., to overcome
the spatio-temporal variation of data and data source abiéiff/, an Information Manager must
utilize the cache in the most effective manner. MoGATU sufspthe traditional LRU and MRU
replacement algorithms; however, as shown by [Perich eR@04a], these two approaches are
highly ineffective. This is because an Information Managest utilize the knowledge included in
a user’s profile in order to improve cacbfectiveness

For caching, the Information Manager should use the prafilevd ways: (i) to allocate space
for specific data type and (ii) to assign utility value to eaciry. In the first case, the Information
Manager uses the profile to determine types of standing églieifhe Information Manager uses
these types to reserve portions of the cache for the relattadtgpese.g.traffic. MOGATU applies
the first heuristic for defining two hybrid LRU+P and MRU+P @lighms and both heuristics for
defining a semantic cache algorithm S+P [Perich et al., J004a

1.4.4.7 Transaction Component

Maintaining data consistency between devices in distithatobile environments has always been,
and continues to be, a challenge. In order to operate cbyrdewices involved in a transaction
must ensure that their data repositories remain in a ce@mistate. While stationary nodes often
embody powerful computers located in a fixed, wired infratuire, this is not an option for mobile
devices in wireless ad-hoc networks. Since most traditimaasactions rely on infrastructure help,
the use of such transactions is limited in these environsaent

To address the problem, MOGATU also defines a novel trarsantodel — the Neighborhood-
Consistent Transaction model (NC-Transaction) [Perici.eR003]. The focus of NC-Transaction
is on maintaining consistency of transactions. This haggadly been termed as the most important
ACID property of transactions for mobile environments [Dam et al., 1997]; however, it is not
critical for read-only transactions [Perich et al., 2002b]
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NC-Transaction provides a higher rate of successful ticitges in comparison to models de-
signed for traditional mobile computing environments. NM@nsaction maintains neighborhood
consistency among devices in the vicinity. It does not emglobal consistency, a task often impos-
sible since there is no guarantee that two devices will ee@smnect in mobile ad-hoc networks.

NC-Transaction accomplishes neighborhood consistendyhayh successful termination rate
by employing active withesses and an epidemic voting patddC-Transaction defines witnesses
as devices in vicinity that cahear both transacting devices and agree to monitor the status of a
transaction. Each witness can cast a vote to commit or abioanaaction. A transacting device
must collect a quorum of the votes, defined as a percentagéwit@ess votes, to decide on the
final termination action for a transaction. By using a votsofjeme and redundancy of witnesses,
NC-Transaction ensures that transacting devices terminad consistent state. Additionally, in-
formation stored by each witness can be used to resolve c@nifietween devices involved in a
transaction.

1.4.4.8 Trust Component for Evaluating Data and Source I ntegrity

In the preceding discussion it was assumed that all Infaom&roviders and Information Managers
are reliable. These components explicitly assume thatenmsgwovided are correct and do not verify
the veracity of the information or their providers. This @sgtion is suitable for most mobile
client-server environments; however, it is not suitabledeer-to-peer environments as they lack
the intrinsic stability olanchoredsources. In mobile peer-to-peer environments, some seunayg
provide faulty information due to malice or ignorance, whitan lead to incorrect conclusions.
Consequently, devices need a mechanism to evaluate tlggiiniaf their peers and the accuracy of
peer provided information.

To address this problem MoGATU introduces an additionaliesof an Information Manager.
This feature depends on distributed trust and beliefs il evaluate data and device integrity
[Perich et al., 2004c]. In this belief-driven model, eachide maintains and shares beliefs regarding
the degree of trust it has for its peers. This trust is deteeohby previous experience and reputation
made by other devices in the environment. Additionallyhedevice associates a value indicating
its belief in the accuracy of the information the device IsolHach device, when querying its peers,
uses the trust it has placed in the peers, in conjunction thighpeers’ accuracy belief of their
information, to determine the reliability of the responseis query.

1.45 Communications L ayer

The lowest level of MOGATU deals with the networking aspedhe mobile ad-hoc networks. The
communication layer is responsible for discovering deveed for reliable exchange of data among
devices. This layer is implemented using Communicatioarfates, which abstract different ad-
hoc networking technologies, such as Bluetooth or Ad-Hd€HB02.11 standards.

1.45.1 Communication Interface

To support multiple types of networking interfaces and tstedrt these types from an Informa-
tion Manager, each device implements at least one Commtigricaterface. A Communication
Interface provides a common set of interfaces for discogemeighboring devices and for commu-
nicating with them.

Every Communication Interface registers its capabilitiéh its local Information Manager.
Upon start-up, the Communication Interface sends a ragjistr message including the network
typen and process modglencoded in OWL:

registration = (n7 D) (1.3)
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Figure 1.4: Sample routing across multiple networking tedbgies.

The network type is a specific service instance of the OWL8logy, while the process model
allows the Information Manager to interact with Communimatinterfaces in the same manner
as with Information Providers. While a Communication Ifaee is responsible for sending and
receiving date over the transmission medium, the Inforomaanager is stilhetwork aware This
is because it can infer the network constraints and reqe@ingsnfrom the information contained
in the registered capabilities. The advantage of using atrati representation for the underlying
networks is two fold:

First, the addition of a new networking technology does Bgtire changes to the Information
Manager component. An Information Manager is not burdenedifferent packet formats and
message sizes for different networking technologies.

Moreover, the abstraction allows an Information Manageotde data across multiple network
technologies at once. An Information Manager can accept aladr one network technology and
route it through an interface of another network technolégy example, this allows an Information
Manager to talk to its peer using Bluetooth while the peewéods the data to another peer using
its Ad-Hoc IEEE 802.11 interface. One such scenario istithied in Figure 1.4.

This is because each Information Manager only maintairarinétion about what Communi-
cation Interface it needs to use in order to interact with ecsjz peer. Additionally, since the
underlying network is hidden, Information Managers usey diné identity of the peer Information
Manager as a destination of data instead of the networkifgpaddress, which could otherwise
be incompatible with other network standards. This is gimib the concept of Internet Protocol
addresses allowing devices connected to the Internet tontoicate over heterogeneous network
technologies like Ethernet and ATM.

An Information Manager can thus abstract its current vigias a graph, where nodes represent
other devices in the environment and edges represent a ciioméetween two peers over any
technology. The Information Manager can then apply any fitd¢te or dynamic vector routing
algorithm for computing path to a desired destinateg, AODV, DSDV, or DSR.

In data-intensiveenvironments, an answer can often be provided by more thanlevicee.g.
cached by Information Managers, or available by local Rters. The querying source may not be
interested in who it interacts with as long as it receivesraemb answer. In order to improve the
performance of the system, an Information Managers carncigpé routed queries at the communi-
cation level.

MoGATU defines a hybrid mechanism combining discovery anding for queries or data
discovery among peer Information Managers in multi-hopwoeks. The algorithm uses a source-
initiated approach similar to AODV and DSR. The algorithmrikgon a best-effort basis as it
attempts to rebuild disconnected routes; however, it do¢guarantee message delivery. More-
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over, each Information Manager can intercept all messdgeseives or routes in order to provide
shortcutsfor cached routes. Here, each Information Manager mamiiroute entry foone-hop
peers. The Information Manager also maintains a route dotrgeers more than one hop away if
those peers are used in on-going interactions or the Inflem&anager is caching advertisements
for those peers.

1.5 FutureWork

This section outlines the future work that is required fohiaging the overall goal of data
managementand processing in mobile ad-hoc networks W adttividual devices to computghat
information each device needshenthe device needs it, arftbw it can obtain the information.
In particular, because of restrictions on query-answepioger in mobile ad-hoc networks, one
important direction of work will be on intelligently appiyy precomputed information.

For processing user queries, many devices use cached mformwhich can also be referred
to as materialized views. In many current approaches, tbieethdata mainly represent stored an-
swers to queries that a device issued in the past. Much is tmined if one changes the current
approaches to caching data on devices, by dpimgose-drivemata caching and view materializa-
tion. Since previously cached information is kept aroundrider to enable processing of current
gueries, the first step is to determine which precomputeatimtion would benefit precisely the
expected current queries. In many scenarios, expectedegquEm be extracted from the current
context, from past queries on the given device, or from usefiles stored on the device. Once
the system has collected a workload of expected queriepppardriven data caching can be done
in advancein order to enable maximally efficient processing of querigor instance, rather than
caching full answers to some past queries, it makes sengedormpute and store on a device par-
tial answers to multiple expected queries. A variety of apphes is possible, from purely ad-hoc
to fully formal approaches [Chirkova et al., 2002; Afratida@hirkova, 2005]. As mobile ad-hoc
networks use relatively simplified ways of query processapproaches based on multiquery opti-
mization, such as [Roy et al., 2000], may be, however, abtrisvantee better solution optimality
than in standard standalone or distributed database soenadditionally, to further improve the
quality of stored data, precomputed for a given set of exqgequeries, it may be possible to use
constraints that come from user profiles. Finally, it is aksith exploring restrictions on the size
of cached data that need to be stored on a device in order besgfficient processing of expected
gueries, such as [Chirkova and Li, 2003].

Once useful data are precomputed and cached on a deviceaste keep them consistent and
up-to-date as the source data may be continuously updatbd imetwork over time. To deal with
changes in the source data over time, it is necessary topocate view-maintenance mechanisms
[Roussopoulos, 1998] as well as lightweight approacheot@urrency control and invalidation
[Gwertzman and Seltzer, 1996; Cao and Liu, 1998; Worre419

Finally, as the location of a device may change over time tlansithe prevalent expected queries
also change, there is a need to periodically changdefieitionsof the derived data that need to be
stored on the devices, to accommodate new expected quBtippose a device already has access
to “good-quality” locally cached data, which has been pnegoted to address the needs of the
device’s expected important queries. The next questibowgto use the cached data to process the
gueries. As mobile ad-hoc networks tend to experiencespatnporal data variation and have no
guarantee of reconnection or collaboration in query preiogsin many cases the best we can hope
for is to getapproximateanswers to the queries. Among others, the reasons are thalt sources
can be taken into account when answering a query and thatdstiata are not necessarily up-to-
date. A promising direction here is to explgrerpose-driverapproximate query answering, where
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a device chooses just some of the more useful sources fonutipeges of the task related to the
guery. We can call this direction purpose-driven data irgggn, where, in particular, part of query
processing is to use the advertised purposes of other dateesoto collect only the information
that is the most relevant for the query. In approximate qarswering, we need to do formal
analysis of the quality of answers to the queries using tmeently available data. Another aspect
of collaborative query answering is trust and security; oneresting direction here is to use, in
query processing, trusted devices in the current contexeétiy the quality of information from
potentially unreliable primary sources of the data [Pedtél., 2004c].

1.6 Chapter Summary

This chapter presented an overview of challenges arisititgiarea of mobile data management
and surveys existing solutions, with the emphasis on dategeament in mobile ad-hoc networks.
The chapter described origins of the mobile peer-to-peserpeding model and related it to the
traditional mobile data management models. The chapter ¢bacentrated on the specific data
management challenges due to three sources. One set afrgfedlis due to the nature of ad-hoc
networking, including problems such as device discovergssage routing and restricted band-
width. Next set of challenges relates to an informationaliscy in dynamic networks. The last set
of challenges represents traditional data managememsissuch as transactional support or con-
sistency among data objects. While describing the probldmaghapter surveys proposed solutions
to each problem category.

An important theme of this chapter is the fact that despiteelss ad-hoc networking tech-
nologies and peer-to-peer based data management paraatigmgting to solve similar problems,
there is a very limited effort on cross-layer interactiomieh is essential for mobile ad-hoc net-
works. The gap between the research on networking, datagearent, and context-awareness in
pervasive computing environments is the fundamental proldf allowing a device to compute
whatinformation the device needshenthe device needs it, aritbwit can obtain the information.
As an effort to address this issue, this chapter preseneddtiiGATU model [Perich et al., 2002a,b,
2003, 2004a,b,c] — a novel peer-to-peer data managemerd ieoanobile ad-hoc networks. The
chapter outlined the underlying conceptual model and lmssiamptions of MoGATU, which treats
all devices in the environment as semi-autonomous peetdgdin their interactions by profiles and
local context. The chapter also presented the MoGATU attstraof each device in terms of Infor-
mation Providers, Information Consumers, and Informakitamagers, and details their respective
concepts and functionality.

Finally, this chapter offered future work, which is requiie order to bring the data management
and processing in mobile ad-hoc networks close to theiroalow individual devices to compute
whatinformation each device needghenthe device needs it, aritbwit can obtain the information.
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