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Abstract

This paper presentsan architectuie and a proof of
conceptimplementatiorof a securityinfrastructue for
mobiledevicesin aninfrastructue basedpervasiveen-
vironmentThesecurityinfrastructue primarily consists
of two parts, the policy engineand the policy enfoice-
mentmedhanism.Each mobile device within a perva-
sive ervironmentis equippedwith its own policy en-
forcementmedanismand is responsiblefor protecting
its resouces.A mobile device consultsthe nearestpol-
icy server noti es its current stateincludingits present
user networkpresenceotheraccessiblelevicesandlo-
cation informationif available Using this information
the policy serverqueriesthe “Rei” engineto dynam-
ically createa policy certi cate andissuesit to there-
guestingdevice Thesystenwidepolicyis describedn a
semantidanguage “Rei”, a lightweightand extensible
language which is able to expresscompehensiveoli-
ciesusingdomainspeci cinformation.The“Rei”policy
engineis ableto dynamicallydecidewhatrights, prohi-
bitions, obligations,dispensationgn actor has on the
domainactions.A policy certi cate is createdand is-
suedto the device Thepolicy certi cate containsa set
of grantedpermissionsaind a validity period and scope
within which the permissionsare valid. Thepolicy cer
ti cate canbe revoked by the policy enforcer basedon
expiration of the validity period or a combinationof
timeout,lossof contactwith an assignedetwork.

X.509basedPublic Key Infrastructueis usedto pro-
videidenti cation andauthentication.

This researctwassupportedn partby NSFawards9875433and
0242403 andagrantfrom NIST.

1. Intr oduction
1.1. Device Characteristics

Mobile devicesincludingcell-phonesPDAs, laptops
have gainedwidespreadacceptanceThesedevicesare
compactlightweightandtypically have limited storage,
computationand communicatiorcapabilities.They are
capableof someform of wirelesscommunicationviz.
Bluetooth,802.11,CDPDor infrared.Also suchdevices
areusuallyassociateavith a singleuserandcarry per
sonaldataaswell ascorporatedata.

Although undisruptedand continuousconnectvity
for wirelessdevicesis hard or perhapsimpossibleto
guaranteeconnectvity of thesedeviceshascontinued
to improve andmostdevicesnowadaysarealmostcon-
tinuously connectedto the internetvia someform of
wirelessaccess.This improved connectvity enhances
userexperiencebut at the sametime posesnew secu-
rity concernsDevices canhave several interfacesviz.
IrDA, Bluetooth,USB, Serialport,802.11etc.Eachun-
guardednterfaceexposesa potentialsourceof attack.

The ported or simpli ed versionsof software de-
ployed on thesedevicesareoften morevulnerablethan
onthesystemdor which they wereoriginally intended.
Paver-awareapplicationgeduceor leave outin-built se-
curity mechanismsSecurityissuesinvolving wire-line
devices (desktopsand seners) that have corventional
securephysicallocationsand are subjectto somedo-
main speci ¢ administratve policy have several well
understoodand worked out solutions.Unlike wire-line
devices hawever, the untetheredand compactmobile
devices are more susceptibleto be lost, misplacedor
stolen.Moreover, their presencés notrestrictedo apar
ticular network. Mobile usersareexpectedto traversea
large numberof wirelessnetworks. In the absencef a
securityinfrastructurewirelesscommunicationganbe
overhearcandthe devicesthemselesaresusceptibléo
attacks.



1.2. Device environmentand usagepatterns

With the proliferation of handheld devices and
gronth of wireless hotspots which provide multi-
tudes of servicesfor such devices, in places like
cafes,gasstations,malls, airports; privacy of dataex-
changedin such interactions,needsto be addressed.
Some capabilitiesof the devices may have to be dis-
abledor restrictedin orderto protectthe device from
othersaroundit. In suchpenasve ernvironments,du-
rations of communicationare variable, and the char
acteristicsof data exchangeamongstentities is very
different from wired devices [4], [6]. Also in pena-
sive ervironmentsthe devices and/orthe subjectsthat
will interactarelargely dynamicandcannotbe enumer
ateda priori. e.g.two individualswishing to exchange
electronic businesscardsvia their PDAs in a cafete-
ria, might never have metbefore.

Governmentagencieandcompanieftenleaseout
suchdevicesto their employees.Thesedevicesarecar
ried aroundby their owners/lesseesutsidephysically
securedpremises.Portabledevices can be lost, stolen
or go missing. Thesedevices can go missingor unac-
countedand may have carriedsensitve dataand capa-
bilities at thetime they werelost or stolen.FBI data[1]
shaws that lessthan 3 percentof stolenor lost laptops
are ever recovered.This posesa serioussecuritythreat
especiallyif the device is carryingsensitve dataor has
otherspecialcapabilitiesvhichif notrevokedcanprove
to beextremelydamagingo the organization.

We proposea securityinfrastructurethat usesa se-
manticlanguageo expresssecuritypoliciesandusepol-
icy enforcemenmechanism®n the mobile devicesin
an effort to mitigatethe threatsposedto the device. We
describea proof of conceptimplementatiorwherewe
usethe semantigolicy languagée'Rei” [15] anda pol-
icy enginewhich we useto dynamicallycreatepolicy
certi catesfor mobile devicesbasedn their context in-
formation.

For example, we want the device capabilitieslike
802.11,BluetoothandIrDA to be unrestrictedwhile it
is in atrustednetwork. Howeverif thedeviceis in aun-
trusted/foreigmetwork theenforcemeninechanismsn
the device disablePIM, BluetoothandIrDA communi-
cations,and limit web accessvia 802.11interfacesto
certainsites/netwarks.

Notethatthe securitykernelon the mobile device it-
selfis trustedto actuallyenforcetheissuedbolicies.The
policy seneronthelocal wirelessnetwork will rst ver-
ify the authenticityof the device before granting net-
work resourcego the device. Thus,ary untrustedde-
vicewill bedeniednetwork resources.

The paperis organizedas follows. Section 3 de-

scribesthe designobjectives,designconsiderationgind
device capabilities.Eachcomponentof the policy en-
forcementinfrastructures describedn sections4 to 9.
Finally two examplescenariosare presentedn section
10.

2. RelatedWork
2.1. Device Security

Susilo[16] identi es risks and threatspertainingto
useof handhelddevicesconnectedo the internet.The
rst kind of threatis the useof the mobile device asa
carrierof maliciouscode.Sincethemobiledevice is not
subjectto physicalsecurityasarethe x edcomputersn
thewired networks, it is susceptible¢o attacksandhence
can potentiallyhostmaliciouscodewhile it is in some
untrustednetwork andtry to propagatet, oncebackin
the homenetwork. Anotherscenarianvolvesa tempo-
rary usergrantedaccesgo the network injecting mali-
ciouscodeinto the network. Susilo[16] suggests.com-
binationof a personalre wall onthe mobile device and
anotherre wall attheaccespointto protectagainsthis
scenario.

Another threatidenti ed is one arising from appli-
cationsthat are capableof running on multiple plat-
forms viz. .Net applications.Multi-platform malicious
codecanbedif cult to detectand potentiallyaffect all
devicessupportingthe framework.

Susilo[16] underlinegheimportanceof having some
kind of protectionmechanisnonthehandheldleviceit-
self.

2.2. Lightweight secuie communication

JenkinandDymond[13] proposehe useof onetime
padsfor ensuringdataprivagy. To reducethe compu-
tational burden of encryptionand decryptionin PKI
or similar infrastructuresuseof onetime padsis sug-
gestedThe onetime padis storedon the on-boardstor
ageof thedeviceor some(secureyemovablemedia.The
encryptionprocessnvolvesXORing thebits of thedata
streamwith thoseof theonetime pad.Theoriginal data
canbe recoreredby XORing the datastreamwith the
samebits usedin the encryptionprocessThis relieves
the computationaburdenfor the handhelddevice, but
requireslarge storagerequirementsAlso distribution,
securestorageand storagecapacitymake it infeasible
for mostordinary situations.Also this kind of commu-
nicationis limited to partieswhich sharethe onetime
padsmakingpaddistribution andsecurestoragea mat-
ter of concern.



This kind of privacy mechanisnwill be appropriate
for only afractionalpartof thetotal datatraf ¢, perhaps
the most sensitve partsof it. In our approachwe use
the PKI infrastructure SSHsessionsreusedin issuing
policies.Digital sighaturesreusedto verify the policy
issuers identity andnon-repudiationTheiPaq3800se-
riesthatwe areusingis capableof handlingthesecom-
putations.Most of the datatrafc is not encrypted.n
factevenpoliciesthemselesneednot beencryptedjn-
steaddigital signatureson policy digestsare provided
for veri cation. Thesechecksare enforcedonly when
new policiesarerecevedandpolicy updatesrenotfre-
quent.

2.3. Policy Language

We usethe Rei policy languageor expressingsecu-
rity policies.Reiis a policy speci cationlanguagede-
ned in OWL-Lite.

Extensible Access Control Markup Language
(XACML) [8] is a languagein XML for express-
ing accesspolicies. XACML allows control over ac-
tions and supportsresolutionof con icts. However, as
it is basedin XML, it doesnot bene t from the inter-
operabilityand extensibility provided by semantioveb
languageslt also doesnot model speechactsor han-
dle conict resolutionacrosspolicies. KAoS is a pol-
icy languagebasedin OWL and is similar to Rei as
it canbe usedto develop positive and negative autho-
rization and obligation policies over actions. KAoS
policies are descriptionsof actions that are permit-
ted(or not) or obligated(or not) limiting its expressvity
aspoliciesarerestrictedto OWL. However, KAoS al-
lows the classi cation of policy statementsenabling
con icts to be discorered from the rules themseles.
The Rei engine includes run-time conict resolu-
tion but cannotpredeterminecon icts. Anotheradwan-
tageof KAo0S is that, if policy descriptionsstaywithin
OWL-Lite or OWL-DL, then the computationis de-
cidableandhaswell understoocdcomplexity results.In
termsof speechacts,however, KAoS only modelsdel-
egations,whereasRei includesan integratedapproach
to speechacts for policy managementwhich is use-
ful in autonomicdistributedsystemsRei alsoprovides
speci cationsandtools for policy analysisand consis-
teng/ checkingthatKAoS doesnot.

SWRIL is a rule languagefor describingHorn like
rulesin OWL [9]. Currently SWRL is still work in
progressand thereare very few tools for it like Hoo-
let [5] thatarejust beingdeveloped We areconsidering
re-doingRei in SWRL in a few monthswhen SWRL
and somesupportingtools are more mature.This will
probablybeanimprovementandwill strengtherReibe-

causenve will notbeintroducingour own way of encod-
ing rules.

2.4. Policy Enforcementon handheld devices

Janseret al. [11], [10] describean implementation
of assigningandenforcingpolicieson handhelddevices
using Java smartcardsThe organizationpolicy is dis-
tributedvia tamperproofsmartcardsAll thedevicesare
smartcardenabled.The policy to be enforcedis read
from the smartcardwhich requiresauthenticatiorby a
usernameand pin. After authenticatiora card monitor
continuouslymonitorsthe existenceof the smartcardIf
thesmartcards removedthedevicerevertsto thedefault
policy of thedevice.[10], [12] describethe useof apol-
icy speci cationlanguagea policy distribution mecha-
nismandcerti cate representation.

3. DesignApproach
3.1. Designobijectives

3.1.1. Accessprivilegessubjectto constraints In an
organizationalsetting, known usersof the systemare
givencertainrights andprivileges.Someof theseusers
may have the right to delegatesomerightsto otherson

a temporarybasis. Thesetemporaryaccessprivileges
grantedo otherusersareusuallyshort-lived,yetall pos-
sible delegateesthemseles cannotbe enumeratede-
forehand.The systemadministratomay however wish

to restricttheactionsthatthe delegateesnaytake, using
theresourceshatthey have beengrantedemporaryac-
cesdo. Furthermorethesystemadministratomaywant
to ensurehatsuchdelegationscanbe madeonly within

the organizations wirelessnetwork coverage.The pol-

icy speci cation shouldbe ableto expressactionsand
the constraintswhich should be satis ed for granting
thoseactions.

3.1.2. Network speci c policies In certainsituations
it might alsobe requiredof a trusteddevice to enforce
apolicy dictatedby thelocal network it is currentlyat-
tachedto. In this casethe network policy is usedto de-
cide whatthe device is allowed to do. Thusdistributed
policy managemeris required. Thisis possiblewith the
useof thesemantidanguagéeé'Rei”.

3.1.3. Accountability Additionally, the system ad-
ministrator may needto enforce strict policies about
how userscan utilize resourcesn the system.Organi-
zationsleaseout suchdevices to their employeesand
the employeesare accountablefor the proper use of
the device. Lost or misplaceddevices have to be ac-
countedfor and possiblytraced.Otherthanthe nan-
cial loss, sensitve data may be compromisedalong



with the loss of the device. Thus the systemadmin-
istrator needsto be able to specify the policy which
will ensurethe safe use of the device and limit dam-
agein caseit is lostor stolen.

3.1.4. Automatic guards Though most wireless de-
vicescomeequippedwith somekind of wirelessinter-

faceandwirelessacces$s commonplacei is still infea-
sibleor perhapsmpossibleo beableto consultatrusted
policy issuingauthority “anytime and arywhere”. The
intentionof having a policy enforceris not merelyto re-

strictthe capabilitiesof thedevice, but ratherto sene as
a guardagainstmisuse unintentionalor erroneousio-

lation of the organizationpolicy. This is a securityfea-
ture addedto the device. e.g.the userneednot recon-
gure the wirelessinterfacesof the device every time

he/shewalks out of the securenetwork. Suchrecon g-

urationsshouldhapperautomaticallybasedon the state
of thedevice.

3.1.5. Capability Restriction Systemadministrators
may want to be able to disablesomefunctionality of
the device if it is not operatingwithin speci ed wire-
lessnetwork premisesThe organizationsecuritypolicy
mayrestrictcarryingsensite dataoutsidethe premises,
in which casethe policy enforcerlocatedon the mobile
device canpurge sensitve dataor encryptit if the de-
vice detectsthatit is no longerwithin the organization
premisesThe userneednot have to be botheredwith
thesedetails. The security policy is enforcedbasedon
defaultsprovidedto it. The useris alsopreventedfrom
inadwertentlybreachinghe policy.

3.1.6. Adaptive Behavior Mobile devices can have
numerous“wireless encounters”with other unknovn
and/oranorymous devices. While expressingsecurity
policiesfor suchmobiledevicesall suchencountersan-
not possiblybe enumeratedeforehandindneithercan
the device storea large numberof suchentriesnor de-
pend on someaugmentingdevice to provide suchan
enumerationCorventional security practicesfor wire-
line networks are not directly applicablehere[6]. The
behaior of a mobile device shouldideally adaptto its
ervironment.e.g.the organizatiornpolicy may allow the
device to performcertainactionswithin a trustedenvi-
ronment,but not in an unknown environment.The de-
vice couldrely on a trustedauthorityto provide it with
accesgonstraintsHowever consultinga trustedsener
for everyaccesss alsonotalwayspossible sinceundis-
ruptedconnectvity to sucha sener is hardto guaran-
tee.

3.2. Designconsiderations

It is widely acceptedhat the mostreliable security
mechanismsieedhardware supportand, mostdevices
nowadayscome equippedwith some basic hardware
protection.Tampefresistansmartcardsarewidely used
for securestorageof passwrds, credit card numbers,
privatekeys andothersensitve data.More sophisticated
devicesliketheHP iPaq5450[3] comeequippedvith a
biometric ngerprint readerIBM andMicrosoftarein a
stratgyic alliancewith IBM providing an“Embeddedse-
curity subsystem’[2] supportedoy Microsoft's operat-
ing system.Theinbuilt securitychip provideshardware
basedprotection.It is capableof storingelectroniccre-
dentialsmentionedearlier Most device manufcturers
supportor planto supportsecurestoragefor suchcre-
dentials.

PKI or PKI basednfrastructuresare thuseasilyde-
ployable on thesedevices. The devicesthat we usedin
ourtestbeccomprisef severaliPaq3800seriesPoclet
PCswhich have sufcient computationpower and128-
bit key encryptionanddecryptionis notaburden.

3.3. Device Capabilities

Thedevice thatwe primarily usedis aniPaq3870.A
wirelesscardsleeve wasusedto provide wirelessaccess
to the device. Inbuilt capabilitiesof the device include
IrDA andBluetooth.With this con guration, the device
is capableof accessinghe internetvia a 802.11bwire-
lessnetwork. Otherthanweb accessthe IrDA portand
Bluetoothcapabilitycanbeusedto transferPersonaln-
formationManagement(PIMdlata.Thecradleof thede-
vice alsoallows communicatiorvia the serialandUSB

ports. The Familiar Linux kernel(\er. )
we areusing,currentlydoesnot supportcommunication
via the USB port.

We wantto shov how thesedevice capabilitiescanbe
selectvely restrictedto enforceaspeci edpolicy. Based
on the network statusand the device statusthe device
posturecould be one of the following. The device and
network stateis modeledn the Reilanguagepolicy.

Device Posture

Basic(Level 0)
Normal(Level 1)
Alert (Level 3)
Shutdavn (Level 4)
Device Environment
HomeNetwork
BenignNetwork
Hostile Network



Dead-zone

Basedonthepostureof thedevice andthe sensean-
vironmentof the device, the appropriatepolicy should
be applied. The device can sensethe ernvironmentby
listeningfor heartbeat$rom trustedweb entitiescalled
beaconsWhenit hearsheartbeatérom the*home” bea-
con,thedevice cansafelydeducehatit is still within the
homenetwork andthe “home” policy is applied.Sup-
posethedeviceis in anotheknown network of someaf-

liated organizationthedevicewill recognizeheheart-
beatsof thetrustedforeignbeaconThe foreignbeacon
can specify a differentpolicy sener for that network,
andthe device thencompliesto the policy speci ed by
thenew policy sener. In theabsencef heartbeatfrom
trustedbeaconsthe network is presumedo be a hostile
ervironment.In the eventthat thereis no network ac-
cessthe device assumeshatit is in a dead-zoneThis
stateis largely basedon the statusof the 802.11based
network accessln our currentimplementationnetwork
stateis determinedbasedonly on broadcasmessages
sentout by thebeacon®nthe 802.11bnetwork.

3.4. Architecture

Asshovnin gure 1,thereareessentiallythreecom-
ponentson the client side(mobiledevice) viz. the “Pol-
icy Manager”,“Context Manager’andthe “Policy En-
forcer”. The“Beacon”is locatedon a local network de-
vice possiblyco-locatedwith the wirelessbasestation.
The sener hoststhe “Policy Sener” and the “Policy
Engine”. The beacomeriodicallybroadcastfieartbeats
that the sentientContext Manageron the device con-
tinuouslymonitors.Therole of the Policy enforceris to
enforcethe currently selectedpolicy, whereashe Con-
text Manageris responsibldor monitoringthe context
of the device and selectingthe appropriatecurrentpol-
icy. The device bootsup with an initial default policy.
The context managetistensfor updatedrom the policy
sener. Thedevice canbetransitbetweerthe homenet-
work and otherknown or unknowvn networks. Beacons
aredeployed acrossthe wirelessnetworks, which peri-
odically broadcastbeartbeatsThecontext managetis-
tensfor theseheartbeat&nd basedon the information
containedn theheartbeatcandeterminef it is within a
trustednetwork. This stateis continuouslymonitored In
theeventthatheartbeatarenotheardor aprolongedn-
terval of time, the context managelassumeshatit is no
longerwithin the trustednetwork and immediatelyre-
vertsto thepolicy prescribedor untrustechetworks.

Pietro and Mancini [7] point out that it is impor
tantto restrictthe web presencenf a serviceto reduce
the compleity andtrafc for a given network infras-
tructure.In our designtheissuedpoliciesarevalid only

Server
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Access Point
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Rei Policy
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IrDA
Bluetooth

802.11x

i

Serial

UsB

Figure 1. Policy Enforcement Infrastruc-
ture

within the scopeof the broadcastthatis the hop-count
of the broadcastletermineshow far the heartbeatsvill
be heard.As soonasthe useris outsidethis scope the
policy is no longervalid and the device revertsto the
highly restrictve default policy. Thus this mechanism
hastwo effects, viz. it restrictsthe scopeof operation
to a particulararea,use of grantedprivilegesis disal-
lowed outsidethis scopeand,secondlya context is pro-
videdto thedevice sothatonly therelevantserviceinter-
facesmaybe exposedn communicatingvith the hand-
held device. A device possessingomecapabilitiesal-
lowed by the enforcedpolicy will allow the device to
accesdocal serviceswhereasremoteservicescan al-
waysbe exposedvia proxiesif necessary

Heartbeatsare signedby the owner entitiesand can
be veri ed by otherentitiesinvolved. Using a PKI in-
frastructurewith X.509certi catesis feasiblein thissce-
nario. TrustissuesareresohedusingCA certi catesin-
stalledin themobiledevice.

Eachof themodulesshavn in gure 1 aredescribed
in the following sections.Section4 describeghe pol-
icy languag€e‘'Rei”, section5 describeghe policy en-
gine andsection6 describeghe Beacon.Sections?, 8
and9 describeghecontext managerpolicy manageand



thepolicy enforcemespectiely.

4. Policy Language

We usethe“Rei”(pronouncedray”) policy language
[15] for expressingsecuritypolicies.Reiis a highly ex-
pressie and extensibledeclaratve policy speci cation
languagewell suitedfor describingsecuritypoliciesin
penasie ervironments Reiincludesconstructsor ex-
pressingrights, prohibitions,obligationsand dispensa-
tions. It alsoincludesconstructsfor settingpositive or
negative modalitypreferenceandallowsfor statingpri-
ority betweenpolicies.It modelsspeechactslike dele-
gation,revocation requestaindcancellationThis allows
policiesto beexpressedn alessexhaustvewayandalso
allows for distributedpolicy managemen{l15] and[14]
shav how policies canbe usedfor guiding the behar-
ior of entitieswithin a domain.The advantageof using
policieslies in beingableto modify the securityfunc-
tionality without having to changetheimplementations
of theentitiesthemseles.

Rei de nes a policy asa setof rulesdescribingde-
ontic conceptdike permission,prohibition, obligation
and dispensatiorover possibleactionsin the erviron-
ment with respectto the requesterthe action and the
contet. For example,a privagy policy aboutnot dis-
closinganSSNnumberwould beaprohibitionovertak-
ing ary actionthatresultsin the SSNnumberbeingdis-
closed Reiallowstheinclusionof Prolog-like variables
that extend the expressiity of OWL. Thesevariables
allow relationslike uncle of, sameage as and differ-
ent group from, that are not directly possiblein OWL.
Rei alsomodelsspeechactsfor remotepolicy manage-
mentlik e delegationand revocationthat affect permis-
sionsandprohibitions,andrequestindcancelthataffect
obligationsanddispensationsiAnothersetof speci ca-
tionsincludedin Rei arethosefor metapolicies.These
areusedto resole ary con ict thatmay arise.For ex-
ample,if auseris bothpermittedto andprohibitedfrom
performinga certainaction, thenthe metapoliciesare
usedto decidewhetherthe permissionor the prohibi-
tion holds.

Reiis capableof describingleonticconceptoveren-
tities andactionsbasedon their propertiesPoliciescan
bewrittenin “Rei” thatarebasedon propertiesof enti-
tiesandotherdomainconditions Actionscanbe gener
ically describedspecifyinga subject“X” a target“Y”
and imposingconstraintson both “X” and“Y” to sat-
isfy certainpropertiese.g.in plain English,the policy
would describe'Action A with targetY canbegranted
to subjectX, provided X satis escertainpropertiesand
Y satis es certain properties”.Considerthe following
scenario:The “A” lab policy statesthat devicesowned

by “A” lab in possessiomf peopleafliated with “A”
lab, areallowed to usethe capabilitiesof thesedevices
insidethe“A” lab, but notif they leave thelab.

The Rei ontology canbe augmentedvith a suitable
domain speci ¢ ontology which provides a sufcient
vocahulary to describethe security policy. In our cur-
rentimplementatiorReipoliciesarewrittenin RDF. For
more expressve policies DAML+OIL, OWL-Lite can
alsobeused.

Thusa policy written in Reiis ableto specifyin ab-
stractterms the safe or acceptableuse policy for the
setof trusteddevices. The policy enforceralong with
the context managetensurethat the appropriatepolicy
is enforcedandupdatedperiodically Dueto constraints
of spacewe refrain from providing a detaileddescrip-
tion of the actualpolicieswe have usedin the imple-
mentation however the policiescanbe found online at
http://wwwcseeumbc.edu/"anandgi.

5. ReiPolicy Engine and Policy Server

Figure 2. Rei Policy Engine

Thesecuritypolicy is describedo the Rei Engineus-
ing the Rei Ontology As shavn in gure 2, a domain
speci ¢ ontologymay alsobe usedto describedomain



speci c information.TheReipolicy enginereasonsver
the policiesdescribedo it in the Rei policy language.
The Rei Engine hasa Java front-end and usesProlog
for its reasoningengine. Therole of the Rei engineis to
grantaccessr dery accesgo requestsnadeby princi-
palsin the domain.The policy sener is responsibldor
handlingaccessequestsrom thevariousdevicesin the
systempresentinghemto the Rei Engineandthendis-
tributing thesepolicy certi catesto the requestingenti-
ties.

The Policy Sener rst presentghe Rei Enginewith
the currentstateinformation of the device in question,
which normally includesin the least,the device identi-

er, the personin possessiomf the device andthe lo-
cation of the device. The Policy Sener then consults
the Rei Policy Engineto createa new policy certi -
catewith thegrantedrequestsThepolicy senerthenis-
suesthis newly createdpolicy certi cate to the request-
ing device. For this particularscenariothe Rei Engine
is loadedwith the local network acceptableisepolicy.
Later queriesto the Rei Engine provide additionalin-
formationaboutthe location of the device, userof the
device etc.,whenthe new policy certi cate is to be is-
sued.The policy sener issuesthe requestfor resource
accesdo the policy engine.The policy enginereasons
over the currentstatusof the systemand basedon the
policy for therole of the subject,issuesa policy certi -
cate.

Thepolicy certi cate containgthe setof permissions
or capabilitiesthat are beingissuedto the device. Ad-
ditionally the policy certi cate containsa validity pe-
riod andtheissuersidenti cation information.Thepol-
icy certi cate alsocontainsadigital signaturevhichcan
be veri ed at the requestingocation by the local pol-
icy enforcer Detailsof the contentf the policy certi -
catecanbefoundin [11].

6. Beacon

The beaconperiodically broadcastsheartbeatsin-
tendedfor the mobile devices. The context manageto-
catedonthedevice listensfor theseheartbeatBeacons
areintendedto sene aslocationidenti ers, sothatthe
mobile devices are informed of their currentlocation
from the heartbeatshey hear The heartbeatof these
beaconsaredigitally signed.We useX.509 certi cates
with the PKI infrastructure.The mobile deviceshave a
setof installed public keys, so the mobile devices can
verify the signaturescontainedin the heartbeatsThe
heartbeat®lso provide a setof URIs that indicatethe
nearespolicy sener for thatnetwork.

7. Context Manager

The Context Managemonitorsheartbeatfrom bea-
cons.A beacornis trustedif the signaturds valid andis
from atrustedsource Trustis basedon installedpublic
keys.Uponrecevingthe rst heartbeaandverifying the
signaturen the heartbeatthe Context Managemoti es
the Policy Managerof the new Policy Sener, provided
in theheartbeafTheheartbeatprovide contect informa-
tion andURIs of Policy Seners.The Context Manager
noti es the Policy Managerif heartbeatsre not heard
for aprolongednterval of time. Both the Context Man-
agerandthe Policy Managerarein userspacewhereas
thePolicy Enforceris in thekernel.

8. Policy Manager

ThePolicy Manageiis responsibldor retrieving poli-
ciesfromthePolicy Sener. It is providedwith the Policy
Sener URI by the Context Manager The Policy Man-
ageris responsibldor verifying thepolicy certi cate us-
ing theinstalledpublickey certi cates.ThePolicy Man-
ageralsologs eventsand errorsgeneratedy both the
Policy Enforcerand the Context Manager The Policy
ManagerusesSSH sessiongo presentcredentialsand
retrieve policy certi catesfrom the Policy Sener.

9. Policy Enforcer

The Policy Enforceris the accesanediatorlocated
onthedevice. It consistof a setof kernel-residenpol-
icy enforcemenimechanismghat perform acceser
missionchecksbasedn the policy presentedo the de-
vice by the Policy Sener. The Policy Enforceris imple-
mentedasasetof kernelpatchesppliedto variousparts
of the kernelincluding the serial port driver, the IrDA
protocolstack,TCP/IPstack,socletmanagerPCMCIA
cardmanager le systemetc.A detaileddescriptionof
theimplementatiordetails[11] is available.

The Policy Enforceris responsibldor enforcingthe
“current” policy thathasbeenveri ed to have beenis-
suedby a trustedsource.If no such policy hasbeen
receved, the Policy Enforcerenforcesa default policy
whichis highly restrictve andallows minimal commu-
nication,sufcient for fetchinganew policy from policy
sener.

TheContext Managemnthedevicelistensfor “heart-
beats”from trustedbeaconsThe beaconsignsits own
heartbeat@andalsospeci esthe hop countof the data-
gramsthat it broadcastsThis restrictsusageof the is-
suedpolicy within rangeof the heartbeat®f the policy
sener.



10. Example Scenarios

Figure 3. Home network and foreign net-
work

10.1. Home Network

Considetthefollowing scenarialepictedn 3. Bobis
a Ph.D.studentaf liated with thelab“A”. He hasbeen
issueda mobile device that belongsto lab “A”. All the
lab devices are equippedwith the policy enforcement
mechanismslescribeckarlier Thelab“A” policy allows
all Ph.D studentswho are af liated with the lab to be
ableto uselab “A™ sresourcesndusethefull capabili-
tiesof thedevicethey have beenleasedwhile in the“A”
lab.

Bob hasauthenticatedhimselfto the device and,ini-
tially the policy enforcerhasenforcedthe default pol-
icy on the device, which allows minimal communica-
tion. As Bob walks into the “A” lab, the device hears
the heartbeatgrom a beacon.The device veri es that
the signatureis from one of the beaconst trusts.The
context managethenreadshe contentf theheartbeat
messageand signalsthe policy manageto retrieve the
policy sener's addressand issuea requestfor a pol-
icy certi cate to the policy sener. The default policy
ensureghat suchminimal communicationis allowed,
thoughothercapabilitiesof the devicesremaindisabled.
The policy seneris providedwith the device identi er,
the userandthe location of the device(basedn which
beacons heartbeatsvereheard).The policy sener now
transformsthis informationinto domainspeci ¢ infor-
mation in the Rei language.Then the Rei Engineis
gueriedfor accessequestbasedn the device capabil-
ities. A device speci c policy certi cate is thencreated,

signedby the policy sener andissuedto the request-
ing device. The policy managepnthedeviceissueghis
policy to the policy enforcer The new policy is thenen-
forcedfor the time durationspeci ed in the policy cer
ti cate. In this case,sinceBob is a Ph.D. studentand
thedevice wasleasedo him, hewill beablemake unre-
stricteduseof thedevice capabilitieswithin thelab.
WhenBob leavesthelab, andis out of rangeof the
beacon,the device can no longer hearthe heartbeats.
The context manageion the device resetsa timer each
time it hearsa heartbeatWhenno heartbeatareheard
for aprolongednterval(twicetheheartbeainterval), the
timer goesoff andthecontext manageresetshedevice
to usethe default policy. The policy certi cate is valid
only for thetime interval speci edwithin the certi cate
andheartbeatfrom atrustedbeacorcanbeheard.

10.2. Other trusted Networks

Now supposehatBob, leavesthe“A” lab but is still
within the university campusandwalksinto anothedab
“B” which hasa trustedbeacon.This lab however has
apolicy thatforeigndevicesshouldonly be ableto use
web servicesvia 802.11but not uselrDA or Bluetooth.
This policy may con ict with lab “A™ s policy that all
Ph.D. studentsbe allowed unrestricteduse of the de-
vice's capabilities However the meta-rulesspeci ed in
the Rei languagecanbe usedto resole thesecon icts.
e.g.themeta-rulemayresohethecon ict by specifying
that the lab policy wherethe device is presentshould
have priority over all other policies. Additionally the
Universitypolicy mayhave priority overall thelab poli-
cies.

11. Prototype Implementation details

The deviceswe usedin our prototypeimplementa-
tion were3800seriesPaqgs,runningLinux kernels.The
context managetocatedon the iPaq veri es the signa-
turein the heartbeatsisinga pre-installedsetof X.509
public key certi cates(of deployed beaconsand policy
seners). If either the signatureis incorrector cannot
be veri ed, the context managetignoresthe heartbeat.
The heartbeamessagesontainpolicy sener informa-
tion (URI of the policy sener) from which the policy
certi cate shouldbe requestedOncethe policy sener
informationis availablefor aparticulametwork, thepol-
icy managercontactghatpolicy sener, authenticateg-
selfusing (PKI) andrequests policy certi cate. In the
policy certi cate requestthe useridanddevice capabil-
ities arelisted, in additionto context informationfrom
theheartbeatThepolicy senerthenissuesa policy cer
ti cate, which is basicallya list of capabilitiesof the



device.e.g.IrDA is disalloved. The policy manageis-
suesthis to the policy enforcer which actuallyenforces
it (like a setof rewall rules).Onceenforced,all fur-
ther attemptsto use IrDA resultin the attemptbeing
blockedandaninformative pop-upon thedisplayof the
device, notifying the userthat his/herIrDA accessat-
tempthasbeenblocked, sincethe currentsecuritypol-
icy doesnotallow it. Beforeenforcemenhowever, asig-
natureveri cation on the policy certi cate itself is per
formedto verify authenticityIf thesignatures notveri-
ed, thedefault“shutdovn” stateresults Thepolicy cer
ti cates comewith a validity periodandalsospecifya
timeoutinterval for the heartbeatsAllowing for some
heartbeatto bemissedatimeout(equalto twice theac-
tual heartbeainterval) resultsin the policy managere-
vertingto adefault highly restrictive policy. Oncea pol-
icy certi cate expiresor is invalidatedby a timeout,the
deviceremaingn thedefault“shutdovn” statetill anew
policy certi cate is available. The policy seneris Jaa
basedandusesthe Java interfaceto the Rei Policy En-
gine. The securitypolicy for a network is describedus-
ing theReiontologyandanaugmentingntology which
describesadditionaldomainspeci ¢ entitieslike loca-
tions, device types,device capabilities peopleetc. The
Rei Engine usestheseontologiesand the policies de-
scribedto it in RDF and makes decisionson whether
to allow or disallow particularaccesgsequestsSamples
of augmentingontologiesand security policies can be
found online at http://wwwcseeumbc.edu/"anarirei
andhttp://wwwcseeumbc.edu/ lkgall/rei.

12. Conclusionsand Future Work

In this paperwe have presenteda proof of concept
implementationof a policy enforcemeninfrastructure
for mobile devices. We have useda semanticpolicy
language‘Rei” to expresssecurity policies. “Rei” al-
lows policiesto beexpressedn higherlevelsof abstrac-
tion withoutrequiringknowledgeof all possibleentities.
Policiescanbeexpressedn termsof domainspeci c in-
formation.The policy engineis usedto make decisions
of allowing or disalloving accesgequestdrom actors
in thedomain.

In our prototype implementationwe demonstrated
how a policy canbe expressedn the “Rei” policy lan-
guageusing the Rei Ontology and an augmentingdo-
main speci ¢ ontologyto describerights, prohibitions,
obligationsdispensationanactorhasonthedomainac-
tions. We shaved how a mobile device equippedwith a
policy enforcercanbe usedto dynamicallychangeits
behaior andcapabilitiesn apenasive ervironmentus-
ing this securityinfrastructureWe demonstratetheuse
of the expressiity of a high level semanticlanguage

“Rei” for describingsystemwide policies,the dynamic
creationof device level policies,policy distributionand,
enforcemenbf thesepolicieson mobiledevices.

As notedearlier thedeviceswith thepolicy enforcers
are themselestrusteddevices and cooperatewith the
securityinfrastructureThe policy enforcersere asau-
tomaticguardsthatenforcethe correctpolicy basedon
currentstateof the device. Thisinfrastructureaddresses
security concernsresulting from vulnerabilitiesin the
software or hardware implementationsof the device.
The securityinfrastructuredoesnot protectagainstin-
tentionalmisuseor attacks.

An alternatve to issuing policies from a Pol-
icy Sener is to usesmartcardghat containthe policy
certi cate [11]. The smartcardaddsto the hardwarere-
quirementsof a device. However it is the leastobtru-
sive, sincethe policy can be enforcedso long as the
the card monitor noti es the existenceof the card. In
caseof the Policy Sener, the sentientprogram lis-
tens for heartbeatfrom the beacon.Ilt may happen
thatduring periodsof severenetwork congestiorheart-
beatsarelostandthedevicessuddenlyrevertto theirde-
fault policy which will be very disruptive for the users.
However in the caseof the Policy Sener, the pol-
icy certi catesarecreateddynamicallyandareadapted
to the context of the device. Also, listening to heart-
beatsis usually free since most mobile devices come
equippedfor wirelessconnectvity, no additionalhard-
wareis requiredln caseof smartcardshepolicy is stat-
ically issuedand storedon the smartcard,t doesnot
changeor adaptto changesin a penasive erviron-
ment.

For future work we are exploring the possibility of
using the device information and the beaconinforma-
tion echoedy thedevice to be ableto tracea device. A
beaconingnoduleon thedeviceitself canhelptracethe
deviceif it islost.
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