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Abstract

This paper presentsan architecture and a proof of
conceptimplementationof a securityinfrastructure for
mobiledevicesin an infrastructure basedpervasiveen-
vironment.Thesecurityinfrastructureprimarily consists
of two parts, the policy engineand the policy enforce-
mentmechanism.Each mobile device within a perva-
sive environmentis equippedwith its own policy en-
forcementmechanismand is responsiblefor protecting
its resources.A mobiledeviceconsultsthenearestpol-
icy server, noti�es its currentstateincluding its present
user, networkpresence, otheraccessibledevicesandlo-
cation information if available. Using this information
the policy serverqueriesthe “Rei” engineto dynam-
ically createa policy certi�cate and issuesit to the re-
questingdevice. Thesystemwidepolicyis describedin a
semanticlanguage “Rei”, a lightweightand extensible
language which is able to expresscomprehensivepoli-
ciesusingdomainspeci�c information.The“Rei”policy
engineis ableto dynamicallydecidewhatrights,prohi-
bitions, obligations,dispensationsan actor hason the
domainactions.A policy certi�cate is createdand is-
suedto thedevice. Thepolicy certi�cate containsa set
of grantedpermissionsanda validity periodandscope
within which thepermissionsare valid. Thepolicy cer-
ti�cate can be revoked by the policy enforcer basedon
expiration of the validity period or a combinationof
timeout,lossof contactwith anassignednetwork.

X.509basedPublicKey Infrastructureis usedto pro-
videidenti�cation andauthentication.

� This researchwassupportedin partby NSFawards9875433and
0242403,andagrantfrom NIST.

1. Intr oduction

1.1. DeviceCharacteristics

Mobile devicesincludingcell-phones,PDAs, laptops
have gainedwidespreadacceptance.Thesedevicesare
compact,lightweightandtypically havelimited storage,
computationandcommunicationcapabilities.They are
capableof someform of wirelesscommunicationviz.
Bluetooth,802.11,CDPDor infrared.Also suchdevices
areusuallyassociatedwith a singleuserandcarryper-
sonaldataaswell ascorporatedata.

Although undisruptedand continuousconnectivity
for wirelessdevices is hard or perhapsimpossibleto
guarantee,connectivity of thesedeviceshascontinued
to improve andmostdevicesnowadaysarealmostcon-
tinuously connectedto the internet via someform of
wirelessaccess.This improved connectivity enhances
userexperiencebut at the sametime posesnew secu-
rity concerns.Devices can have several interfacesviz.
IrDA, Bluetooth,USB,Serialport,802.11etc.Eachun-
guardedinterfaceexposesapotentialsourceof attack.

The ported or simpli�ed versionsof software de-
ployedon thesedevicesareoftenmorevulnerablethan
on thesystemsfor which they wereoriginally intended.
Power-awareapplicationsreduceor leaveoutin-built se-
curity mechanisms.Securityissuesinvolving wire-line
devices (desktopsand servers) that have conventional
securephysical locationsand are subjectto somedo-
main speci�c administrative policy have several well
understoodandworked out solutions.Unlike wire-line
devices however, the untetheredand compactmobile
devices are more susceptibleto be lost, misplacedor
stolen.Moreover, theirpresenceis notrestrictedto apar-
ticular network. Mobile usersareexpectedto traversea
largenumberof wirelessnetworks. In theabsenceof a
securityinfrastructurewirelesscommunicationscanbe
overheardandthedevicesthemselvesaresusceptibleto
attacks.



1.2. Deviceenvironment and usagepatterns

With the proliferation of handheld devices and
growth of wireless hotspots which provide multi-
tudes of services for such devices, in places like
cafes,gasstations,malls, airports;privacy of dataex-
changedin such interactions,needsto be addressed.
Somecapabilitiesof the devices may have to be dis-
abledor restrictedin order to protectthe device from
othersaroundit. In suchpervasive environments,du-
rations of communicationare variable,and the char-
acteristicsof data exchangeamongstentities is very
different from wired devices [4], [6]. Also in perva-
sive environmentsthe devices and/orthe subjectsthat
will interactarelargelydynamicandcannotbeenumer-
ateda priori. e.g. two individualswishing to exchange
electronicbusinesscardsvia their PDAs in a cafete-
ria, might neverhavemetbefore.

Governmentagenciesandcompaniesoften leaseout
suchdevicesto their employees.Thesedevicesarecar-
ried aroundby their owners/lesseesoutsidephysically
securedpremises.Portabledevices can be lost, stolen
or go missing.Thesedevicescango missingor unac-
countedandmay have carriedsensitive dataandcapa-
bilities at thetime they werelost or stolen.FBI data[1]
shows that lessthan3 percentof stolenor lost laptops
areever recovered.This posesa serioussecuritythreat
especiallyif thedevice is carryingsensitive dataor has
otherspecialcapabilitieswhich if not revokedcanprove
to beextremelydamagingto theorganization.

We proposea securityinfrastructurethat usesa se-
manticlanguageto expresssecuritypoliciesandusepol-
icy enforcementmechanismson the mobile devices in
aneffort to mitigatethethreatsposedto thedevice.We
describea proof of conceptimplementationwherewe
usethesemanticpolicy language“Rei” [15] anda pol-
icy enginewhich we useto dynamicallycreatepolicy
certi�catesfor mobiledevicesbasedon their context in-
formation.

For example, we want the device capabilitieslike
802.11,BluetoothandIrDA to be unrestrictedwhile it
is in a trustednetwork. However if thedevice is in a un-
trusted/foreignnetwork theenforcementmechanismson
thedevice disablePIM, BluetoothandIrDA communi-
cations,and limit web accessvia 802.11interfacesto
certainsites/networks.

Notethatthesecuritykernelon themobiledevice it-
self is trustedto actuallyenforcetheissuedpolicies.The
policy serveronthelocalwirelessnetwork will �rst ver-
ify the authenticityof the device beforegrantingnet-
work resourcesto the device. Thus,any untrustedde-
vicewill bedeniednetwork resources.

The paper is organizedas follows. Section 3 de-

scribesthedesignobjectives,designconsiderationsand
device capabilities.Eachcomponentof the policy en-
forcementinfrastructureis describedin sections4 to 9.
Finally two examplescenariosarepresentedin section
10.

2. RelatedWork

2.1. DeviceSecurity

Susilo [16] identi�es risks and threatspertainingto
useof handhelddevicesconnectedto the internet.The
�rst kind of threatis the useof the mobile device asa
carrierof maliciouscode.Sincethemobiledevice is not
subjectto physicalsecurityasarethe�x edcomputersin
thewirednetworks,it is susceptibleto attacksandhence
canpotentiallyhostmaliciouscodewhile it is in some
untrustednetwork andtry to propagateit, oncebackin
thehomenetwork. Anotherscenarioinvolvesa tempo-
rary usergrantedaccessto the network injecting mali-
ciouscodeinto thenetwork.Susilo[16] suggestsacom-
binationof a personal�re wall on themobiledeviceand
another�re wall at theaccesspoint to protectagainstthis
scenario.

Another threat identi�ed is one arising from appli-
cations that are capableof running on multiple plat-
forms viz. .Net applications.Multi-platform malicious
codecanbe dif�cult to detectandpotentiallyaffect all
devicessupportingtheframework.

Susilo[16] underlinestheimportanceof having some
kind of protectionmechanismonthehandhelddeviceit-
self.

2.2. Lightweight secure communication

JenkinandDymond[13] proposetheuseof onetime
padsfor ensuringdataprivacy. To reducethe compu-
tational burden of encryptionand decryption in PKI
or similar infrastructures,useof one time padsis sug-
gested.Theonetime padis storedon theon-boardstor-
ageof thedeviceorsome(secure)removablemedia.The
encryptionprocessinvolvesXORing thebits of thedata
streamwith thoseof theonetimepad.Theoriginaldata
canbe recoveredby XORing the datastreamwith the
samebits usedin the encryptionprocess.This relieves
the computationalburdenfor the handhelddevice, but
requireslarge storagerequirements.Also distribution,
securestorageand storagecapacitymake it infeasible
for mostordinarysituations.Also this kind of commu-
nication is limited to partieswhich sharethe onetime
pads,makingpaddistribution andsecurestoragea mat-
terof concern.



This kind of privacy mechanismwill be appropriate
for only a fractionalpartof thetotaldatatraf�c, perhaps
the most sensitive partsof it. In our approachwe use
thePKI infrastructure.SSHsessionsareusedin issuing
policies.Digital signaturesareusedto verify thepolicy
issuer's identityandnon-repudiation.TheiPaq3800se-
riesthatwe areusingis capableof handlingthesecom-
putations.Most of the datatraf�c is not encrypted.In
factevenpoliciesthemselvesneednot beencrypted,in-
steaddigital signatureson policy digestsare provided
for veri�cation. Thesechecksare enforcedonly when
new policiesarereceivedandpolicy updatesarenot fre-
quent.

2.3. Policy Language

We usetheRei policy languagefor expressingsecu-
rity policies.Rei is a policy speci�cation languagede-
�ned in OWL-Lite.

Extensible Access Control Markup Language
(XACML) [8] is a languagein XML for express-
ing accesspolicies. XACML allows control over ac-
tions andsupportsresolutionof con�icts. However, as
it is basedin XML, it doesnot bene�t from the inter-
operabilityandextensibility providedby semanticweb
languages.It also doesnot model speechactsor han-
dle con�ict resolutionacrosspolicies.KAoS is a pol-
icy languagebasedin OWL and is similar to Rei as
it can be usedto develop positive and negative autho-
rization and obligation policies over actions. KAoS
policies are descriptionsof actions that are permit-
ted(or not)or obligated(or not) limiting its expressivity
aspoliciesare restrictedto OWL. However, KAoS al-
lows the classi�cation of policy statementsenabling
con�icts to be discovered from the rules themselves.
The Rei engine includes run-time con�ict resolu-
tion but cannotpredeterminecon�icts. Anotheradvan-
tageof KAoS is that, if policy descriptionsstaywithin
OWL-Lite or OWL-DL, then the computationis de-
cidableandhaswell understoodcomplexity results.In
termsof speechacts,however, KAoS only modelsdel-
egations,whereas,Rei includesan integratedapproach
to speechacts for policy management,which is use-
ful in autonomic,distributedsystems.Rei alsoprovides
speci�cationsandtools for policy analysisandconsis-
tency checkingthatKAoS doesnot.

SWRL is a rule languagefor describingHorn like
rules in OWL [9]. Currently SWRL is still work in
progressand thereare very few tools for it like Hoo-
let [5] thatarejust beingdeveloped.We areconsidering
re-doingRei in SWRL in a few monthswhen SWRL
andsomesupportingtools are more mature.This will
probablybeanimprovementandwill strengthenReibe-

causewewill notbeintroducingourown wayof encod-
ing rules.

2.4. Policy Enforcementon handhelddevices

Jansenet al. [11], [10] describean implementation
of assigningandenforcingpoliciesonhandhelddevices
using Java smartcards.The organizationpolicy is dis-
tributedvia tamper-proofsmartcards.All thedevicesare
smartcardenabled.The policy to be enforcedis read
from thesmartcard,which requiresauthenticationby a
usernameandpin. After authenticationa cardmonitor
continuouslymonitorstheexistenceof thesmartcard.If
thesmartcardis removedthedevicerevertsto thedefault
policy of thedevice.[10], [12] describetheuseof apol-
icy speci�cationlanguage,a policy distribution mecha-
nismandcerti�cate representation.

3. DesignApproach

3.1. Designobjectives

3.1.1. Accesspri vilegessubject to constraints In an
organizationalsetting,known usersof the systemare
givencertainrightsandprivileges.Someof theseusers
mayhave theright to delegatesomerights to otherson
a temporarybasis.Thesetemporaryaccessprivileges
grantedto otherusersareusuallyshort-lived,yetall pos-
sible delegateesthemselves cannotbe enumeratedbe-
forehand.The systemadministratormay however wish
to restricttheactionsthatthedelegateesmaytake,using
theresourcesthatthey have beengrantedtemporaryac-
cessto.Furthermore,thesystemadministratormaywant
to ensurethatsuchdelegationscanbemadeonly within
the organization's wirelessnetwork coverage.The pol-
icy speci�cationshouldbe able to expressactionsand
the constraintswhich shouldbe satis�ed for granting
thoseactions.

3.1.2. Network speci�c policies In certainsituations
it might alsobe requiredof a trusteddevice to enforce
a policy dictatedby the local network it is currentlyat-
tachedto. In this casethenetwork policy is usedto de-
cide what the device is allowed to do. Thusdistributed
policy managementis required.This is possiblewith the
useof thesemanticlanguage“Rei”.

3.1.3. Accountability Additionally, the system ad-
ministrator may need to enforcestrict policies about
how userscanutilize resourcesin the system.Organi-
zationsleaseout suchdevices to their employeesand
the employeesare accountablefor the proper use of
the device. Lost or misplaceddevices have to be ac-
countedfor and possiblytraced.Other than the �nan-
cial loss, sensitive data may be compromisedalong



with the loss of the device. Thus the systemadmin-
istrator needsto be able to specify the policy which
will ensurethe safeuseof the device and limit dam-
agein caseit is lost or stolen.

3.1.4. Automatic guards Though most wirelessde-
vicescomeequippedwith somekind of wirelessinter-
faceandwirelessaccessis commonplace,it is still infea-
sibleor perhapsimpossibleto beableto consultatrusted
policy issuingauthority “anytime andanywhere”. The
intentionof having apolicy enforceris notmerelyto re-
strict thecapabilitiesof thedevice,but ratherto serveas
a guardagainstmisuse,unintentionalor erroneousvio-
lation of theorganizationpolicy. This is a securityfea-
ture addedto the device. e.g. the userneednot recon-
�gure the wirelessinterfacesof the device every time
he/shewalksout of thesecurenetwork. Suchrecon�g-
urationsshouldhappenautomaticallybasedon thestate
of thedevice.

3.1.5. Capability Restriction Systemadministrators
may want to be able to disablesomefunctionality of
the device if it is not operatingwithin speci�ed wire-
lessnetwork premises.Theorganizationsecuritypolicy
mayrestrictcarryingsensitivedataoutsidethepremises,
in which casethepolicy enforcerlocatedon themobile
device canpurge sensitive dataor encryptit if the de-
vice detectsthat it is no longerwithin the organization
premises.The userneednot have to be botheredwith
thesedetails.The securitypolicy is enforcedbasedon
defaultsprovidedto it. The useris alsopreventedfrom
inadvertentlybreachingthepolicy.

3.1.6. Adaptive Behavior Mobile devices can have
numerous“wireless encounters”with other unknown
and/oranonymousdevices. While expressingsecurity
policiesfor suchmobiledevicesall suchencounterscan-
not possiblybeenumeratedbeforehandandneithercan
the device storea large numberof suchentriesnor de-
pend on someaugmentingdevice to provide such an
enumeration.Conventionalsecuritypracticesfor wire-
line networks arenot directly applicablehere[6]. The
behavior of a mobile device shouldideally adaptto its
environment.e.g.theorganizationpolicy mayallow the
device to performcertainactionswithin a trustedenvi-
ronment,but not in an unknown environment.The de-
vice could rely on a trustedauthorityto provide it with
accessconstraints.However consultinga trustedserver
for everyaccessis alsonotalwayspossible,sinceundis-
ruptedconnectivity to sucha server is hard to guaran-
tee.

3.2. Designconsiderations

It is widely acceptedthat the most reliablesecurity
mechanismsneedhardwaresupportand,most devices
nowadayscome equippedwith some basic hardware
protection.Tamper-resistantsmartcardsarewidely used
for securestorageof passwords, credit card numbers,
privatekeysandothersensitivedata.Moresophisticated
deviceslike theHPiPaq5450[3] comeequippedwith a
biometric�ngerprint reader. IBM andMicrosoftarein a
strategic alliancewith IBM providingan“Embeddedse-
curity subsystem”[2] supportedby Microsoft's operat-
ing system.Theinbuilt securitychip provideshardware
basedprotection.It is capableof storingelectroniccre-
dentialsmentionedearlier. Most device manufacturers
supportor plan to supportsecurestoragefor suchcre-
dentials.

PKI or PKI basedinfrastructuresarethuseasilyde-
ployableon thesedevices.The devicesthat we usedin
ourtestbedcomprisedof severaliPaq3800seriesPocket
PCswhich have suf�cient computationpower and128-
bit key encryptionanddecryptionis nota burden.

3.3. DeviceCapabilities

Thedevice thatweprimarily usedis aniPaq3870.A
wirelesscardsleevewasusedto providewirelessaccess
to the device. Inbuilt capabilitiesof the device include
IrDA andBluetooth.With this con�guration,thedevice
is capableof accessingthe internetvia a 802.11bwire-
lessnetwork. Otherthanwebaccess,theIrDA port and
Bluetoothcapabilitycanbeusedto transferPersonalIn-
formationManagement(PIM)data.Thecradleof thede-
vice alsoallows communicationvia theserialandUSB
ports.The Familiar Linux kernel(ver. ��� �������
	���
���� )
weareusing,currentlydoesnotsupportcommunication
via theUSBport.

Wewantto show how thesedevicecapabilitiescanbe
selectively restrictedto enforceaspeci�edpolicy. Based
on the network statusand the device statusthe device
posturecould be oneof the following. The device and
network stateis modeledin theRei languagepolicy.

DevicePosture
� Basic(Level 0)
� Normal(Level 1)
� Alert (Level 3)
� Shutdown (Level 4)

DeviceEnvir onment
� HomeNetwork
� BenignNetwork
� HostileNetwork



� Dead-zone

Basedonthepostureof thedeviceandthesenseden-
vironmentof the device, the appropriatepolicy should
be applied.The device can sensethe environmentby
listeningfor heartbeatsfrom trustedwebentitiescalled
beacons.Whenit hearsheartbeatsfrom the“home” bea-
con,thedevicecansafelydeducethatit is still within the
homenetwork and the “home” policy is applied.Sup-
posethedeviceis in anotherknown network of someaf-
�liated organization,thedevicewill recognizetheheart-
beatsof thetrustedforeignbeacon.Theforeignbeacon
can specify a different policy server for that network,
andthedevice thencompliesto thepolicy speci�ed by
thenew policy server. In theabsenceof heartbeatsfrom
trustedbeacons,thenetwork is presumedto bea hostile
environment.In the event that thereis no network ac-
cessthe device assumesthat it is in a dead-zone.This
stateis largely basedon the statusof the 802.11based
network access.In our currentimplementation,network
stateis determinedbasedonly on broadcastmessages
sentoutby thebeaconson the802.11bnetwork.

3.4. Ar chitecture

As shown in �gure 1, thereareessentiallythreecom-
ponentson theclient side(mobiledevice) viz. the “Pol-
icy Manager”,“Context Manager”andthe “Policy En-
forcer”. The“Beacon”is locatedon a local network de-
vice possiblyco-locatedwith the wirelessbasestation.
The server hoststhe “Policy Server” and the “Policy
Engine”.Thebeaconperiodicallybroadcastsheartbeats
that the sentientContext Manageron the device con-
tinuouslymonitors.Therole of thePolicy enforceris to
enforcethecurrentlyselectedpolicy, whereastheCon-
text Manageris responsiblefor monitoringthe context
of the device andselectingtheappropriatecurrentpol-
icy. The device bootsup with an initial default policy.
Thecontext managerlistensfor updatesfrom thepolicy
server. Thedevice canbetransitbetweenthehomenet-
work andotherknown or unknown networks.Beacons
aredeployedacrossthe wirelessnetworks,which peri-
odicallybroadcastsheartbeats.Thecontext managerlis-
tensfor theseheartbeatsandbasedon the information
containedin theheartbeat,candetermineif it is within a
trustednetwork.Thisstateis continuouslymonitored.In
theeventthatheartbeatsarenotheardfor aprolongedin-
terval of time, thecontext managerassumesthatit is no
longerwithin the trustednetwork and immediatelyre-
vertsto thepolicy prescribedfor untrustednetworks.

Pietro and Mancini [7] point out that it is impor-
tant to restrict the web presenceof a serviceto reduce
the complexity and traf�c for a given network infras-
tructure.In our designtheissuedpoliciesarevalid only

Figure 1. Polic y Enforcement Infrastruc-
ture

within thescopeof thebroadcast,that is thehop-count
of thebroadcastdetermineshow far theheartbeatswill
be heard.As soonastheuseris outsidethis scope,the
policy is no longer valid and the device reverts to the
highly restrictive default policy. Thus this mechanism
hastwo effects,viz. it restrictsthe scopeof operation
to a particulararea,useof grantedprivilegesis disal-
lowedoutsidethis scopeand,secondlya context is pro-
videdto thedevicesothatonly therelevantserviceinter-
facesmaybeexposedin communicatingwith thehand-
held device. A device possessingsomecapabilitiesal-
lowed by the enforcedpolicy will allow the device to
accesslocal services,whereasremoteservicescan al-
waysbeexposedvia proxiesif necessary.

Heartbeatsaresignedby the owner entitiesandcan
be veri�ed by otherentitiesinvolved.Using a PKI in-
frastructurewith X.509certi�catesis feasiblein thissce-
nario.TrustissuesareresolvedusingCA certi�catesin-
stalledin themobiledevice.

Eachof themodulesshown in �gure 1 aredescribed
in the following sections.Section4 describesthe pol-
icy language“Rei”, section5 describesthe policy en-
gine andsection6 describesthe Beacon.Sections7, 8
and9 describethecontext manager, policy managerand



thepolicy enforcerrespectively.

4. Policy Language

Weusethe“Rei”(pronounced“ray”) policy language
[15] for expressingsecuritypolicies.Rei is a highly ex-
pressive andextensibledeclarative policy speci�cation
languagewell suitedfor describingsecuritypoliciesin
pervasive environments.Rei includesconstructsfor ex-
pressingrights, prohibitions,obligationsanddispensa-
tions. It also includesconstructsfor settingpositive or
negativemodalitypreferencesandallowsfor statingpri-
ority betweenpolicies.It modelsspeechactslike dele-
gation,revocation,requestandcancellation.Thisallows
policiesto beexpressedin alessexhaustivewayandalso
allows for distributedpolicy management.[15] and[14]
show how policiescanbe usedfor guiding the behav-
ior of entitieswithin a domain.Theadvantageof using
policies lies in beingable to modify the securityfunc-
tionality without having to changethe implementations
of theentitiesthemselves.

Rei de�nes a policy asa setof rulesdescribingde-
ontic conceptslike permission,prohibition, obligation
and dispensationover possibleactionsin the environ-
ment with respectto the requester, the action and the
context. For example,a privacy policy aboutnot dis-
closinganSSNnumberwouldbeaprohibitionovertak-
ing any actionthatresultsin theSSNnumberbeingdis-
closed.Reiallows theinclusionof Prolog-likevariables
that extend the expressivity of OWL. Thesevariables
allow relationslike uncle of, sameage as, and differ-
ent group from, that arenot directly possiblein OWL.
Rei alsomodelsspeechactsfor remotepolicy manage-
ment like delegationandrevocationthat affect permis-
sionsandprohibitions,andrequestandcancelthataffect
obligationsanddispensations.Anothersetof speci�ca-
tions includedin Rei arethosefor metapolicies.These
areusedto resolve any con�ict that may arise.For ex-
ample,if auseris bothpermittedto andprohibitedfrom
performinga certainaction,then the metapoliciesare
usedto decidewhetherthe permissionor the prohibi-
tion holds.

Reiis capableof describingdeonticconceptsoveren-
tities andactionsbasedon their properties.Policiescan
bewritten in “Rei” thatarebasedon propertiesof enti-
tiesandotherdomainconditions.Actionscanbegener-
ically describedspecifyinga subject“X” a target “Y”
and imposingconstraintson both “X” and“Y” to sat-
isfy certainproperties.e.g. in plain English,the policy
would describe“Action A with targetY canbegranted
to subjectX, providedX satis�escertainpropertiesand
Y satis�es certainproperties”.Considerthe following
scenario:The “A” lab policy statesthat devicesowned

by “A” lab in possessionof peopleaf�liated with “A”
lab, areallowed to usethecapabilitiesof thesedevices
insidethe“A” lab,but not if they leave thelab.

The Rei ontologycanbe augmentedwith a suitable
domain speci�c ontology which provides a suf�cient
vocabulary to describethe securitypolicy. In our cur-
rentimplementationReipoliciesarewrittenin RDF. For
more expressive policies DAML+OIL, OWL-Lite can
alsobeused.

Thusa policy written in Rei is ableto specifyin ab-
stract terms the safe or acceptableuse policy for the
set of trusteddevices.The policy enforceralong with
the context managerensurethat the appropriatepolicy
is enforcedandupdatedperiodically. Dueto constraints
of space,we refrain from providing a detaileddescrip-
tion of the actualpolicies we have usedin the imple-
mentation,however the policiescanbe foundonline at
http://www.csee.umbc.edu/˜anand2/rei.

5. Rei Policy Engineand Policy Server

Figure 2. Rei Polic y Engine

Thesecuritypolicy is describedto theReiEngineus-
ing the Rei Ontology. As shown in �gure 2, a domain
speci�c ontologymay alsobe usedto describedomain



speci�c information.TheReipolicy enginereasonsover
the policiesdescribedto it in the Rei policy language.
The Rei Enginehasa Java front-endand usesProlog
for its reasoningengine.Theroleof theReiengineis to
grantaccessor deny accessto requestsmadeby princi-
palsin thedomain.Thepolicy server is responsiblefor
handlingaccessrequestsfrom thevariousdevicesin the
system,presentingthemto theRei Engineandthendis-
tributing thesepolicy certi�catesto therequestingenti-
ties.

ThePolicy Server �rst presentstheRei Enginewith
the currentstateinformationof the device in question,
which normally includesin the least,thedevice identi-
�er , the personin possessionof the device and the lo-
cation of the device. The Policy Server then consults
the Rei Policy Engine to createa new policy certi�-
catewith thegrantedrequests.Thepolicy server thenis-
suesthis newly createdpolicy certi�cate to therequest-
ing device. For this particularscenario,the Rei Engine
is loadedwith the local network acceptableusepolicy.
Later queriesto the Rei Engineprovide additionalin-
formationaboutthe locationof the device, userof the
device etc.,whenthe new policy certi�cate is to be is-
sued.The policy server issuesthe requestfor resource
accessto the policy engine.The policy enginereasons
over the currentstatusof the systemandbasedon the
policy for therole of thesubject,issuesa policy certi�-
cate.

Thepolicy certi�cate containsthesetof permissions
or capabilitiesthat arebeing issuedto the device. Ad-
ditionally the policy certi�cate containsa validity pe-
riod andtheissuer's identi�cation information.Thepol-
icy certi�catealsocontainsadigital signaturewhichcan
be veri�ed at the requestinglocationby the local pol-
icy enforcer. Detailsof thecontentsof thepolicy certi�-
catecanbefoundin [11].

6. Beacon

The beaconperiodically broadcastsheartbeatsin-
tendedfor themobiledevices.Thecontext managerlo-
catedon thedevice listensfor theseheartbeats.Beacons
areintendedto serve aslocationidenti�ers, so that the
mobile devices are informed of their current location
from the heartbeatsthey hear. The heartbeatsof these
beaconsaredigitally signed.We useX.509 certi�cates
with thePKI infrastructure.The mobile deviceshave a
setof installedpublic keys, so the mobile devicescan
verify the signaturescontainedin the heartbeats.The
heartbeatsalso provide a setof URIs that indicatethe
nearestpolicy server for thatnetwork.

7. Context Manager

TheContext Managermonitorsheartbeatsfrom bea-
cons.A beaconis trustedif thesignatureis valid andis
from a trustedsource.Trust is basedon installedpublic
keys.Uponreceiving the�rst heartbeatandverifying the
signaturein theheartbeat,theContext Managernoti�es
thePolicy Managerof thenew Policy Server, provided
in theheartbeat.Theheartbeatsprovidecontext informa-
tion andURIs of Policy Servers.TheContext Manager
noti�es the Policy Managerif heartbeatsarenot heard
for a prolongedinterval of time.Both theContext Man-
agerandthePolicy Managerarein userspace,whereas
thePolicy Enforceris in thekernel.

8. Policy Manager

ThePolicy Manageris responsiblefor retrievingpoli-
ciesfrom thePolicy Server. It is providedwith thePolicy
Server URI by the Context Manager. The Policy Man-
ageris responsiblefor verifying thepolicy certi�cateus-
ing theinstalledpublickey certi�cates.ThePolicy Man-
ageralso logs eventsanderrorsgeneratedby both the
Policy Enforcerand the Context Manager. The Policy
ManagerusesSSHsessionsto presentcredentialsand
retrievepolicy certi�catesfrom thePolicy Server.

9. Policy Enforcer

The Policy Enforceris the accessmediatorlocated
on thedevice. It consistsof a setof kernel-residentpol-
icy enforcementmechanismsthat perform accessper-
missionchecksbasedon thepolicy presentedto thede-
viceby thePolicy Server. ThePolicy Enforceris imple-
mentedasasetof kernelpatchesappliedto variousparts
of the kernel including the serialport driver, the IrDA
protocolstack,TCP/IPstack,socketmanager, PCMCIA
cardmanager, �le systemetc.A detaileddescriptionof
theimplementationdetails[11] is available.

The Policy Enforceris responsiblefor enforcingthe
“current” policy that hasbeenveri�ed to have beenis-
suedby a trustedsource.If no such policy has been
received, the Policy Enforcerenforcesa default policy
which is highly restrictive andallows minimal commu-
nication,suf�cient for fetchinganew policy from policy
server.

TheContext Manageronthedevicelistensfor “heart-
beats”from trustedbeacons.The beaconsignsits own
heartbeatsandalsospeci�esthe hopcountof thedata-
gramsthat it broadcasts.This restrictsusageof the is-
suedpolicy within rangeof theheartbeatsof thepolicy
server.



10. Example Scenarios

Figure 3. Home netw ork and foreign net-
work

10.1. HomeNetwork

Considerthefollowing scenariodepictedin 3. Bob is
a Ph.D.studentaf�liated with the lab “A”. He hasbeen
issueda mobile device that belongsto lab “A”. All the
lab devices are equippedwith the policy enforcement
mechanismsdescribedearlier. Thelab“A” policy allows
all Ph.D studentswho are af�liated with the lab to be
ableto uselab “A”' s resourcesandusethefull capabili-
tiesof thedevicethey havebeenleased,while in the“A”
lab.

Bob hasauthenticatedhimself to thedevice and,ini-
tially the policy enforcerhasenforcedthe default pol-
icy on the device, which allows minimal communica-
tion. As Bob walks into the “A” lab, the device hears
the heartbeatsfrom a beacon.The device veri�es that
the signatureis from oneof the beaconsit trusts.The
context managerthenreadsthecontentsof theheartbeat
messageandsignalsthe policy managerto retrieve the
policy server's address,and issuea requestfor a pol-
icy certi�cate to the policy server. The default policy
ensuresthat suchminimal communicationis allowed,
thoughothercapabilitiesof thedevicesremaindisabled.
Thepolicy server is providedwith thedevice identi�er,
the userandthe locationof the device(basedon which
beacon'sheartbeatswereheard).Thepolicy server now
transformsthis informationinto domainspeci�c infor-
mation in the Rei language.Then the Rei Engine is
queriedfor accessrequestsbasedon thedevicecapabil-
ities.A device speci�c policy certi�cate is thencreated,

signedby the policy server and issuedto the request-
ing device.Thepolicy manageron thedevice issuesthis
policy to thepolicy enforcer. Thenew policy is thenen-
forcedfor the time durationspeci�ed in thepolicy cer-
ti�cate. In this case,sinceBob is a Ph.D. studentand
thedevicewasleasedto him, hewill beablemakeunre-
stricteduseof thedevicecapabilitieswithin thelab.

WhenBob leavesthe lab, andis out of rangeof the
beacon,the device can no longer hear the heartbeats.
The context manageron the device resetsa timer each
time it hearsa heartbeat.Whenno heartbeatsareheard
for aprolongedinterval(twicetheheartbeatinterval), the
timergoesoff andthecontext managerresetsthedevice
to usethe default policy. The policy certi�cate is valid
only for thetime interval speci�edwithin thecerti�cate
andheartbeatsfrom atrustedbeaconcanbeheard.

10.2. Other trusted Networks

Now supposethatBob, leavesthe“A” lab but is still
within theuniversitycampusandwalksinto anotherlab
“B” which hasa trustedbeacon.This lab however has
a policy that foreigndevicesshouldonly beableto use
webservicesvia 802.11but not useIrDA or Bluetooth.
This policy may con�ict with lab “A”' s policy that all
Ph.D. studentsbe allowed unrestricteduseof the de-
vice's capabilities.However themeta-rulesspeci�ed in
theRei languagecanbeusedto resolve thesecon�icts.
e.g.themeta-rulemayresolvethecon�ict by specifying
that the lab policy wherethe device is presentshould
have priority over all other policies. Additionally the
Universitypolicy mayhavepriority overall thelabpoli-
cies.

11. Prototype Implementation details

The devices we usedin our prototypeimplementa-
tion were3800seriesiPaqs,runningLinux kernels.The
context managerlocatedon the iPaq veri�es thesigna-
ture in theheartbeatsusinga pre-installedsetof X.509
public key certi�cates(of deployed beaconsandpolicy
servers). If either the signatureis incorrector cannot
be veri�ed, the context managerignoresthe heartbeat.
The heartbeatmessagescontainpolicy server informa-
tion (URI of the policy server) from which the policy
certi�cate shouldbe requested.Oncethe policy server
informationis availablefor aparticularnetwork, thepol-
icy managercontactsthatpolicy server, authenticatesit-
self using(PKI) andrequestsa policy certi�cate. In the
policy certi�cate request,theuseridanddevice capabil-
ities are listed, in additionto context informationfrom
theheartbeat.Thepolicy server thenissuesapolicy cer-
ti�cate, which is basicallya list of capabilitiesof the



device.e.g.IrDA is disallowed.Thepolicy manageris-
suesthis to thepolicy enforcer, which actuallyenforces
it (like a set of �re wall rules).Onceenforced,all fur-
ther attemptsto use IrDA result in the attemptbeing
blockedandaninformativepop-upon thedisplayof the
device, notifying the userthat his/herIrDA accessat-
tempthasbeenblocked,sincethe currentsecuritypol-
icy doesnotallow it. Beforeenforcementhowever,asig-
natureveri�cation on thepolicy certi�cate itself is per-
formedto verify authenticity. If thesignatureis notveri-
�ed, thedefault“shutdown” stateresults.Thepolicy cer-
ti�cates comewith a validity periodandalsospecifya
timeout interval for the heartbeats.Allowing for some
heartbeatsto bemissed,atimeout(equalto twicetheac-
tual heartbeatinterval) resultsin thepolicy managerre-
vertingto adefaulthighly restrictivepolicy. Oncea pol-
icy certi�cate expiresor is invalidatedby a timeout,the
deviceremainsin thedefault “shutdown” statetill anew
policy certi�cate is available.The policy server is Java
basedandusestheJava interfaceto the Rei Policy En-
gine.Thesecuritypolicy for a network is describedus-
ing theReiontologyandanaugmentingontology,which
describesadditionaldomainspeci�c entitieslike loca-
tions,device types,device capabilities,peopleetc.The
Rei Engineusestheseontologiesand the policies de-
scribedto it in RDF and makes decisionson whether
to allow or disallow particularaccessrequests.Samples
of augmentingontologiesand securitypolicies can be
found online at http://www.csee.umbc.edu/˜anand2/rei
andhttp://www.csee.umbc.edu/˜lkagal1/rei.

12. Conclusionsand Future Work

In this paperwe have presenteda proof of concept
implementationof a policy enforcementinfrastructure
for mobile devices. We have useda semanticpolicy
language“Rei” to expresssecuritypolicies. “Rei” al-
lowspoliciesto beexpressedin higherlevelsof abstrac-
tion withoutrequiringknowledgeof all possibleentities.
Policiescanbeexpressedin termsof domainspeci�c in-
formation.Thepolicy engineis usedto make decisions
of allowing or disallowing accessrequestsfrom actors
in thedomain.

In our prototype implementationwe demonstrated
how a policy canbe expressedin the “Rei” policy lan-
guageusing the Rei Ontology and an augmentingdo-
main speci�c ontologyto describerights, prohibitions,
obligations,dispensationsanactorhasonthedomainac-
tions.We showedhow a mobiledevice equippedwith a
policy enforcercanbe usedto dynamicallychangeits
behavior andcapabilitiesin apervasiveenvironmentus-
ing thissecurityinfrastructure.Wedemonstratedtheuse
of the expressivity of a high level semanticlanguage

“Rei” for describingsystemwide policies,thedynamic
creationof device level policies,policy distributionand,
enforcementof thesepoliciesonmobiledevices.

As notedearlier, thedeviceswith thepolicy enforcers
are themselves trusteddevices and cooperatewith the
securityinfrastructure.Thepolicy enforcersserveasau-
tomaticguardsthatenforcethecorrectpolicy basedon
currentstateof thedevice.This infrastructureaddresses
securityconcernsresulting from vulnerabilitiesin the
software or hardware implementationsof the device.
The securityinfrastructuredoesnot protectagainstin-
tentionalmisuseor attacks.

An alternative to issuing policies from a Pol-
icy Server is to usesmartcardsthat containthe policy
certi�cate [11]. Thesmartcardaddsto thehardwarere-
quirementsof a device. However it is the leastobtru-
sive, since the policy can be enforcedso long as the
the card monitor noti�es the existenceof the card. In
caseof the Policy Server, the sentient program lis-
tens for heartbeatsfrom the beacon.It may happen
thatduringperiodsof severenetwork congestionheart-
beatsarelostandthedevicessuddenlyrevert to theirde-
fault policy which will bevery disruptive for theusers.
However in the caseof the Policy Server, the pol-
icy certi�catesarecreateddynamicallyandareadapted
to the context of the device. Also, listening to heart-
beatsis usually free sincemost mobile devices come
equippedfor wirelessconnectivity, no additionalhard-
wareis required.In caseof smartcards,thepolicy is stat-
ically issuedand storedon the smartcard,it doesnot
changeor adapt to changesin a pervasive environ-
ment.

For future work we areexploring the possibility of
using the device information and the beaconinforma-
tion echoedby thedevice to beableto tracea device.A
beaconingmoduleon thedevice itself canhelptracethe
device if it is lost.
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