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Abstract—Medical organizations find it challenging to adopt cloud-based Electronic Health Records (EHR) services due to the risk of

data breaches and the resulting compromise of patient data. Existing authorizationmodels follow a patient-centric approach for EHR

management, where the responsibility of authorizing data access is handled at the patients end. This creates a significant overhead for

the patient whomust authorize every access of their health record. This is not practical given thatmultiple personnel are typically involved

in providing care and that the patient may not always be in a state to provide this authorization. Hence there is a need to develop a proper

authorization delegationmechanism for safe, secure and easy to use cloud-based EHRServicemanagement.We present a novel,

centralized, attribute-based authorizationmechanism that uses Attribute Based Encryption (ABE) and allows for delegated secure

access of patient records. Thismechanism transfers the servicemanagement overhead from the patient to themedical organization

and allows easy delegation of cloud-based EHRs access authority to medical providers.

Index Terms—Attribute based encryption (ABE), attribute based access control (ABAC), electronic health record (EHR), cloud storage,

Semantic Web, access broker, knowledge graph (ontology), cloud computing
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1 INTRODUCTION

AN Electronic Health Record (EHR) is an electronic ver-
sion of a patients health history that documents all the

relevant clinical details over a period of time [1] and is main-
tained by healthcare providers. EHRs help organizations
provide improved healthcare services by automating patient
information access and management. In 2003 the U.S. Insti-
tute of Medicine published a consensus study report, Key
Capabilities of an Electronic Health Record System [2], that
defined EHR systems as including:

� longitudinal collection of electronic health informa-
tion for and about persons, where health information
is defined as information pertaining to the health of
an individual or health care provided to an individual

� immediate electronic access to person—and pop-
ulation-level information by authorized, and only
authorized, users

� provision of knowledge and decision-support that
enhance the quality, safety, and efficiency of patient
care; and

� support of efficient processes for health care delivery
With the broader adoption of Cloud computing, health-

care service providers are increasingly moving to Cloud
based EHR services to manage their patient health records.
These services are platform independent and provide

aggregated patient information with robust data searching,
retrieval, access and management functionality, and can
also be accessed from any location in a cost effective man-
ner. These EHR services are developed internally or pur-
chased from vendors like CureMD,1 Practice Fusion,2 and
Athenahealth.3 However, maintaining electronic copies of
patient health and history increases the possibility of attacks
on patient data and information privacy [3]. Patient medical
records contain highly sensitive personally identifiable
information (PII) and so require very high level of security
and privacy controls. EHR security requirements include
managing the sets of access control permissions granted
within an EHR and preventing unauthorized use of data,
data loss, tampering and destruction [2].

1.1 Motivation

EHR records patient’s vital stats, diagnoses, medications,
immunization history, laboratory and radiology reports, doc-
tor notes and othermedical facts alongwith patient’s personal
details. Based on the HL7 EHR Functional Model [2], we
identified the key information fields in a typical EHR system
which is illustrated in Fig. 1 and referenced in our system
design. The Health Information Technology for Economic
and Clinical Health (HITECH) Act [4] sets privacy standards
that every medical provider should comply with while pro-
viding quality health services. The Health Insurance Portabil-
ity and Accountability Act of 1996 (HIPAA) [5], [6] regulates
themanagement and distribution ofmedical records by estab-
lishing standards for preserving the security and privacy of
medical health data. Cloud based EHR services in the United
States are required to complywith these regulatory standards
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and so must ensure enhanced data protection combined with
a seamless user experience that cloud services offer. This also
requires that they implement strict access controlmechanisms
to ensure unauthorized access by any user is prohibited by
their EHR service. Hence EHR systems often encrypt their
dataset and have access restricted to only the caregivers
directly treating the patient.

There are often scenarios, as when the patient’s health
suddenly deteriorates, that require records be made avail-
able to specialists (who could be remote) or other care givers
who might not have initial access to the patient’s health
records. Existing authorization models follow a patient-
centric approach where the EHR data authorization must be
approved by the patient. This is not practical in every sce-
nario and moreover the patient may not be in a state to pro-
vide this authorization when required. Hence there is a
need to develop a authorization delegation mechanism
where by the patient authorizes the provider, access to his/
her EHR and the provider in turn delegates this authoriza-
tion to appropriate employees or collaborators to access
the data.

Traditional role based access models will not work as the
cloud based EHR systems can be accessed from any location
and from any device. So in addition to the care giver’s roles,
their other attributes, like location, time, duty period, etc.,
can also influence the delegated authorization. We have
developed a novel, centralized, attribute based authoriza-
tion mechanism for EHR Services that uses Attribute Based
Encryption (ABE) and allows for delegated secure access of
patient records. This mechanism transfers the service man-
agement overhead from the patient to the medical organiza-
tion and allows easy delegation of cloud-based EHRs access
authority to medical providers.

We present a comprehensive study of currently available
EHR management systems and ongoing research on
enhancing their information security and privacy. Our own
research on this involves the combination of using Semantic
Web technologies with attribute based schemes. We
designed and developed a comprehensive knowledge
graph ontology that can represent the entities or stakehold-
ers of a medical organization and its patients. The ontology
also represents the different EHR fields and their respective
attributes as well as the various relationships between

different entities in the organization. Using the attributes in
this ontology, we developed a strong attribute based access
control mechanism that extracts attributes from the EHR
Ontology and applies policy rules to determine access per-
missions. Our access policy rules are based on the HIPAA
policy for medical information storage and management.
To further guarantee strong levels of data security, we
implemented an attribute based encryption mechanism
using the attributes represented in the EHR Ontology. We
developed our prototype as an open-source, web-based
application called, EHR Manager, that is designed for medi-
cal organizations desiring a cloud-based EHR that can guar-
antee strong data protection at a reasonable cost. This
research also contributes towards open-source development
of service-oriented cloud-based EHR, where each module
independently performs its operation and supports the re-
use of sub-modules.

The rest of this paper is organized as follows. Section 2
describes the related work in this area. Section 3 provides
the system overview. Section 4 describes the architecture
design. Section 5 describes the Access Broker and Section 6
describes the Encryption Unit in further details, followed
by Section 7 which explains all the details about EHR
Manager. Section 8 concludes by describing the future
scope of this project and the overall conclusions of this
research effort.

2 RELATED WORK

There has been an increased adoption of cloud-based EHR
services for efficient health data management and control
[7], [8]. This can be attributed to the elasticity, high level of
availability, and reduced cost of cloud services. Currently,
there are a number of cloud-based EHR services, including
CureMD.4 Practice Fusion5 and Athenahealth.6 Organiza-
tions like GE Healthcare7 and Epic Health Services8 are also
investing in cloud-based EHR services. Various research
efforts have been proposed with major focus on secure,
cloud-based EHR systems [7], [8]. Other researchers have
also proposed trusted computing using SGX processors for
Cloud security [9], [10].

However, the majority of the proposed approaches are
deficient in guaranteeing a comprehensive access control
and encryption mechanism. Along with this, most available
applications are licensed and thus expensive to adopt. In this
scenario, an open-source, low cost EHR managing applica-
tion needs to be developed that can guarantee sophisticated
levels of data privacy and protection. Through the EHRMan-
ager application, this research effort tries to build such a solu-
tion by using all open-source development tools apart from
the third party cloud services. The EHR Manager is an open-
source tool which provides an easy interface for medical staff
as well as patients to view and/or edit the EHR. Very intui-
tive, this application guarantees strong access control and
data protectionmechanism.

Fig. 1. An example of the simple Electronic Healthcare Record system
interface that contains electronically-stored patient information used in
developing our system.

4. http://www.curemd.com
5. http://www.practicefusion.com
6. http://www.athenahealth.com
7. http://www.gehealthcare.com
8. http://www.epichealthservices.com
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2.1 Automating Electronic Health Records

Automating medical health record management systems has
been the focus of much past research [11], [12], [13], [14]. The
privacy and security of the patient health record being of
utmost importance, this field of research has seen various
approaches being suggested [12], [13], [15]. TheHealth Insur-
ance Portability and Accountability Act of 1996del (HIPAA)
provides data privacy, security and safeguarding acts for
protecting electronic medical information of individuals [5],
[6]. HIPAA provides guidelines for electronic medical record
management for balancing individual privacywith respect to
medical records along with the need to protect health of the
masses. The Health Information Technology for Economic
and Clinical Health Act aims towards maintaining electronic
medical records by ensuring quality, safety, efficiency, pri-
vacy and security [4]. Complying with the legalities of man-
aging medical records and at the same time developing an
easy-to-use electronic health record system becomes a major
research and development challenge. There exist many EHR
management tools like GE Healthcare, Epic, CureMD etc.
which provide EHR services using cloud computing.

2.2 Previous Attribute Based Access Control Work

Previously, we developed a semantically rich access control
model based on Attribute Based Access Control (ABAC) [16].
This model evaluated an access decision based on the attrib-
utes of the user requesting a document and those of the
requested document. We designed and implemented an
ontology to demonstrate the use ofABAC in anorganizational
setting. Access control decisions were evaluated against an
organizational confidentiality policy. This work demon-
strated the use of policy-based, Semantic Web approach of
implementing ABAC at a document level. The system has
been improved to evaluate an access decision on the fields of
a document rather than the entire document. The improved
system can now categorize the permitted access instead of
just a binary decision. Apart from this, the previously devel-
oped system demonstrated the concept of edge computing [17]
where the organizational boundary was considered to be the
edge of the system. The cloud service provider was con-
sidered as an untrusted entity and thus lied beneath the
organizational edge. All data transactions between the organi-
zational edge and the cloud were encrypted using an Oblivi-
ous Storage and the Oblivious RAM (ORAM) [18], [19]],
obscuring the access patterns between the organization and
the cloud service provider.

2.3 Access Control Mechanisms

Various access control models have been proposed, including
Mandatory Access Control (MAC), Role Based Access Con-
trol (RBAC) [20], and many others. Jin et al. defined the Attri-
bute Based Access Control model, which supports features of
the pre-existing access control models [21]. Modeling access
control policies has been a topic of interest. XACML is a policy
model, based on the XML specification language [22] which
uses attributes to impose access control. The Rei policy lan-
guage [23] is based on deontic concepts and usesN3 rules and
CWM for reasoning. ROWLBAC [24] and KAoS are also
based on OWL [25]. For representing policies and rules for-
mally, The Web Ontology Language (OWL) [23], [26], [27]
serves to be very efficient while representing security policies.

Complex ontologies can be effectively represented by using
OWL. OWL representation of ABAC policies have been pre-
sented in [27]. In this work, basic constructs like User, Subject,
Object, Permission, are defined as OWL classes. The User
Attribute, Subject Attribute and Object Attribute are defined
usingOWLproperties.

2.4 Attribute Based Encryption

To protect data privacy and threats, various encryption mod-
els have been proposed. Attribute Based Encryption is one
approach where a user’s ciphertext, secret key and private
key are associated with her attributes [28], [29], [30]. Goyal
et al. proposed an attribute based system called the Key-
Policy Attribute Based Encryption (KP-ABE) [28] in which
ciphertexts are taggedwith attributes corresponding to access
control structures. Their model supports Hierarchical Iden-
tity-Based Encryption (HIBE). Bethencourt et al. have devel-
oped a system called the Ciphertext-Policy Attribute Based
Encryption (CPABE) for implementing ABE using the attrib-
utes of the user encrypting the document [29]. The EHRMan-
ager uses the CPABE toolkit to prototype the research effort.

ABE has been one of chosen technologies for electronic
health record management systems too [31], [32], [33].
Akinyele et al. have presented a design and implementation
of Electronic Medical Records (EMRs) using attribute based
encryption on mobile devices [31]. In their system, they pro-
vide off-line support for updating the medical records with
support for eventual consistency. However, their model does
not support a field-level encryption of the EHR. Researchers
at Microsoft developed a patient controlled electronic medi-
cal record systemwith attribute based encryption [32]. As the
name suggests, this system put all the access control in the
patients hands. The control and distribution of access keys
was the patients responsibility. However, this approach
requires a high level of control overhead on the patients end.
The EHR Manager however, does not impose any overhead
on the patient. The central system handles all the secure
access and distribution of the EHR.

2.5 Semantic Web Technologies

We have used Semantic Web technologies to develop the
EHR ontology, the reasoning component of our system and
for prototype development. These enable us to build the
schema usingW3C standardized languages that support our
design requirements, which include interoperability, sound
semantics, Web integration, and availability of tools and sys-
tem components. SemanticWeb tools enable data to be anno-
tated with machine understandable meta-data, allowing the
automation of their retrieval and their usage in correct con-
texts. Semantic Web technologies include languages such as
ResourceDescription Framework (RDF) [34] andWebOntol-
ogy Language [26] for defining ontologies and describing
meta-data using these ontologies as well as tools for reason-
ing over these descriptions. OWL Semantic Web knowledge
can also be encoded in rule format using several approaches,
including N3-logic rules [35], SWRL rules [36] and RIF, the
new W3C standard for Rule Inter-change Formalism. These
technologies can be used to provide common semantics of
service information and policies enabling all agents who
understand basic Semantic Web technologies to communi-
cate and use each others data and Services effectively.
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Ourmost fundamental requirement is for a representation
that supports interoperability at both the syntactic and
semantic levels. OWLhas awell-defined semantics grounded
in first order logic and model theory, allowing programs to
draw inferences with the assurance that the subsequent inter-
pretation is sound. An important advantage for OWL over
many other knowledge-representation systems is that it has
well defined subset profiles guaranteeing sound and com-
plete reasoning with various levels of reasoning complexity
and designed to work with popular implementation technol-
ogies, such as OWL QL for databases and OWL RL for rule-
based systems.

A second design requirement is for a language that is
designed to integrate well with the Web, which has become
the dominant technology for today’s distributed information
systems. OWL is built on basic Web standards and protocols
and is evolving to remain compatible with them. It is possible
to embed RDF andOWL knowledge inHTMLpages and sev-
eral search engines (including Google) will find and process
some embeddedRDF. RDF is also compatiblewithMicrodata,
a Web Hypertext Application Technology Working Group
HTML specification that is used to nest semantic statements
within existing content on web pages. Microdata has been
adopted by Schema.org, a collaboration of the major Web
search companies and has been used to define a number of
basic ontologies that are being supported by search engines.

3 SYSTEM OVERVIEW AND OVERALL DESIGN

One of our primary objectives is to develop a highly secure,
attribute based access mechanism for a Cloud based EHR
service that will provide flexibility of data access to end users
along with a sophisticated data encryption scheme. Using
Semantic Web technologies, like OWL and SWRL, along
with Attribute Based Encryption techniques, we were able to
build an EHR service that allows easy data sharing and dis-
tribution in a highly secure fashion. We currently host this
service using the Amazon AWS instance and are developing
a version on OpenStack to allow us to compare the perfor-
mance on the two platforms.

The HL7 EHR functional model [2] specifies that applica-
tions must adhere to the rules or policies established to

control access and protect the privacy of EHR information.
Security measures assist in preventing unauthorized use of
data and protect against loss, tampering and destruction.
The main security functions include user or entity (such as
another application) authentication, authorization, access
control, patient accessmanagement, non-repudiation, secure
data exchange, secure data routing, information attestation,
and patient privacy and confidentiality. We have referenced
this functional model in our design and collaborated with
our colleague, Dr. Eliot Siegel, who is Professor and Vice
Chair at the University of Maryland School of Medicine,
Department of Diagnostic Radiology, as well as Chief of
Radiology and Nuclear Medicine for the Veterans Affairs
Maryland Healthcare System, to understand how EHR sys-
tems are used by caregivers in an hospital. His insight helped
us in designing the process flow of our system.

In our system, we began by concentrating on implement-
ing a policy defined attribute-based access control compo-
nent of the EHR system and designed a simple user-id/
password based authentication scheme. Our system pro-
vides access to all stakeholders including different caregivers
and patients. The system does not currently support EHR
data exchange and routing, which is part of our planned
future work. Fig. 2 shows an overview of our EHR system,
which is divided into four levels. Level 1 is where users
request access to an EHR of interest. At level 2, users are
authenticated and requested actions evaluated with respect
to access rules, policies, user attributes and EHR attributes. If
the action is permitted, any required updates to the EHR are
made at Level 3, and these updates are encrypted using the
attributes of the user and the concerned EHR. Finally, at
Level 4, is the cloud service provider where the data is to be
sent and stored. Levels 1 to 3 lie inside the organizational
edge and Level 4 lies outside. All entities outside the edge
are considered to be untrusted.

As shown in the figure, there are multiple stakeholders of
this system, including doctors with different specializations,
nurses, emergency service personnel, pharmacists and
patients. Each entity of this system has to go through a
screening process through theAccess Broker, an access control
module that uses Attribute Based Access Control to control
the type and amount of access to patient EHRs. On receiving

Fig. 2. Our System is composed of four levels.
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an affirmative response from the Access Broker, the user
request to access an EHR field is passed to the Encryption
Unit where the modified EHR field data (if any) is re-
encrypted and stored in the system securely. The cloud ser-
vice provider acts like a data storage center for storing the
Organizational Knowledge Base, which details the relation-
ships between different entities in the medical organization
ecosystem. This knowledge base is represented as a knowl-
edge graph, supported by a semantically-rich ontology rep-
resented in OWL.

4 ARCHITECTURE DESIGN

The system architecture shown in Fig. 3 consists of four main
modules: Access Broker, Encryption Unit, Key Generation
Unit and EHROntology. The data flow in the system is as fol-
lows. Medical organization users first login to the system
using their credentials and the system carries out a compre-
hensive access control check to authenticate the user via the
Access Broker. Our earlier design [16] used Attribute Based
Access Control to carry out a strong access control mecha-
nism with an organization-specific confidentiality policy
and render a boolean decision. We have enhanced it to fur-
ther categorize the access decision (as described in Section 5)
to also determine the type of access permissions, e.g., read,
write or modify.

The system next waits for the user to access the EHR. Once
done, it then needs to encrypt the updated details of the
accessed EHR fields, which is done by the Encryption Unit.
This unit uses Attribute Based Encryption for encrypting the
EHRfield. It extracts the users attributes from themain ontol-
ogy which is stored with a public cloud service provider, in
our case Amazon Web Services. Using these attributes, the
EHR field is encrypted where user attributes serve as their
private key for the EHR field. This key generation is done by
the Key Generation Unit, which uses the keys provided by the
Encryption Unit to encrypt the EHR. Section 6 will describe
further details. The encrypted text then needs to be updated
in the EHR Ontology. To do this, a new node is created which
records all the details of a patients visit to the medical

organization. Maintaining visits as a node in the ontology
enables easy querying and data recording. Finally, this ontol-
ogy is saved with a cloud service provider. Following is a
mathematical representation of the system implementation.

User set U = U1; U2; :::::Unf g
User Attribute Set US = UA1; UA2; UA3; ::::::UAnf g
EHR set E = E1; E2; :::::Enf g
EHR attribute set ES = EA1; EA2; EA3; :::::EAnf g
EHR Fields Set EF = EF1; EF2; ::::EFnf g
EHR Fields Subset EFS � EF
Policy set PS = PS1; PS2; :::::PSnf g
Decryption Policy set DS = DS1; DS2; :::::DSnf g
8 User U, 9 User Attribute Set US
For evaluating access decision
For each User X ^ EHR Y ^ EHR Fields Set Z,
If US satisfies any one from policy from PS!
Read and or Write (User X , EHR Y, EFS)
For encryption using ABE
For each User X ^ EHR Y, 9 Fields Subset Z,
X ^ Y ^ User Attribute Set US ^ Z ! Encrypted EHR field
where US � DS
For decryption using ABE
If User Attribute Set US � DS
US ^ EF! Decrypted EFS

5 ACCESS BROKER

The Access Broker uses concepts from Attribute Based Access
Control to manage and enforce access control, guaranteeing
the right authorization access to only the authenticated users.
Using Semantic Web techniques, this module extracts the
user and EHR field attributes from the knowledge base,
feeds them to the reasoner and thus regulates the access per-
missions. Unlike traditional RBAC mechanisms, the Access
Broker, can regulate access down to the field level of the EHR
as it references users’ attributes and not just their role.

Fig. 4 shows the architectural view of the Access Broker
which consists of three main sub-modules: the Organiza-
tional Knowledge Base, the Rule Based Engine and the Policy

Fig. 3. System architecture.
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Unit. We discuss each sub-module of the Access Broker in
detail below.

5.1 Organizational Knowledge Base

The Organizational Knowledge Base stores information about
every entity belonging to the medical organization in a
knowledge graph including both the ontology schema and
rules and data encoded using them. The graph captures the
roles and attributes of the different stakeholders of the
medical organization along with the various relationships
between them. We have designed and created the ontology
by referencing our earlier HIPAA ontology [37], the medical
standards specified by National Healthcareer Association,
HealthIT.gov and National Institutes of Health. The Organi-
zational Knowledge Base is critical in delivering correct attrib-
utes for theAccess Broker and theABEUnit to run. The role of
this unit inside the Access Broker is to successfully deliver

correct attributes of the entities (users and EHR fields) and
accurately reflect the changes made by the medical staff in
the patient’s EHR field. Fig. 5 shows a snapshot of the ontol-
ogywith its core classes and their properties.

We host the EHR Ontology with a third-party cloud ser-
vice provider, in this case the Amazon Web Services (AWS)
cloud platform. Our statistical analysis results proved that
hosting the ontology on cloud platform reduced the perfor-
mance times by a considerable amount. Section 8 shows the
results of the test performed.

5.2 Policy Unit

Every organization has its own set of rules for document
access. These set of rules comprise the confidentiality policy
of the organization. In medical scenarios, the common poli-
cies, apart from the organization specific ones are the rules
and standards set by the HIPAA Act and the HiTech Act.

Fig. 4. Access broker architecture.

Fig. 5. Snapshot of EHR ontology.
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The Policy Unit stores all these access policies which are cru-
cial in determining the access permissions. In terms of
where the Policy Unit fits inside the Access Broker—this mod-
ule provides content to the SWRL rules. Meaning, the Rule
Based Engine takes in a policy from the Policy Unit, converts
it to a SWRL rule and then further determines access per-
missions. For implementation and prototyping purposes,
we have used the HIPAA policies, as the policies that deter-
mine access control over patient EHRs.

5.3 Rule Based Engine

The Rule Based Engine uses the Semantic Web Rule Language
(SWRL) to use the confidentiality policies for implementing
access control decisions. The Rule Based Engine requires user
and document attributes from the ontology for carrying out
access control decisions. Running these rules results in an
access decision. Here, the Access Broker has been modified to
categorize the access decisions as either read or write. Also,
instead of evaluating the access decision for an entire docu-
ment, the modified Access Broker evaluates access decisions
at a field-level. This means, a usermay ormay not be granted
access to the entire EHR butmay be granted access to specific
fields depending on attributes only.

SeniorDoctor(?se) ^ worksIn(?se,Maternity)^

specializesIn(?se,Gynaecologist)^

isCertifiedBy(?se,GYN)^ Patient(?p)^

providesTreatment(?se,?p)^EHR(Medication)^

EHR(Prescription)^ EHR(VitalStats)^

EHR(Diagnoses)^ EHR(Allergies)^

EHR(DoctorNotes)^ EHR(LabResults)->

canModifyLabResults(?se, true)^

canModifyPrescription(?se,true)^

canReadVitalStats(?se, true)^

canModifyMedication(?se, true)^

canModifyAllergies(?se,true)^

canModifyDiagnoses(?se, true)

The SWRL rule below shows how a users access request to
certain fields of the EHR is evaluated using conditions on a
Senior Doctor with attributes like specialization, the hospital
wingwhere the Senior Doctorworks, and the certificationwith
which the Senior Doctor is decorated. With these attributes
and the hospital policy, the Senior Doctor is permitted to access

only a subset of the EHR fields like Lab Results, Prescription,
Vital Stats,Medication, Allergies andDiagnoses.

The following rule shows an example rule where a Junior
Doctor with certain attributes can access only those fields to
which a Senior Doctor to whom this Junior Doctor reports has
access to.

JuniorDoctor(?jd)^ HospitalWard(?hw)^

SeniorDoctor(?sd)^ Certification(?c)^

EHR(Medication)^ EHR(Diagnoses)^

EHR(Allergies)^ worksIn(?sd, ?hw)^

worksIn(?jd, ?hw) ^ isCertifiedBy(?jd, ?c)^

reportsTo(?jd,?sd)^ canModifyMedication

(?sd, true) ^ canModifyAllergies(?sd, true)^

canModifyDiagnoses(?sd, true) ->
canReadMedication(?jd, true)^

canReadDiagnoses(?jd, true)^

canModifyAllergies(?jd, true)

The rule engine extracts user and EHR field attributes
from the EHR Ontology by querying it. Next, it feeds these
extracted attributes to the SWRL rules and eventually deliv-
ers an access decision.

6 ENCRYPTION UNIT

The Encryption Unit is the most crucial elements of the entire
system architecture. This module is responsible for protect-
ing the EHR field data against any data leaks and threats.
This module uses Attribute Based Encryption to perform the
data protection activity. Using the attributes from the EHR
Ontology, this module applies the necessary attributes that
would satisfy the decryption policy with which the docu-
ment has been encrypted. In simple words, any document
that is to be encrypted using ABE, is associated with a partic-
ular, unique decryption policy which is a logical expression
of different attributes involved in the organizational setting.
In other words, the user attributes serve as encryption/
decryption keys for document protection. The EHR Manager
uses ABE at a field level instead of the traditional approach
of usingABE at a document level.

Fig. 6 shows the architecture of the ABE Unit. The ABE
unit consists of four sub-modules namely the Organizational
Knowledge Base, theAttribute ExtractionUnit, theKeyGeneration

Fig. 6. Encryption unit architecture.
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Unit and lastly the Encrypting Unit. The sections of the rest
of the section describe each module in detail.

6.1 Organizational Knowledge Base

The Organizational Knowledge Base, as mentioned before,
stores all the attributes of every stakeholder of the medical
organization in the HIPAA compliant EHR Ontology. This
ontology details the roles and attributes of the different
stakeholders of the medical organization along with the
various relationships between them. The Organizational
Knowledge Base is critical in delivering correct attributes for
the Access Broker and the ABE Unit to run. The role of this
unit inside the Encryption Unit is to successfully deliver cor-
rect attributes of the entities (users and EHR fields) and cor-
rectly reflect the changes made by the medical staff in the
patient’s EHR field. The Key Generation Unit also requires
attributes from the Knowledge Base so as to generate the
decryption policy attributes.

6.2 Attribute Extraction Unit and Key
Generation Unit

The Attribute Extraction Unit queries the EHR Ontology to
retrieve the user and the EHR field attributes. As each users
EHR is stored in the form of a node in the graph, querying
this becomes a trivial task. Attribute extraction is carried
out using SWRL rules.

The Key Generation Unit generates the keys required for
ABE and provides it to the ABE unit for it to then encrypt/
decrypt as explained in the section above. To generate the
keys, it has to access the Organizational Knowledge Base as
shown in Fig. 6. It needs this to create a combination of the
user and EHR field attributes for the ABE unit to proceed
with the encryption. For decryption too this unit provides
the proper keys to the ABE unit which then decrypts the
requested EHR field and provides it to the user.

6.3 Encrypting Unit

The Encrypting Unit acts like a co-coordinator for the differ-
ent sub-modules of the ABE Unit. This is because, it contin-
uously communicates with the Key Generation Unit, the
Organizational Knowledge Base and the Attribute Extrac-
tion Unit. It requires the Key Generation Unit to extract the
secret keys required for encryption/decryption. To perform
this encryption, attribute and attribute values are required
which are extracted by the Attribute Extraction Unit from
the EHR Ontology. For implementation purposes, an open-
source library called as the Ciphertext-Policy Attribute
Based Encryption [30] is used. Further details can be found
in Section 7.4.

7 EHR MANAGER APPLICATION

The EHR Manager Application is an open-source, service
based, web application developed in Python to manage the
field-level, attribute based encryption and access control of
patient EHRs. This application uses attribute based access
control to ensure that only the right users can access the right
amount of data. Next, to guarantee a strong data encryption
mechanism, this application uses attribute based encryption
to protect the data based on the attributes of the user trying
to encrypt/decrypt the concerned document. In otherwords,

the secret key for encryption, is the combination of user
attributes. We have developed this application in such a
way that each sub-module performs its own functionality
independently and together all the sub-modules serve as a
suite of services. This design supports the re-use of sub-
modules in developing other applications that require
similar functionalities.

We have built the EHR Manager Application using open-
source tools, Python language, libraries and APIs that are
listed below. As all the development tools are open-source,
the cost of the application is only that incurred for hosting
the data on the Amazon cloud.

7.1 Web Development Framework

The EHR Manager Application is a web-based application
built on the principles of the Model-View-Controller (MVC)
architecture using used the Python Django framework.
Using the views, models, templates andURLs of the framework,
we designed this application to enable medical staff as well
as patients easy and secure access to their concerned EHRs.

The views.py is a Python file that lists all the functions
defined for the application. The views file works alongside
the templates, URLs and models files respectively. The tem-
plates folder, as the name suggests, stores all the HTML tem-
plates for the application’s front end. The urls.py is a Python
file that lists all the regular expressions to be used for calling
the appropriate functions written in the views.py file. The
models.py file, again is a Python file which stores all the data-
base tables and their respective schema. The framework flow
is as follows. The user screen displays one of the templates
from the templates folder and waits for the user to respond
to the requested actions. On getting the user’s input, the
resulting action is associated with one of the URLs in the
urls.py file. When this selected URL gets triggered, it calls its
associated function from the views.py file which then per-
forms the back-end operations for the current actions and
then displays the next user page from the templates folder.
The views file is responsible for making changes in the back-
end database whose schema is defined in the models.py file.
In this way, the data exchange continues back and forth
using the principles of theMVC architecture.

7.2 Knowledge Management and Representation

As mentioned in the previous sections, the EHR Manager
Application uses Semantic Web technologies to automate
the attribute based access control and encryption. To design
and implement the EHR Ontology we used the Protege [38]
application. Protege supports the SWRL rule language and
multiple reasoners that can support both description logic
and SWRL reasoning.

7.3 Ontology Querying Library: rdflib

To extract data, i.e., the user and EHR field attributes out of
the ontology, a bridge is required that can connect the
Python application and the RDF/OWL ontology. An open-
source library called rdflib is this bridge. rdflib is a toolkit
that provides various functions to deal with ontologies and
knowledge graphs. rdflib provides effective utilities to query
the ontology and extract the necessary user and EHR field
attributes.
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7.4 Field-Level Attribute Based Encryption: CPABE

The most crucial module of the EHR Manager is its encrypt-
ing unit which is carried out using ABE. The CipherText-
Policy Attribute Based Encryption library is used for
carrying out the encryption [30]. Researchers at the Univer-
sity of Texas at Austin have developed this open-source
Python library that supports all the operations required to
carry out ABE. CPABE associates a document to be
encrypted with a particular, unique decryption policy. This
decryption policy is a logical expression of attributes of
the entities involved in the document usage. The users
whose set of attribute values satisfy the decryption policy
are allowed to decrypt and use the document.

To implement these features, the CPABE library provides
four command-line tools—cpabe-setup, cpabe-keygen, cpabe-
enc and cpabe-dec. cpabe-setup creates the public key and a
master secret key which are required for the further opera-
tions. The cpabe-keygen utility generates a private key with a
given set of attributes. Alongwith the attributes, cpabe-keygen
uses the public key and the secret master key created by
cpabe-setup. The list of attributes is specified as a space sepa-
rated string. The output of cpabe-keygen is a private key for
the user whose attributes are used for the document field
encryption.

Next, cpabe-enc encrypts a file according to the decryption
policy, which is a logical expression of attributes. This com-
mand encrypts the required file, in our case the document
field content, by taking in the decryption policy by using
the public key generated previously by cpabe-keygen. The
encrypted file is written to a file with .cpabe extension. The
cpabe-dec decrypts a file using a private key that is generated

by cpabe-enc. The output of cpabe-dec is a the original file
that got encrypted to a .cpabe file.

7.5 Application Flow and Prototype

To use the applications, users register to the system by pro-
viding their attributes/credentials. As shown in Fig. 7, for a
medical caregiver/staff, the application requests the per-
son’s unique id, name, medical certifications, specializations,
the associated hospital wing, and other key attributes. For
patients, the application requires their key attributes like
name, the name of the medical staff the patient is primarily
associated with, the hospital wing, etc., as shown in Fig. 8.
On entering these details, a new entry is created for the user
in the EHR knowledge graph.

Let us now consider the patient’s view of the system. On
registering with the system, the EHR Manager executes the
Access Broker component to determine the access level.
Based on the attributes of the patient, s/he is either allowed
or denied access. The patient can see the entire health record
for viewing/reading purposes, as shown in 9. To ensure the
accuracy and integrity of the medical records, the patient is
not allowed to edit any of the EHR fields.

Now let us look at the health caregiver or staff view of the
EHRManager. After registering the caregiver, the application
again runs the Access Broker to determine the patient EHRs
that the staff has access to. Along with this, the Access Broker
also identifies the type of access which is either ‘read only’ or
‘read/write’ access. Depending on this access decision, the
staff sees a list of the patient EHRs that they have access to.
On selecting a record, they can view all the fields to which

Fig. 7. Prototype: Staff registration view.

Fig. 8. Prototype: Patient registration view.

Fig. 9. Prototype: Patient’s view shows the details of the health record.

Fig. 10. Prototype: Caregiver staff’s view of the health record.
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the access is permitted. For the fields to which a write access
is not permitted and only read is permitted, the ‘Edit’ action
is absent.

Fig. 10 shows an example view of an Orthopedic
doctor’s view. Now, if the doctor wishes to edit a field to
which he has access to, he can do so by clicking the ‘Edit’
button. Once done, the system stores the changes by
encrypting it using the attributes of the doctor. Figs. 11
and 12 show this activity.

Now, to understand how the access control works accord-
ing to the user’s attributes, refer to Fig. 13 which shows the
view of a gynecologist who is a senior doctor while Fig. 14
shows the view as can be seen by a nurse or junior doctor. As
can be seen, due to the difference in the attributes, the result-
ing access levels are different.

In this way, the EHRManager harnesses the Semantic Web
and attribute based technologies to successfully guarantee a
strong, robust, EHRmanaging application at in the field.

8 CONCLUSION AND ONGOING WORK

EHR services are required to ensure secure and authorized
access of patient data to adhere to the various regulatory acts
such as HIPPA and HITECH. At the same time, they must be
able to automatically delegate access of patient data to various
caregivers to deliver timely treatment to patients. Security of
cloud based EHR services is especially challenging since they
are often accessed remotely by the end users. We have devel-
oped a novel, centralized, attribute based authorizationmech-
anism for EHR services that uses Attribute Based Encryption
to encrypt the patient records and allows for delegated secure
access of patient records based on organizational policies.

Fig. 11. Prototype: Edit action.

Fig. 12. Prototype: Results of the edit action.

Fig. 13. Prototype: Senior caregiver staff can view more details of the
health record.

Fig. 14. Prototype: Junior staff has limited access and sees fewer details
of the record.

Fig. 15. Ontology response time on cloud platform - AWS.

Fig. 16. Ontology response time on local machine (edge).
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This mechanism transfers the service management overhead
from the patient to the medical organization and allows easy
delegation of cloud-based EHR access authority to medical
providers.

In our system design we have referenced the HL7 EHR
functional model on information security that mandates
that an EHR application must adhere to the rules or policies
established to control access and protect the privacy of EHR
information. We developed our EHR system by using ABE
techniques (CPABE library), Semantic Web technologies,
like OWL and SWRL, Python language and Amazon Cloud
platform.

To automate the access policies, we have also developed a
complex knowledge graph that details the roles and attrib-
utes of different stakeholders of the medical organization
along with the various relationships between them.We have
used a SWRL based reasoner to automate access control
down to the field level. We have also developed an open-
sourcedweb-basedUser Interface. To evaluate the scalability
of our system, we performed performance analysis of the
EHR ontology on cloud and on edge. Figs. 15 and 16 show
the performance evaluation results. Note this timing data
depends on many other factors: bandwidth variations, size
of the S3 bucket used and the number of objects in the bucket.
Apart from minor fluctuations, the average results remain
constant as shown in the figures.

We currently host this service on the Amazon AWS plat-
form. We are in process of developing this service for Open-
Stack Cloud and will compare the performance on the two
cloud platforms. As part of our future work, we will also
enhance our system to include the EHR data exchange and
routing functionality that are essential for inter-organizational
EHR systems. There aremany additional security and privacy
problems that can be addressed that we leave for futurework.
For example, stronger authentication mechanisms can help
prevent unauthorized access by an attacker who has obtained
the credentials of a physician and machine learning can be
applied to recognized anomalous patterns of use.
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