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Abstract

DistributedIntrusionDetectionSystems(DIDS)offer analternativeto centralizedintrusionde-
tection. Current research indicatesthat a distributed intrusion detectionparadigmmay afford
greatercoverage, consequentlyproviding an increasein security. In somecases,DIDS offer an
alternativeto centralizedanalysis,consequentlyimproving scalabity. SHOMAR,the distributed
architecture presentedin this paper, providesan openframework that enablessecure accessto
heterogeneoussoftware and hardware componentsof a distributed intrusion detectionsystem.
SHOMARis built upon a simpli�ed Public Key Infrastructure that providesfor authentication,
non-repudiation,anti-playback, andaccesscontrol. Thisframeworksupportsa broadspectrumof
approaches,rangingfromhierarchical to peer-to-peer. Thesystemtopology andrulesgoverning
accessto intrusion detectionservicesis basedsolelyuponpolicy, which is enforcedthroughthe
useof a capabilitymanager. TheprotoypesystemusesJava. TheExtensibleMarkupLanguage is
thesolemediumfor dataexchangebetweenintrusiondetectioncomponents.SHOMARprovidesa
distributedserviceinfrastructure independentof theunderlyingcommunicationsnetwork.

1 Intr oduction

Thispaperdescribesthedesignandimplementationof a framework to supportdistributedintru-
siondetectionsystems.Theconceptsdescribedhereinassumeasystemcomprisedof intrusionde-
tectionclusters,eachoperationallyindependentandstrategicallyplacedthroughoutanautonomous
system.For needof anacronym this architectureis referredto asSHOMAR meaning“guardor
protect”in theHebrew language.

In [1], attentionis calledto thevulnerabilityof centralizedIntrusionDetectionSystems(IDSs)
statingthat they may becomethe subjectof intrusionandsubsequentcompromiseor fall victim
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to a denialof serviceattack. Many academicIDSs [16], [12] and [20], aswell ascommercial
IDSs, have a singlepoint of failure representedby the monitoringstation,the analyticalstation,
theinferenceengineor acombinationthereof.

Thekey motivationbehindSHOMAR is to provide for a systemof distributedintrusiondetec-
tion clusterswhich are independentof eachotheryet collaborateto form a collective Intrusion
DetectionSystem.

Bass[3] introducesthenotionof fusingdataoriginatingfrom heterogeneousdevicesasameans
of providing “CyberspaceSituationalAwareness”to detectandrespondto intrusions.In [2] they
introducea systemof autonomousagents,eachtasked with identifying a speci�c type of intru-
sion.TheIntrusionDetectionWorkingGroupof theInternetEngineeringTaskForce(IETF) have
proposedtheIntrusionDetectionMessageExchangeFormatDataModel (IDMEF) andExtensible
MarkupLanguage(XML)DocumentTypeDe�nition [4] to de�ne dataformatsandexchangepro-
ceduresfor sharinginformationbetweenintrusiondetectionsystems,responsesystems,andtheir
respective managementsystems. Likewise the IETF hasproposedthe Intrusion DetectionEx-
changeProtocol(IDXP) [7], anapplication-layerprotocolfor exchangingdatabetweenintrusion
detectionentities.

SHOMAR providesan alternative to the IETF's IDXP. It providesa uniform infrastructure,a
communicationsprotocolanda securityprotocolfor accessto heterogeneoushardwareandsoft-
warecomponents.Like theIETF's IntrusionDetectionMessageExchangeFormatit usesa com-
municationslanguagebasedon XML. SHOMAR goesbeyondtheIETF initiativeby usingXML
asthesolemediumfor dataexchangeof bothtext andbinarydata.

Our XML basedlanguageis calledthe CentaurusCapabilityMarkup Language(CCML) [9].
CCML provides an extensibleand simple contentdescriptiontransmissionformat. Unlike the
IETF's IDMEF we do not describea speci�c datamodel. This is not of any consequence,dueto
CCML's extensibility the IDMEF messagemaybe easilywrappedwithin a CCML messageand
transmitted.Moreover, any datamodelmaybeencapsulatedby, andtransmittedwithin, a CCML
message.The precisespeci�cationof event dataspeci�c to intrusiondetectionsystemsremains
thesubjectof ongoingresearch[5][13] [6]. Giventheabsenceof consensusamongresearcherswe
designedour framework to accommodateany datamodel.

In [21] and[10] we developedCentaurus2andVigil respectively. Centaurus2providesan in-
frastructureandcommunicationsprotocolfor servicediscovery, access,anddelivery in pervasive
computingenvironments.Centraurus2assumedthat all entitiesusingthe systemwereknown in
advanceandaccessrightswerestatic.In Vigil weextendedCentaurus2to allow for thedelegation
of rights to previously unknown, referredto as“foreign”, entities. In Vigil a known entity could
delegaterights to servicesto a foreign entity provided that the delegationwaspermittedby the
securitypolicy governingthesystem.

Theconceptsemployedin Centaurus2andVigil areparticularlyapplicableto a framework for
distributedintrusiondetectionbecausethey provide an infrastructurefor securecollaborationbe-
tweenproducersandconsumersof servicesirrespective of the underlyingcommunicationspro-
tocol. In SHOMAR, intrusiondetection(ID) probes,ID monitorsandID inferenceenginesare
consideredto beanIntrusionDetectionService,deliverableto any subscriberof thatservice.The
Centaurus2/Vigil architectureservesasthe basisfor the SHOMAR architecture,however, it was
optimizedfor intrusiondetectionservices.

Therestof thispaperis organizedasfollows: Section2 providesasynopsisof relatedresearch.
Section3 providesthedesignof theSHOMARarchitecture.Section4 detailsthecommunications
protocolusedby SHOMAR. Section5 detailsour implementationto includetheoperationaland
securityprotocols.Section6 presentsananalysisof SHOMAR.Weconcludewith Section7.
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2 RelatedWork

According to [2], [17] and [20], researchinterestin Distributed IntrusionDetectionSystems
(DIDS) hasincreasedbecausethey afford greatercoverageandsecurity. Accordingly, they hold
thatcentralizedanalysisseverelylimits thescalabilityof intrusiondetectionsystems.

PurdueUniversity'sCenterfor EducationandResearchin InformationAssuranceandSecurity
(CERIAS)producedtheAutonomousAgentsfor IntrusionDetection(AAFID) [2] and[19]. The
AAFID architectureconsistsof agents,transceivers, and monitors. In AAFID, agentsperform
somemonitoringfunction,do not communicatewith eachotherandreportto a transceiver. The
role of the transceiver is twofold: it tracksandcontrolsthe agentsthat report to it, processing
anddistributing their data,andit respondsto commandsissuedby its monitor. Like transceivers,
monitorshave controlanddataprocessingroles,however, they differ from transceiversby having
control over entitiesrunningon multiple hostswhile transceiversonly have control over entities
runninglocally.

TheAAFID architecture,which wasprototypedusingPerl, follows a strict hierarchicalmodel,
aswell asa strict datamodelcommandstructure. The implication is that if new agentsimple-
mentingnew functionalitieswerede�ned, AAFID would requiremodi�cation to the underlying
architecture.

In their paperdescribingthe AAFID system,Spafford andZamboniobserve that a scripting
languagesuchasPerl is too resourceintensive. Ultimately, the useof Perl leadto performance
issues. They do no report any empirical or experimentalresultsnor do the detail the manner
in which the AAFID systemwas tested. The do statehowever, “that AAFID was to serve as
an experimentaltestbed.As suchit helpedto identify questionsthat have not beencompletely
answeredby pastintrusiondetectionresearch”.

AAFID is in starkcontrastto SHOMAR.SHOMAR makesno assumptionsasto thecommand
andcontrolstructureor thedatamodelemployedby theintrusiondetectionsystem.TheSHOMAR
architectureis highly versatile,in thatit accommodatesasystemof systems,asingularhierarchical
system,aswell asarchitecturesin betweenthetwo.

TheGrIDS(GraphBasedIntrusionDetectionSystemfor LargeNetworks)[20] developedatthe
Universityof California at Davis wasdesignedto analyzenetwork activity on TCP/IPnetworks.
GrIDS modelsa network asa hierarchyof departmentsand hostswherehostsconsistof a data
sourceanda softwarecontrolleranddepartmentsarecollectionsof hostsandsoftwaremanager
anda graphengine. The graphenginereceivesinput from datasourcesandbuilds graphsfrom
thedata.This graphis passedup to its parentgraphengine.This processis repeateduntil thetop
graphengineis reached.Datasourcesareeithernetwork sniffersor anIDS thatworkson a single
host. The softwaremanageris responsiblefor managingthe hierarchyanddistributedmodules.
All GrIDS softwarecomponentshave a standardinterface. The intentionof GrIDS is that it be
extensible,allowing any IDS to bedroppedinto it.

In GrIDS,all graphspropagateupwards.To preventagraphfrom becomingintractableanentire
departmentmayberepresentedasa singlenode.In GrIDS,a centralizedorganizationalhierarchy
servermaintainstheglobalview of theentirehierarchy.

TheSHOMARmodelsigni�cantly differsfromGrIDSbecauseGrIDSrequirescentralizedman-
agementof thehierarchyfrom thetop level down. In GrIDS,carefulattentionmustbepaidto the
administrationtasksof addinghosts,moving departments(LAN segments),or changingtheloca-
tion of a graphenginesothatany changehappensatomicallyandthegraphis left in a consistent
state.In SHOMAR, administration(aswill bedetailed)is doneby makingchangesto theCapa-
bility Matrix in theCapabilityManager. SHOMAR,althoughsupportinga hierarchicalsystemof
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managementdoesnotrequireit. Moreover, SHOMARfacilitatesthe�o w of informationregarding
intrusivebehavior from any point to any point in thesystemwhile GrIDSassumesthatinformation
�o ws from thebottomof thehierarchyto thetop.

In their paperdocumentingGrIDS, Staniford-Chen,et al. statethatGrIDS wasdevelopedasa
proof of conceptfor their approachto scalabilityandaggregation. They furtherstatethat their is
considerableamountof work yet to becompletedon GrIDS andthata prototypeimplementation
is nearlycomplete.

EMERALD (EventMonitoringEnablingResponsesto AnomalousLiveDisturbances)is anen-
vironmentfor anomalyandmisusedetection[17]. EMERALD developmentwaspredicatedupon
severalyearsof IDS experienceat theComputerScienceLaboratoryatSRI International.EMER-
ALD wasdesignedupona building block architecturein orderto useindependentanddistributed
monitorsto detectandrespondto maliciousactivity. Theseindependentcomponentsinter-operate
to form ananalysishierarchy. Thebasicarchitecturalstructureis comprisedof threecomponents;
pro�ler engines,signature engines,and resolvers, which togetherform the EMERALD moni-
tor. Pro�ler enginesperformstatisticalanomalydetection,signatureenginesperformsignature,or
misuse,detectionandresolversrespondto suspectedmisuseby deploying countermeasures.An
EMERALD monitorcanstandaloneor maybecon�guredhierarchicallyto provide inter-domain
interconnectivity.

According to [15] EMERALD is in-line with both the CommonIntrusion DetectionFormat
(CIDF) [11] and the IETF's IntrusionDetectionWorking Group's standardizationeffort [4] [7]
to make IDSs inter-operable.Speci�cally, CIDF is aneffort to developprotocolsandapplication
programminginterfacesso that intrusion detectionresearchprojectscan shareinformationand
resourcesandso that intrusiondetectioncomponentscanbe reusedin othersystems,while the
IETF effort is to de�ne dataformatsandexchangeproceduresfor sharinginformationof interestto
intrusiondetectionandresponsesystems,andto managementsystemswhich mayneedto interact
with them.Accordingly, theIETF effort andtheCIDF de�ne differing datamodelsandexchange
protocols,henceit would be dif�cult for EMERALD to be simultaneoulsy“in-line” with both
efforts.

SRIInternationalhasconsiderableresearchexperiencein the�eld of intrusiondetection.EMER-
ALD, their most currentendeavor, is a culminationof that experience. As previously stated,
EMERALD de�nes the EMERALD Monitor explicitly de�ning a threecomponentframework
(SignatureBasedDetector, Anomaly Detector, anda Responsemechanism)anda target speci�c
objectlibrary. At their lastreporting[15], SRI wasjust beginningto experimentwith eventcorre-
lation within thecontext of EMERALD. In all of the literaturedescribingEMERALD [15], [17]
andits attendantsub-systems:eXpertBSM [14], P-BEST[?], Live Traf�c Analysis[?], eBayes
[22] andProbabilisticalertcorrelation[?], theauthorshavenotdetailedtheresultsof experiments
eitherquantitatively or qualitatively.

EMERALD andits attendantsystemsdid participatein theDARPA Off-Line IntrusionEvalua-
tions,wherethehighestaveragedetectionratefor thetopperformingsystemin eachcategorywas
64 %.

Like EMERALD, SHOMAR providesa framework for hierarchicalintegration. However, un-
likeEMERALD'sstricthierarchicalarrangementconsistingof threecomponentmonitors,SHOMAR
providesa peer-to-peerframework for ID servicesintegration. Althoughthe IETF andCIDF ini-
tiativesspecifydifferentdatamodels,SHOMAR supportsbothbecauseit makesno assumptions
regardingthe ID entitiesemploying the architecture.Communicatingentities,however, mustbe
ableto understandeachother'sdataformats.
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3 Design

SHOMAR is designedto control accessto, andfacilitatecommunicationsbetween,intrusion
detectionserviceswithin anautonomoussystem.Unlike any of theframeworksandarchitectures
detailedin Chapter??, or Section?? of this chapter, SHOMAR provides a secureframework
(authentication,accesscontrol, anti-playback,andnon-repudiation)for ID Systems.SHOMAR
consistsof four functionalcomponents:SHOMARCerti�cate Authority, CapabilityManager, In-
trusionDetectionManagers (IDS Manager),andID Services.

Figure1 illustratesthe basicunit within SHOMAR, referredto asan “ID Cluster”. The ID
Clusteris comprisedof anIDS ManagerandID Services.

IDS Manager


ID Service


Figure 1. An ID Cluster ­ the basic unit within the SHOMAR Framework

TheIDS Managerservesasthe“clusterhead”for eachIDS cluster. Thenext componentis an
ID Service.In SHOMAR, thenotionof anIntrusionDetection(ID) Serviceis abstract,examples
of ID servicesinclude,but arenot limited to: a packet snif�ng service,a DDoSdetector, a service
that readsandreportson a host's systemlogs, an alarmstation,a managementstation,etc.; no
assumptionsaremadeaboutthecapabilities,inputsandoutputsof eachservice.We assumethat,
in additionto beinga producerof someservice,anID Servicemayalsobea consumerof another
ID Service'sproduct,providedtheproducingservicepermitsit. Theprotocolfor accessto services
is detailedin Section3.3.

SHOMARassumesa logicalhierarchyacrossanautonomoussystem.Therefore,theIDS Man-
agerof a lower level ID Clustermay be an ID Serviceof a higherlevel ID Cluster. This hierar-
chical conceptfacilitatesthe aggregationof informationacrossthe autonomoussystem,creating
end-to-endsituationalawareness.For example,eachIDS Managercouldaggregatetheoutputof
its immediatelyconnectedID Services,forwardinginformationof consequenceto otherIDS Man-
agers.Figure2 illustratestheSHOMAR framework within thecontext of anOpenShortestPath
First (OSPF)network.

To facilitatecommunicationsmediaindependence,entitiesin SHOMAR areidenti�ed by han-
dlesinsteadof network addresses.An examplehandleis of theform IDDevice1.cadip.cs.umbc.edu
or IDSManager.cs.umbc.edu.. Becauseof SHOMAR's logical hierarchy, theroutingof messages
followsa treelikestructurewhereeachlevel of thetreeis representativeof somelogical division,
for example:cs.umbc.eduis theparentof cadip.cs.umbc.edu.

The other two componentsof the SHOMAR framework arethe Certi�cate Authority andthe
CapabilityManager. TheCerti�cate Authority is partof thelightweightPKI. TheCerti�cate Au-
thority generatesandsignsx.509 version3 digital certi�cates for eachentity in the systemand
respondsto certi�cate validationqueriesfrom IDS Managers.TheCapabilityManagermaintains
an accessmatrix of an entity's rights, which arebasedupongroupmemberships,for all entities
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Figure 2. The SHOMAR Framework with an OSPF Network

within the systemand respondsto requestsfor group membership.The following subsections
detaileachcomponent:

3.1 SHOMAR Certi�cate Authority

In SHOMAR,theCerti�cateAuthority is usedto producex.509version3 digital certi�cates[8].
Here,certi�cate requestandissuanceis ancillary to the system.Althoughaccomplished“out of
band”whena certi�cate requestfrom a SHOMAR entity is �lled, theentity receivesits requested
x509v3 certi�cate signedby theCerti�cate Authority andtheCerti�cate Authority's self-signed
certi�cate. TheCerti�cate Authority'sself signedcerti�cate is subsequentlyusedto validateother
entities' certi�cates. In SHOMAR, certi�cates may be storedand protectedon a smartcardor
storedin aPKCS#11container.

Certi�cate generationandsigningis typically a onetime occurrencefor any entity within the
SHOMAR System.This is in contrastto a typical PKI wheretheCerti�cate Authority makesits
registrant'spubliccerti�catesavailablein anon-linerepositoryandprovidesanon-lineCerti�cate
RevocationList (CRL) whereinclusionindicatesthata givencerti�cate is, for oneof many pos-
siblereasons,invalid. As previously stated,SHOMAR usesa simpli�ed PKI. In SHOMAR,each
entity presentsits certi�cate to its CapabilityManagerwhenit registers(the registrationprocess
is detailedin Section5.3). Ratherthanusea CRL to signala problemwith anentity, theentity's
entryin theCapabilityManageris blocked,consequentlypreventingall accessby thatentity to the
SHOMAR system.This precludesthenecessityof maintaininga CRL, which mustbesignedby
theCerti�cate Authority eachtime it is modi�ed.
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An IDS Managerveri�es theauthenticityof its storedcopy of theCerti�cate Authority'scerti�-
cateby sendingtheCerti�cate Authority a validationquery. The Certi�cate Authority repliesto
thequerywith ���������
	���
���
���������������� �����"!#! . In SHOMAR,theCerti�cateAuthority'scerti�cateSHA-1
messagedigestis usedastheveri�er. To verify thevalidity of its copy of theCerti�cateAuthority's
certi�cate, theID Managertestsif:

(CA'scerti�cate SHA-1messagedigest) $&%'��(*),+-�/.0��
��1�2�3�������
	
��
2��
2� ((veri�er))) (1)

If the testpasses,thenthe copy of Certi�cate Authority's privatekey is valid andany object
signedby thatkey is alsovalid.

This Lightweight PKI, in contrastto the traditionalPKI, doesnot maintaina CRL, doesnot
transmitits key via thenetwork anddoesnot distributeuser's certi�catesor public keys. Rather,
theIDS Managerveri�es thatits copy of theCerti�cate Authority'scerti�cate remainsvalid. This
is donewithout transferringany keysor certi�catesvia thenetwork. In turn theIDS Managerwill
ensurethatall certi�catesthatit receivesfrom clientshavebeensignedby theCerti�cateAuthority.

3.2 SHOMAR Capability Manager

The SHOMAR CapabilityManageris responsiblefor maintainingandcommunicatinggroup
membership(s)of all entitiesin the SHOMAR system. Entities include IDS Managersand ID
Services.Groupmembershipmaybeasgeneralas“umbc.edu” (meaningthatonly entitiesin the
groupumbc.eduareallowedaccess),morerestrictiveas“cs.umbc.edu”, or evensogranularasonly
thenamedService“ddos-service.cadip.cs.umbc.edu”, which implies thatonly thenamedService
is allowedaccess.

WhentheCapabilityManageris initializedit readsits x.509v3digital certi�cateanditsPKCS#11
[18] wrappedprivatekey from a secure�le andstoresit into local memory. It alsoreadsandin-
dexesthecapability�le containingthegroupmembershipof all entitieswithin thesystem,aswell
asstoringthetimestampof thecapability�le.

Whenagroupmembershiprequestis receivedfrom anIDS Manager, theSHOMARCapability
Managercomparesthe currenttime stampon the capability �le with the time stampof the last
�le read,if they arenot equalit re-readsthe capability �le. This featureallows for a dynamic
administration,to includerightsrevocation,of thecapability�le.

In responseto agroupmembershiprequest,theSHOMARCapabilityManagersendsamessage
containingthesubject's groupmemberships.Theresponseis digitally signedwith theCapability
Manager'sprivatekey.

Figure3 shows a high level view of theCerti�cate Authority, CapabilityManager(s),andIDS
Managers.It shouldbenotedthat therecouldbemultiple CapabilityManagerswhereoneCapa-
bility Managerservesseveral IDS Managers.In theeventof multiple CapabilityManagerseach
instancewill replicatethecapabilitydatabase.During initialization, eachID Managerlearnsthe
locationof its CapabilityManagerfrom its con�guration �le andcommunicateswith thatCapa-
bility Managerdirectly. At the �rst communicationexchangebetweenthe IDS Managerandthe
CapabilityManager, theIDS ManagerrequestsandvalidatestheCapabilityManager'scerti�cate,
which it receivesencodedin asignedCCML message.

3.3 IDS Manager

IDS Managersserve asthe “cluster head” of their respective clustersandareresponsiblefor
ensuringsecuritythroughoutthesystem.All intra-clustercommunicationspassthroughthe IDS
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Figure 3. IDS Manager, Capability Manager, and Certi�cate Authority Overview

Managerwhoauthenticatesthemonbehalfof its attachedID Services.
Logically, IDS Managersarearrangedin tree-like structureandform thecoreof theSHOMAR

system.IDS Managersareidenti�ed by their “locations”,or handles.With theexceptionof Group
Membershiprequeststo theCapabilityManagerandcerti�cate validationrequeststo theCerti�-
cateAuthority all messagesareroutedthroughthehierarchyof ID Managersusingthehandleto
determinewhereto forwardeachmessage.

All ID Servicesrely uponthe IDS Managerto broker requestsfor servicesbetweenproducers
andconsumersof ID services.Consequently, eachID Serviceis only concernedwith the trust
relationshipwith its immediatelyconnectedIDS Manager. In turn, IDS Managersestablishtrust
relationshipswith their parentIDS Manageraswell asotherIDS Managers.

WhenanIDS Managerinitializes,it readsits handleof theform: servicename, its parent'shan-
dle of theform: IDSManager.cadip.cs.umbc.edu, its CapabilityManager's address,theCerti�cate
Authority'saddress,andthehandleof IDS Managerswithin its samelevel of hierarchyfrom acon-
�guration �le. EachIDS Managerstartswith its own digital certi�cate andcorrespondingprivate
key, andthedigital certi�cate of theCerti�cate Authority.

Uponstartup thefollowing sequenceof eventsoccur:

1. The IDS Managersendsa certi�cate veri�cation requestto theCerti�cate Authority to as-
certainthatthelocalcopy of theCerti�cate Authority'scerti�cate is valid.

2. In response,the IDS Managerreceivesa signedcerti�cate veri�cation responsefrom the
Certi�cate Authority. The IDS Managerveri�es thesignatureof theresponseaccordingto
Equation(1).

3. TheIDS Managersendsacerti�cate requestto its CapabilityManager.

4. The IDS Managerreceivesa certi�cate responsefrom the CapabilityManager. It veri�es
thatthecerti�cate containedin themessagewassignedby theCerti�cate Authority andalso
veri�es thatthesignatureof themessageis valid.

5. If theIDSManageris notthetopmostIDSManagerof thedomain�������������
	 $��
� �1�������������������0� ! ,
registerwith theparentIDS Managerby sendingaCCML registrationmessagethatcontains
a copy of the registeringID Manager's digital certi�cate that hasbeenconvertedfrom its
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ANS.1encodingto Base64string. Theentiremessageis signedaccordingto Equation(4).
Thedigital signatureis alsoconvertedto Base64stringandinsertedinto theCCML message.

6. The receiving IDS Managerextractsthe certi�cate, veri�es the signatureandveri�es the
expressionusing Equation(6) to prevent replay attacks. Here � is the maximumround
trip timeof any messagein theSHOMARsystem,andis acon�gurableparameter. Whenall
stepsaresuccessfullyperformed,thereceiving IDS ManagerregistersthesendingIDS Man-
agerin its tableof pendingServicesandsendsagroupmembershiprequestto theCapability
Manager.

Thumbprint� Certi�cate!3$ %��������
	���
���������� SHA-1� Certi�cate!#! (2)

SHA-1� CCML message! (3)

�3�������
	���
���
��"� SHA-1� OriginalRegistrationRequestCCML message!�! (4)

MessageSignature$&%'��(*),+ �/.0��
2�

�2�3�������
	���
���
��"� SHA-1� OriginalRegistrationRequestCCML message!�!#! (5)

�

��� ��� � ��� � � Original RegistrationRequestCCML message!��

���

$

�

��� ��� � ��� � � ID Manager! (6)

7. Oncethegroupmembershipresponseis receivedfrom theCapabilityManagertheregistra-
tion is changedfrom pendingto registeredanda digitally signedregistrationacknowledg-
mentcontainingtheparentIDS Manager's digital certi�cate is sentto theregistrant.

8. OncearegistrationacknowledgmenthasbeenreceivedtheregisteringIDS Manageraccepts
communicationsfrom registrant.

9. IDS Managersat any level mayregisterwith IDS Managersat any otherlevel of hierarchy.
When an IDS Managerreceives a CCML messagedestinedfor anotherIDS Managerit
forwardstheCCML messageaccordingto therulesdetailedunderSecurityProtocol(Section
5.2). subnetin asimilar fashion.

The IDS Managermaintainsa tableof pro�les for all entitiesregisteredwith it. Information
containedin the pro�le table includesthe entity's certi�cate, groupmemberships,location(the
IDS Managerto which it is immediatelyconnected),name,andpermissibleaccessgroups.Table
1 illustratesthecontentsof thepro�le table:
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Element Contents
handle thenameof theservice
parent thenameof theIDS Managerto which it is connected
Address network address
accessgroups accessgroupsto which theentitybelongs
membergroups groupsin whichmembershipis required

for accessto theservice
registeredentities a list of all entitiesregistered

with theparticularservice
crypto-storage aclasscontainingtheentity'sdigital certi�cate,

its privatekey (populatedonly for thekey holder),
andfunctionsfor cryptographicoperations

Table 1. IDS Manager Pro�le Table

3.4 ID Service

As stated,an ID Servicemay be both a provider aswell asa consumerof a service. All ID
Servicesmustregisterwith its IDS Managerprior to accessingany servicesor makingits services
available.At registration,anID Servicewill, in additionto sendingits digital certi�cate, transmita
list of groupmembershipsrequiredfor otherID Servicesto accessits services.TheIDS Manager
will storetheID Service'scerti�cate, list of membershipsrequiredfor accessto theserviceandthe
list of groupmemberships(acquiredfrom theCapabilityManager)for the ID Servicein the IDS
Manager'suserpro�le table.OncetheID Servicehasregisteredwith its IDS Managerits services
areavailableto the IDS Manageraswell asto any otherServiceconnectedto its IDS Manager,
providing theotherservicehasbeengiventheappropriaterights.

Uponsuccessfulregistrationwith anIDS ManagertheID Servicealsoreceivesa list of all other
Servicestowhichit hasaccess.TheID ServicemayelecttosubscribetoanotherID Service.When
anID Servicesubscribeswith anotherID ServiceThesubscribingservicereceivesaninterfaceto
theserviceto which it subscribedto. Theinterfaceis transmittedin aCCML message.

The following processenumeratesthesequenceof eventsduring ID Serviceregistrationto an
IDS Manager:

1. The ID Servicesendsa registrationrequestmessageto its IDS Manager. The registration
messageincludesa copy of the ID Service's digital certi�cate anda list of groupswherein
membershipallowsaccessto theService.Thismessageis digitally signedby theClient.

2. Uponreceiptof theregistrationrequest,theIDS Managerfollowsthesamesequenceof steps
thataparentIDS Managerfollowswhenregisteringoneof its child IDS Managers.

3. The IDS Managerveri�es the ID Serviceby queryingthe Capability Manager, verifying
that the ID Service's certi�cate was signedby the Certi�cate Authority, and that the ID
Service's registrationrequestwassignedby thatspeci�c ID Service.Onceveri�ed it sends
the ID Servicea RegistrationResponseMessagecon�rming registration. TheRegistration
Responsemessagecontainsacopy of theIDS Manager'sdigital certi�cate.

4. Uponreceiptof theRegistrationResponsethe ID ServicestorestheIDS Manager's digital
certi�cate which is usedto validateall communicationsbetweenthetwo entities.
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Figure 4. An example IDS Manager and ID Service con�guration

OnceanID Servicehassuccessfullyregistered,it mayrequestandreceivevia theIDS Manager
aninterfaceto all servicesto which it hasrights. Recallthatan ID Serviceis only providedwith
aninterfaceto otherID Servicesregisteredwith its IDS Managerandto which it hasaccessrights.
Figure4 illustratesanIDS Managerat cs.umbc.eduhaving two registeredID Servicesandaswell
ashaving two otherIDS Managersregisteredwith it. Figure5 depictsthescenariowheretheIDS
Manageratgvl.cs.umbc.eduis registeredasanID Serviceto theIDS Managerlocatedatumbc.edu.
Althoughtraf�c betweenthetwo followsthepathdemarcatedby thedashedline theauthentication
andveri�cation processis only betweenthosetwo entitiesanddoesnot involve the intermediate
IDS Managers.
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Figure 5. Example of Multiple ID Manager Registrations sho wing ID Manager Pro�les

4 Entity Communication in SHOMAR

The information �o w in this systemis strictly in the form of CCML, which is built on top
of XML. The CCML messagede�nes a source,destination,destinationlocation,messagetype
(detailedin Section5.3), data(a digital certi�cate, interfacefeatures,Serviceinformation,etc.),
theIETF's IDMEF, andadigital signature.

Figure6 shows the elementsandattributesof a CCML message.Note theremay be asmany
elementsof type“attrib” asneeded.

Theuseof ahandlefor addressingSHOMARentitiesenableentity communicationirrespective
of theunderlyingcommunicationsmedium.For example,anID Serviceregisteredto theIDSMan-
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<ccml version="2.0">
<system>

<source name=" " />
<destination name=" " location=" " />
<time></time>
<message>''message id'' </message>
<compression type="none" />
<action type=" " />

</system>
<data>

<attrib name="" type="CERTIFICATE" value=" " />
<attrib name=" " type="VERIFIER" value="" />
<attrib name=" " type=" " value=" " />
<attrib name=" " type=" " value=" " />

</data>
<info>

<IETF>''IDMEF'' </IETF>
<Description> ''IDMEF message''</Description>

</info>
<dsig> </dsig>

</ccml>

Figure 6. Elements and Attrib utes of a CCML Message

ageratLAIT.CS.UMBC.EDUwishingtosubscribetoanID ServiceregisteredatLAIT.CS.UMBC.EDU
wouldsendtherequestaddressedasfollows:

Sourcename: IDS Manager1
SourceLocation: LAIT.CS.UMBC.EDU
DestinationName: IDS Manager0
DestinationLocation: UMBC.EDU

A messageaddressedas shown is passedthroughthe tree of IDS Managersaccordingto a
substringmatchuntil thedestinationlocationis reached.

Whentwo ID Servicescommunicate,theCCML message(messagetypesaredescribedin Sec-
tion 5.3) is sent to the entity's IDS Manager. In turn the IDS Managerveri�es the signature,
re-signsit, andforwardsit to therecipient.Forwardingis baseduponcomparingthehandleof the
destinationlocationto thehandleof thepresentlocation.MessagingbetweenID Servicesstaywith
thetheIDS Cluster, however, messagingbetweenIDS Managerscanpropagatebetweenlevelsof
thesystemhierarchy.

Althoughwe restrictID Servicecommunicationsto thoseregisteredto thesameIDS Manager,
this restrictionis solely policy based.The SHOMAR architecturesupportscommunicationsbe-
tweenany two entitiesregardlessof theirplacementwithin thehierarchy.

As previously stated,whenanID Serviceregisterswith its IDS Manager, theservicetransmits
a list of groupswhereinmembershipin thosegroupsimplies that anotherserviceis permitted
accessto the service.Additionally, the IDS Managerrequestsa list of groupmembershipsfrom
theCapabilityManagerto ascertaintheaccessrightsof theregisteringservice.
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Althougha serviceis only givenan interfaceto servicesto which it is authorized,all requests
to accessservicesare re-veri�ed to ensurethat the servicepossessesthe requisiterights. This
validationfor accessrightsis shown in Equation(7).

�

% �3����� ���*���������
	�� � � ��� ��� � � � ��
�� � � ���

�

% � ���1� ���*��� �����*� ���������
	�� � (7)

5 Implementation

Thegoalof instantiatingsecurity, speci�cally: authentication,accesscontrol,non-repudiation,
andanti-playback,asa primarycomponentof SHOMAR,washeavily in�uencedby thedesireto
makesecurityasunobtrusiveaspossible.I believethatthesystemdesignis bothhighly secureand
thatthesecuritycontrolsarenearlytransparent.This taskwasaccomplishedthroughtheuseof the
following toolsandmechanisms:

1. A simpli�ed PublicKey Infrastructure.

2. X.509version3 Digital Certi�cate.s

3. PKCS#11containersfor privatekeysstoredoncomputingdevicesandSmartCards.

4. CapabilityMatrix.

SHOMAR wasprototypedusingJava. All IDS Managersareinitialized from the sameclass.
Communicationwith thenetwork layer is providedby a singleclassNetworkMessage.class. For
our prototypewe assumeTCP/IPnetwork. SHOMAR will operateover differentnetworking in-
frastructuresby modify this classfor theappropriatenetwork type.

5.1 Simpli�ed Public Key Infrastructur eand X.509version3 Digital Certi�cates

Typically aPublicKey Infrastructureconsistsof a Certi�cation Authority (CA) to includeReg-
istrationAuthorities(RA), certi�cate holders,usersthat validatedigital signaturesandtheir cer-
ti�cation pathsfrom a known public key of a trustedCA, andrepositoriesthat storeandmake
availablecerti�catesandCerti�cate RevocationLists (CRLs).

Accordingly, thesimpli�ed PublicKey Infrastructureconsistsof theCerti�cateAuthorityhaving
its self-issuedandself-signeddigital certi�cate containingits public key. EachSHOMAR entity
(IDS Manager, ID Service,andCapabilityManager)is issuedandpossessesa digital certi�cate
andprivatekey aswell asthedigital certi�cate of theCerti�cate Authority.

Generallyin a PKI system,certi�cates are madeavailable in an on-line repository. Conse-
quently, whenauserneedsanentity'sdigital certi�cate, it is requestedfrom sucha repositoryand
assumedto bevalid onceit is receivedandhasveri�ed thecerti�catesigningchainalongtheentire
pathto thetop level signatureauthority. In aPKI implementationcerti�cate repositoriesandCRLs
haveahighdegreeof administrativeoverhead.Thisoverheadandtheaccompanying network traf-
�c imposedby certi�cate acquisitionandthe signatureveri�cation is mitigatedin SHOMAR by
its simpli�ed PKI framework. Ratherthenimplementingcerti�cate repositoriesanda Certi�cate
RevocationList (CLR), eachentityhasits own certi�cate andacopy of theCerti�cate Authority's
certi�cate. Upon startup, andoptionally at con�gurable intervals, an IDS Managerveri�es the
Certi�cate Authority'scerti�cate thatit possesses.In turn thiscerti�cate is usedto verify thateach
certi�cate presentedto theIDS Managerhasbeensignedby theCerti�cate Authority. In addition,
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insteadof maintaininga CRL, theCapabilityManager(s)hasanentry for eachvalid useron the
system.Theabsenceof anentryin theCapabilityManager'scapabilitymatrixfor any entityblocks
thatentity from any andall accessesto thesystem.

SmartCardsareusedfor storageof thedigital certi�cate andprivatekey of someentitiesand
PKCS#11containersareusedfor storageof theprivatekeysof otherentities.At initialization,the
entity, assumedto bea humanactingon theentity's behalf,unlocksthe cardby enteringa Card
Holder Veri�cation Value(CHV) gainingaccessto the card. The digital certi�cate is exported
from thecardandis availablefor presentationwhenever theClient registersto a ID Manager. On
thoseentitiesusinga PKCS#11container, antrustedoperatorentersthepassphraseto unlockthe
containerandreadtheprivatekey into memory.

PKCS #11 describessyntaxfor private-key information. Private-key information includesa
privatekey for somepublic-key algorithmanda setof attributes. The PKCS#11 standardalso
describessyntaxfor encryptedprivatekeys. A password-basedencryptionalgorithm,asdescribed
in PKCS#5, is usedto encryptthe private-key information. The privatekey of IDS Managers,
the CapabilityManager, andID Servicesthat do not have smartcards,is storedin a PKCS#11
containerin aregularFile System.Weassumethatsometrustedoperatorwill enterthepassphrase
on systeminitialization.

5.2 Security Protocol

TheIDS Manageris responsiblefor ensuringtheintegrity of theSHOMAR system.As stated,
eachIDS Managerhasa copy of theCerti�cate Authority's certi�cate. As will beexplainedbe-
low, an IDS Managerto which an ID Serviceis registeredis responsiblefor authorizingCCML
messagesdestinedto the Service.The following describesthe securityprotocolimplementedin
SHOMARby theIDS Manager(s).

1. Uponreceiving anID Servicecerti�cate,verify thecerti�cateby ensuringthatthecerti�cate
wasdigitally signedby the Certi�cate Authority's privatekey. Whensigninga message,
computethe signatureusingEquation(4), convert it to Base64string andinsertit into the
message.Whenverifying themessagecomparethemessagedigestfrom Equation(3) with
thedecryptedsignaturefrom Equation(4), andverify thetimestampusingEquation(6).

2. If it is the initial registrationthe registrantgeneratesa RegistrationRequestthat includes
a copy of the registrant's digital certi�cate. The certi�cate is convertedfrom ANS.1 to
hexadecimalstringandinsertedinto the registrationmessage.Themessageis thensigned
by thesender. Uponreceiptof theRegistrationRequest,oneof thefollowing � vecaseswill
holdandtheIDS Managerwill respondaccordingly.

(a) If themessageis a registrationrequestandis from a child IDS Manager. The parent
IDS Managerveri�es thecerti�cate andthemessagesignature,andrequeststhegroup
membershipfrom theCapabilityManager. Onceeverythingis veri�ed, it establishesa
Servicepro�le for thechild IDS Manager. Thepro�le containstheregistrant's digital
certi�cate, in ANS.1encoding,accessgroups,membergroups,name,andlocation. It
thentransmitsaregistrationresponsemessagecontainingtheregisteringID Manager's
digital certi�cate. In turn the child IDS Managerfollows the samestepsto verify its
parent.

(b) If the IDS Manageris both the sourceanddestinationIDS Manager, thenthe origi-
natorof themessageis oneof its immediatelyconnectedservices.TheIDS Manager
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veri�es thecerti�cate andthe message's signatureandrequeststhe registrant's group
membershipfrom the CapabilityManager. Onceeverythingis veri�ed, it establishes
a Servicepro�le storing the pro�le in its userdatabaseand transmitsa registration
responsemessagecontainingits digital certi�cate.

(c) If theIDS Manageris thesourceIDS Managerbut is not thedestinationIDS Manager,
this indicatesthat theregisteringServicehasalreadyregisteredwith its IDS Manager.
The sourceIDS Managerveri�es the digital signatureof the message,placesits cer-
ti�cate into themessage,re-signsthemessage,andforwardsit to thedestinationIDS
Manager.

(d) If theIDS Manageris neitherthesourcenor thedestinationIDS Manager, it forwards
themessageto eitherits parentor oneof its childrenbasedupona substringmatchof
thedestinationhandleandits handle.

(e) If theIDS Manageris thedestinationIDS Managerandis not thesourceIDS Manager,
it veri�es the certi�cate to ensureit wassignedby the Certi�cate Authority, veri�es
thesignatureof themessage,andrequeststheregistrant'sgroupmembershipfrom the
CapabilityManager. Onceeverythingis veri�ed, it addsthe registrant's pro�le to its
userdatabase,andsendsa registrationresponseto the registrantcontainingits digital
certi�cate. When the registrant's IDS Managerreceives the registrationresponseit
addsthesendingIDS Managerto its Servicedatabase,resignstheregistrationresponse
andforwardstheresponseto theService.

3. Uponreceiptof a message,theIDS Managerwill verify thesignaturecontainedin themes-
sage,ensuringthatit wassignedby senderandwill verify thatthesenderhastheappropriate
rightswith thedestination.If thesignatureandrightsarevalid it will resignthemessageand
forwardit to thedestination,eitherup,down,or laterallybaseduponthedestinationaddress.

5.3 Operational Protocol

ThefollowingenumeratesSHOMARmessagetypes,theinitiator, thereceiverandtheirresultant
action:

1. Registration RequestFrom: ServiceTo: IDS Manager. Containsthe registrant's digital
certi�cate andis signedby theregistrant.If theregistrantis alreadyregistered,it is �rst de-
registeredandaccessto all previously subscribedservicesareterminatedandtheregistrant
is re-registered.

2. RegistrationResponseFrom: IDS ManagerTo: ID Service.Signedby thesender. Transmit-
tedoncethegroupmembershipsarereceivedfrom theCapabilityManager.

3. De-RegistrationRequestFrom: ID ServiceTo: IDS Manager. Signedbysender. Thesenders
pro�le is deletedfrom theIDS Manager, andall subscriptionsareremovedfrom ID Service.

4. De-Registration ResponseFrom: IDS ManagerTo: ID Service.Signedby thesender, it is
assumedthatthedestinationdoesnot receive thismessage.

5. GroupMembershipRequestFrom: IDS ManagerTo: CapabilityManager. Sentto theCapa-
bility Managerfrom a IDS Managerrequestingthegroupmembershipsof someentity.
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6. GroupMembershipResponseFrom: CapabilityManagerTo: IDS Manager. Signedby the
CapabilityManager. Containsgroupmembershipsof thesubject.

7. ServiceList RequestFrom: ID ServiceTo: IDS Manager. Signedby thesendingID Service
requestinga listing of availableservices.

8. ServiceList ResponseFrom: IDS ManagerTo: ID Service.Signedby thesender, informs
theServiceof availableservicesregisteredwith thatIDS Manager.

9. SubscriptionRequestFrom: ID ServiceTo: IDS Manager. Signedby the sendingService
requestingsubscriptionto aparticularservice.In additionto verifying thesignaturetheIDS
Managerveri�es thattheuserhasaccessrightsto therequestedservice.

10. SubscriptionResponseFrom: IDS ManagerTo: ID Service.If theuserhasaccessrightsto
therequestedserviceasubscriptionresponseis signedandsentto theService.

11. CommandFrom: ID ServiceTo: ID Service. A requestto someServiceto changestate.
Signedby the userand received by the servicesIDS Managerwhereboth the signature
andtheuser's accessrights to theserviceareveri�ed. Re-signedby the IDS Managerand
transmittedto theServicefor �nal arbitration.

12. UpdateFrom: ID Service(service)To: ID Service(consumer).Signedby theServiceand
sentto theuservia theIDS Manager. TheIDS Managerveri�es thesignature,re-signsthe
messageandforwardsit to theUser. Additionally, the IDS Managersendsanupdateto all
otheruserssubscribedto theService.

6 Analysis

We have conductedan analysisof both the operationaland securityprotocolsemployed by
SHOMAR. In analyzingthe securityprotocolwe identi�ed the critical stepsandany associated
vulnerabilities. The operationalprotocolanalysiswasconductedon the basisof time andspace
complexity.

Security Protocol

TheSHOMAR securityprotocolemploys digital certi�cates,digital signatures,andpublic key
cryptography. TheCerti�cate Authority's (CA's) public key, containedin theCA's digital certi�-
cate,is usedto authenticatethe digital certi�cate of eachentity using the system. In turn, the
public key of eachentity is usedto authenticatecommunicationsfrom that entity. It is assumed
thattheprocessof generatingdigital certi�catesis secure.Eachentity startswith theCA's digital
certi�cate andtheir own digital certi�cate which weredistributed“out of band”. No privatekeys
areexchangedduringthecourseof business.

Thecritical stepsof thesecurityprotocolandtheir implicationsfollow:

1. Verifying theauthenticityof thecopy of theCA'sdigital certi�cate storedwith anentity.

If theCA is compromisedandtheroot certi�cate is altered,or if thecopy of theCA's cer-
ti�cate storedat theentity is altered,theauthenticationcheckasde�ned in Equation1, will
fail. Thiswill resultin theentityceasingto functionbecauseit hasnowayof authenticating
communications.This constitutesa denialof serviceandwill be readily apparentto and
correctedby thesystemadministrator.
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2. At systeminitialization, an ID Managerobtainsa copy of theCapabilityManager's digital
certi�cate, verifying theauthenticityof thatcerti�cate.

If theCapabilityManageris compromisedandits digital certi�cate is alteredthenthecer-
ti�cate veri�cation processof Equation2, will fail andthe ID Managerwill not trust any
communicationsfrom theCapabilityManager.

3. Obtainanentity'saccesspermissionsfrom theCapabilityManager.

If thecommunicationcontaininganentity'saccessrightsis interceptedandalteredtheveri-
�cations accordingto Equations4 and6, will fail andthemessagewill bediscarded.

4. Duringtheregistrationprocesswhenanentitysendsacopy of its digital certi�cate to theser-
vice manager. Theauthenticityof theentity andits digital certi�cate areveri�ed according
to Equation(2).

If theregisteringentityhaspresentedacounterfeitcerti�ccate,or analteredor stolencerti�-
cate(having interceptedavalid digital certi�cate), theentitywill nothaveavalid privatekey
to signtheregistrationrequestasperEquation4, consequentlyveri�cation of thatmessage
usingEquation5, will fail.

Thereis somepossibilityof denialof servicetypeattacksresultingfrom SHOMAR operating
asspeci�ed.Speci�cally, resultingfrom thecompromiseof aSHOMARentity'sdigital certi�cate.
Otherwise,SHOMARis securefrom �ctitious or fraudulententities.

In thecurrentimplementation,communicationsbetweenSHOMAR entitiesarenot encrypted.
However, if needed,this featurecouldbeeasilyadded.Table1 depictspro�le informationstored
by SHOMAR entities. ID Servicesareonly concernedwith a one-to-onerelationshipwith IDS
Managers,consequentlyanID Serviceonly storesits own pro�le andthatof its IDS Manager. IDS
Managersstorepro�les for every entity to which it is connected.Recallthat this pro�le storesa
classcalledcrypto-storage. To addmessageencryption,theregistrationprocesswouldbeextended
to includetheselectionof a sessionkey generatedby theIDS Managerandtransmittedto theID
ServiceencryptedundertheID Service's public key. Thecrypto-storageclasswould bemodi�ed
to containthesharedsessionkey to beusedwith subsequentcommunicationsbetweentheentities
aswell assomeagreeduponsymmetricencryptionalgorithm.

Operational Protocol

SHOMAR hasnot beenquantitatively tested,it has,however, beenqualitatively testedfor us-
ability, functionality, andscalabilityby placingit into serviceasa real-timeinfrastructurein sup-
port of controllertypeservices.RecallthatSHOMAR supportsany datamodel,providedthatthe
senderandreceiveragreeonthemodel.SHOMARfunctionsin supportof light controllerservices,
audiocontrollerservices,temperaturecontrollerservices,etc.

Theimplementedframework is con�gured in a hierarchyapproximatingtheComputerScience
andElectricalEngineeringDepartmentat theUniversityof MarylandBaltimoreCounty. Wehave
con�gured our framework to enabletrustedcommunicationsbetweenapproximately150entities
in a heterogeneousenvironmentconsistingof desktopcomputers,laptopcomputersandPersonal
Digital Assistants(PDS)usingbothawirelessandwirednetwork. In thiscon�gurationour frame-
work functionswithout any performancedegradation.

Messagesize in SHOMAR variesaccordingto content,however, all messagescontaina 128
bytedigital signatureBase64encodedasa172bytestring.RegistrationandRegistrationResponse
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messagesincludethe1255to1291bytedigital certi�cateBase64encodedasan � 1700bytestring.
Note: theBase64encodingof binarydataresultsin anexpansionof theratio3:4.

Messagingcomplexity for ID Serviceto ID ServiceCommunicationsare:
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becausetheIDS Managerreceives,veri�es andforwardsthemessagefrom sourceto destination.
Thebestcasemessagingcomplexity for IDS Managerto IDS Manageris � wherethesourceand
destinationareonelogical level apart.Theworsecasemessagingcomplexity from IDS Manager
to IDS Manageris givenasfollows:

Let N = thenumberof IDS Managers.
Let H = theheightof thelogical IDS Managertree.
Let M = MessagingComplexity.
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In any securitysystem,a singlepoint of failure representsa seriousconcern. In many IDSs,
someenterprisemonitor, alarmstation,managementstationor analyticalunit representa single
point of failure. In SHOMAR, theCerti�cate Authority andtheCapabilityManageraresingular
units. However, onceanIDS Managerandits immediatelyconnectedID Servicesstart,theneed
for theCerti�cate Authority or theCapabilityManageris minimizedbecausethey areonly usedto
authenticateanentityandconvey thatentity's rightsuponsysteminitialization.

7 Conclusion

SHOMAR providesan openframework for distributedintrusiondetectionservicesthrougha
systemof IDS Managersthat enforcesecurity (accesscontrol, authentication,non-repudiation
andanti-playback).SHOMAR enablesserviceintegrationandaggregationacrossanautonomous
systemwhile makingno assumptionsasto the natureof intrusiondetectionservicesor the data
modelusedby thoseservices.SHOMAR exclusively usesXML for dataexchangebetweenIDS
components.SHOMAR utilizes a simpli�ed public key infrastructureto minimize run time key
andcerti�cate administrationwhile at thesametime providing a high degreeof assuranceto the
intrusiondetectionentities.
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