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Abstract

DistributedIntrusion DetectionSystem¢DIDS) offer an alternativeto centralizedintrusionde-
tection. Current reseach indicatesthat a distributed intrusion detectionparadigm may afford
greatercoverage, consequentlyroviding an increasein security In somecases,DIDS offer an
alternativeto centmlized analysis,consequentlymproving scalabity SHOMAR the distributed
architectuie presentedn this paper providesan openframeavork that enablessecue accesso
hetepgeneoussoftwae and hardware component®f a distributed intrusion detectionsystem.
SHOMARIs built upona simpli ed Public Key Infrastructue that providesfor authentication,
non-repudiation anti-playbad, andaccessontrol. Thisframevork supportsa broad spectrunof
approadces,rangingfrom hierarchical to peerto-peer Thesystentopolagy and rules governing
accesdgo intrusion detectionservicess basedsolely uponpolicy, which is enfoicedthroughthe
useof a capabilitymanager. Theprotoypesystenmuseslava. TheExtensibleMarkup Language is
thesolemediumfor dataexchange betweernntrusiondetectioncomponentsSHOMARprovidesa
distributedserviceinfrastructue independentf the underlyingcommunicationsetwork.

1 Intr oduction

This paperdescribeshe designandimplementatiorof aframeavork to supportdistributedintru-
siondetectiorsystemsTheconceptslescribedhereinassume systencomprisedf intrusionde-
tectionclustersgachoperationallyndependerandstrateyically placedthroughouitnautonomous
system.For needof anacrorym this architectures referredto asSHOMAR meaning‘guard or
protect”’in the Hebrav language.

In [1], attentionis calledto the vulnerability of centralizedntrusionDetectionSystemgIDSs)
statingthat they may becomethe subjectof intrusionand subsequentompromiseor fall victim
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to a denial of serviceattack. Many academidDSs [16], [12] and[20], aswell ascommercial
IDSs, have a single point of failure representedby the monitoring station,the analyticalstation,
theinferenceengineor acombinationthereof.

Thekey motivationbehindSHOMAR is to provide for a systemof distributedintrusiondetec-
tion clusterswhich areindependentf eachotheryet collaborateto form a collective Intrusion
DetectionSystem.

Basq[3] introduceghenotionof fusingdataoriginatingfrom heterogeneousevicesasameans
of providing “CyberspacesituationalAwarenessto detectandrespondo intrusions.In [2] they
introducea systemof autonomousgents,eachtasked with identifying a speci c type of intru-
sion. TheIntrusionDetectionWorking Groupof the InternetEngineeringfaskForce (IETF) have
proposedhelntrusionDetectionMessagd=xchangd-ormatDataModel IDMEF) andExtensible
MarkupLanguaggXML)DocumentType De nition [4] to de ne dataformatsandexchangepro-
ceduredor sharinginformationbetweenntrusiondetectionsystemsresponseystemsandtheir
respectre managemensystems. Likewise the IETF hasproposedthe Intrusion DetectionEx-
changeProtocol(IDXP) [7], anapplication-layeprotocolfor exchangingdatabetweenintrusion
detectiorentities.

SHOMAR providesan alternatve to the IETF's IDXP. It providesa uniform infrastructure a
communicationgprotocolanda securityprotocolfor accesto heterogeneousardware andsoft-
warecomponentsLike the IETF's IntrusionDetectionMessagdxchange-ormatit usesa com-
municationdanguagebasedon XML. SHOMAR goesheyondthe IETF initiative by usingXML
asthe solemediumfor dataexchangeof bothtext andbinarydata.

Our XML basedanguages calledthe CentaurusCapability Markup Language(CCML) [9].
CCML provides an extensibleand simple contentdescriptiontransmissiorformat. Unlike the
IETF's IDMEF we do not describea speci ¢ datamodel. This is not of any consequencejueto
CCML's extensibility the IDMEF messagenay be easilywrappedwithin a CCML messagend
transmitted Moreover, any datamodelmay be encapsulately, andtransmittedwithin, a CCML
message.The precisespeci cationof eventdataspeci c to intrusiondetectionsystemgemains
thesubjectof ongoingresearch[5]13] [6]. Giventheabsenc®f consensuamongresearcherge
designedur framevork to accommodatarny datamodel.

In [21] and[10] we developedCentaurusandVigil respectiely. Centaurusrovidesanin-
frastructureandcommunicationgrotocolfor servicediscovery, accessanddeliveryin penasive
computingervironments. Centraurusassumedhat all entitiesusingthe systemwereknown in
adwanceandaccessightswerestatic.In Vigil we extendedCentaurus2o allow for thedelegation
of rightsto previously unknowvn, referredto as“foreign”, entities. In Vigil a known entity could
delegaterights to servicesto a foreign entity provided that the delegationwas permittedby the
securitypolicy governingthesystem.

The conceptemplo/edin CentaurusandVigil areparticularlyapplicableto a framewnork for
distributedintrusiondetectionbecausehey provide aninfrastructurefor securecollaborationbe-
tweenproducersand consumerf servicesirrespectve of the underlyingcommunicationgro-
tocol. In SHOMAR, intrusiondetection(ID) probes,ID monitorsandID inferenceenginesare
consideredo beanIntrusionDetectionService deliverableto any subscribeof thatservice.The
Centaurus2/\gil architecturesenesasthe basisfor the SHOMAR architecturehowever, it was
optimizedfor intrusiondetectionservices.

Therestof this papers organizedasfollows: Section2 providesa synopsiof relatedresearch.
Section3 providesthe designof the SHOMAR architecture Sectiord detailsthecommunications
protocolusedby SHOMAR. Section5 detailsour implementatiorto includethe operationaland
securityprotocols.Section6 presentananalysisof SHOMAR. We concludewith Section?.



2 RelatedWork

Accordingto [2], [17] and[20], researchnterestin Distributed Intrusion DetectionSystems
(DIDS) hasincreasedecausdhey afford greatercoverageandsecurity Accordingly, they hold
thatcentralizedanalysisseverelylimits the scalabilityof intrusiondetectionsystems.

PurdueUniversity's Centerfor EducationandResearclin InformationAssuranceand Security
(CERIAS) producedhe AutonomoudAgentsfor Intrusion Detection(AAFID) [2] and[19]. The
AAFID architectureconsistsof agents,transceives, and monitors. In AAFID, agentsperform
somemonitoring function, do not communicatevith eachotherandreportto atranscerer. The
role of the transcever is twofold: it tracksand controlsthe agentsthat reportto it, processing
anddistributing their data,andit respondso commandsssuedby its monitor. Like transcevers,
monitorshave controlanddataprocessingoles,however, they differ from transcerersby having
control over entitiesrunningon multiple hostswhile transcerersonly have control over entities
runninglocally.

The AAFID architecturewhich wasprototypedusingPerl, follows a strict hierarchicaimodel,
aswell asa strict datamodelcommandstructure. The implication is thatif nev agentsimple-
mentingnew functionalitieswere de ned, AAFID would requiremodi cation to the underlying
architecture.

In their paperdescribingthe AAFID system,Spaford and Zamboniobsenre that a scripting
languagesuchasPerlis too resourcentensve. Ultimately, the useof Perlleadto performance
issues. They do no reportany empirical or experimentalresultsnor do the detail the manner
in which the AAFID systemwas tested. The do statehowever, “that AAFID wasto sene as
an experimentaltestbed. As suchit helpedto identify questionghat have not beencompletely
answeredy pastintrusiondetectionresearch”.

AAFID isin starkcontrasto SHOMAR. SHOMAR makesno assumptionssto the command
andcontrolstructureor thedatamodelemployedby theintrusiondetectiorsystem.The SHOMAR
architectures highly versatilejn thatit accommodateasystenof systemsasingularhierarchical
systemaswell asarchitecturesn betweerthetwo.

TheGrIDS (GraphBasedntrusionDetectionSystenmfor Large Networks)[20] developedatthe
University of California at Davis wasdesignedo analyzenetwork activity on TCP/IP networks.
GrIDS modelsa network asa hierarchyof departmentsand hostswherehostsconsistof a data
sourceand a software controllerand departmentsre collectionsof hostsand software manager
anda graphengine. The graphenginerecevesinput from datasourcesand builds graphsfrom
thedata. This graphis passedip to its parentgraphengine.This processs repeatedintil thetop
graphengineis reachedDatasourcesreeithernetwork sniffersor anIDS thatworkson asingle
host. The software managelis responsibl€or managingthe hierarchyand distributed modules.
All GrIDS software component$iave a standardnterface. The intention of GrIDS is thatit be
extensible allowing any IDS to bedroppednto it.

In GrIDS, all graphgpropagateipwards.To preventagraphfrom becomingntractableanentire
departmenmayberepresentedsa singlenode.In GrIDS, a centralizedorganizationahierarchy
sener maintainghe globalview of theentirehierarchy

TheSHOMAR modelsigni cantly differsfrom GrIDSbecaus&rIDS requirescentralizednan-
agemenbf the hierarchyfrom thetop level down. In GrIDS, carefulattentionmustbe paidto the
administratiortasksof addinghosts,moving department§LAN segments)or changingthe loca-
tion of agraphenginesothatary changehappenstomicallyandthe graphis left in a consistent
state.In SHOMAR, administration(aswill be detailed)is doneby makingchangeso the Capa-
bility Matrix in the CapabilityManager SHOMAR, althoughsupportinga hierarchicalystemof



managemerdoesnotrequireit. Moreover, SHOMAR facilitatesthe o w of informationregarding
intrusive behaior from arny pointto ary pointin thesystemwhile GriIDS assumethatinformation
o ws from the bottomof the hierarchyto thetop.

In their paperdocumentingarIiDS, Staniford-Chenet al. statethat GrIDS wasdevelopedasa
proof of conceptfor their approacho scalabilityandaggreyation. They further statethattheir is
considerablamountof work yet to be completedon GrIDS andthata prototypeimplementation
is nearlycomplete.

EMERALD (EventMonitoring EnablingResponseto Anomaloud.ive Disturbancesis anen-
vironmentfor anomalyandmisusedetection[17]. EMERALD developmentvaspredicatedipon
severalyearsof IDS experienceatthe ComputerScience_aboratoryat SRI International EMER-
ALD wasdesignedupona building block architecturen orderto useindependenanddistributed
monitorsto detectandrespondo maliciousactivity. Thesendependentomponentinter-operate
to form ananalysishierarchy The basicarchitecturaktructurels comprisedf threecomponents;
pro ler engines,signatue engines,and resolves, which togetherform the EMERALD moni-
tor. Pro ler enginegperformstatisticalanomalydetection signatureenginegperformsignaturepr
misuse detectionandresohersrespondo suspectednisuseby deploying countermeasuresAn
EMERALD monitor canstandaloneor may be con gured hierarchicallyto provide interr-domain
interconnectiity.

Accordingto [15] EMERALD is in-line with both the CommonlIntrusion DetectionFormat
(CIDF) [11] andthe IETF's Intrusion DetectionWorking Group's standardizatioreffort [4] [7]
to make IDSsinter-operable.Speci cally, CIDF is an effort to develop protocolsandapplication
programminginterfacesso that intrusion detectionresearchprojectscan shareinformation and
resourcesnd so that intrusion detectioncomponent<an be reusedin other systemswhile the
IETF effort is to de ne dataformatsandexchangegprocedure$or sharinginformationof interesto
intrusiondetectionandresponsesystemsandto managemergystemsvhich mayneedto interact
with them. Accordingly, the IETF effort andthe CIDF de ne differing datamodelsandexchange
protocols,henceit would be dif cult for EMERALD to be simultaneoulsy‘in-line” with both
efforts.

SRIlInternationahasconsiderableesearctexperiencen the eld of intrusiondetection EMER-
ALD, their most currentendeaor, is a culmination of that experience. As previously stated,
EMERALD de nes the EMERALD Monitor explicitly de ning a three componentramewvork
(SignatureBasedDetector Anomaly Detector anda Responseénechanismpnda tamget speci ¢
objectlibrary. At their lastreporting[15], SRIwasjust beginningto experimentwith eventcorre-
lation within the context of EMERALD. In all of the literaturedescribingEMERALD [15], [17]
andits attendansub-systemseXpertBSM [14], P-BEST[?], Live Trafc Analysis[?], eBayes
[22] andProbabilisticalertcorrelation[ 7], theauthorshave not detailedthe resultsof experiments
eitherquantitatvely or qualitatively.

EMERALD andits attendansystemglid participatein the DARPA Off-Line IntrusionEvalua-
tions,wherethehighestaveragedetectiorratefor thetop performingsystemn eachcateory was
64 %.

Like EMERALD, SHOMAR providesa framework for hierarchicalintegration. However, un-
likeEMERALD'sstricthierarchicahrrangementonsistingof threecomponenmonitors SHOMAR
providesa peerto-peerframewvork for ID servicesntegration. Althoughthe IETF andCIDF ini-
tiativesspecifydifferentdatamodels,SHOMAR supportshoth becauset makesno assumptions
regardingthe ID entitiesemplgying the architecture.Communicatingentities,however, mustbe
ableto understan@achother's dataformats.



3 Design

SHOMAR is designedo control accesdo, andfacilitate communicationdetween,ntrusion
detectionserviceswithin anautonomousystem.Unlike ary of the frameavorksandarchitectures
detailedin Chapter??, or Section?? of this chaptey SHOMAR provides a secureframevork
(authenticationaccessontrol, anti-playback.and non-repudiationfor ID Systems.SHOMAR
consistof four functionalcomponentsSHOMARCerti cate Authority, Capability Manager, In-
trusion DetectionManagers (IDS Manager)andID Services

Figure 1 illustratesthe basicunit within SHOMAR, referredto asan“ID Cluster”. The ID
Clusteris comprisedf anIDS ManagerandID Services.

. IDS Manager
O ID Service

Figure 1. An ID Cluster - the basic unit within the SHOMAR Framework

The DS Managersenesasthe “clusterhead”for eachIDS cluster The next components an
ID Service.ln SHOMAR, the notion of anIntrusionDetection(ID) Serviceis abstractexamples
of ID servicednclude,but arenotlimited to: a pacletsnif ng servicea DDoSdetectoyaservice
that readsand reportson a host's systemlogs, an alarm station,a managemenstation,etc.; no
assumptionsiremadeaboutthe capabilities inputsandoutputsof eachservice.We assumehat,
in additionto beinga producerof someservice,anID Servicemayalsobe a consumenf another
ID Services product,providedtheproducingservicepermitsit. Theprotocolfor accesso services
is detailedin Section3.3.

SHOMAR assumes logical hierarchyacrossanautonomousystem.Thereforethe DS Man-
agerof alower level ID ClustermaybeanID Serviceof a higherlevel ID Cluster This hierar
chical concepftfacilitatesthe aggregationof informationacrossthe autonomousystem creating
end-to-endsituationalawarenessFor example,eachlDS Managercould aggreatethe outputof
its immediatelyconnectedD Servicesforwardinginformationof consequencwm otherlDS Man-
agers.Figure?2 illustratesthe SHOMAR framework within the contet of an OpenShortestPath
First (OSPF)network.

To facilitatecommunicationsnediaindependenceegntitiesin SHOMAR areidenti ed by han-
dlesinsteadof network addressesAn examplehandleis of theform IDDevicel.cadip.cs.umbc.edu
or IDSManger.cs.umbc.eduBecauseof SHOMAR's logical hierarchy the routing of messages
follows atreelik e structurewhereeachlevel of thetreeis representatie of somelogical division,
for example:cs.umbc.edis the parentof cadip.cs.umbc.edu

The othertwo component®f the SHOMAR framework are the Certi cate Authority andthe
CapabilityManager The Certi cate Authority is partof thelightweight PKI. The Certi cate Au-
thority generatesind signsx.509 version3 digital certi catesfor eachentity in the systemand
respondgo certi cate validationqueriesfrom IDS Managers.The CapabilityManagemaintains
an accessnatrix of an entity's rights, which are basedupongroup membershipstor all entities
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Figure 2. The SHOMAR Framework with an OSPF Network

within the systemand respondgo requestdor group membership. The following subsections
detaileachcomponent:

3.1 SHOMAR Certi cate Authority

In SHOMAR, theCerti cate Authority is usedto producex.509version3 digital certi cates[8].
Here, certi cate requestandissuancas ancillary to the system. Although accomplishedout of
band”whena certi cate requesfrom a SHOMAR entityis lled, theentity recevesits requested
x509v3 certi cate signedby the Certi cate Authority andthe Certi cate Authority's self-signed
certi cate. The Certi cate Authority's self signedcerti cate is subsequentlysedto validateother
entities' certi cates. In SHOMAR, certi cates may be storedand protectedon a smartcardor
storedin a PKCS#11container

Certi cate generatiorand signingis typically a onetime occurrenceor ary entity within the
SHOMAR System.This is in contrastto a typical PKI wherethe Certi cate Authority makesits
registrants public certi catesavailablein anon-linerepositoryandprovidesanon-lineCerti cate
RevocationList (CRL) whereinclusionindicatesthata given certi cate is, for oneof mary pos-
siblereasonsinvalid. As previously stated SHOMAR usesa simpli ed PKI. In SHOMAR, each
entity presentsts certi cate to its Capability Managerwhenit registers(the registrationprocess
is detailedin Section5.3). Ratherthanusea CRL to signala problemwith an entity, the entity's
entryin the CapabilityManagelis blocked,consequentlyreventingall accesdy thatentity to the
SHOMAR system.This precludeghe necessityof maintaininga CRL, which mustbe signedby
the Certi cate Authority eachtimeit is modi ed.



An IDS Managerveri es theauthenticityof its storedcopy of the Certi cate Authority'scerti -
cateby sendingthe Certi cate Authority a validationquery The Certi cate Authority repliesto
thequerywith . In SHOMAR, theCerti cate Authority'scerti cate SHA-1
messageligestis usedastheveri er. To verify thevalidity of its copy of theCerti cate Authority's
certi cate, thelD Managetestsif:

(CA'scerti cate SHA-1 messageligest) ((veri er))) (2)

If the testpassesthenthe copy of Certi cate Authority's privatekey is valid andary object
signedby thatkey is alsovalid.

This Lightweight PKI, in contrastto the traditional PKI, doesnot maintaina CRL, doesnot
transmitits key via the network anddoesnot distribute users certi catesor public keys. Rather
the DS Managelveri es thatits copy of the Certi cate Authority's certi cate remainsvalid. This
is donewithouttransferringarny keys or certi catesvia the network. In turnthe IDS Managemwill
ensurghatall certi catesthatit recevesfrom clientshave beensignedoy theCerti cate Authority.

3.2 SHOMAR Capability Manager

The SHOMAR Capability Manageris responsiblgor maintainingand communicatinggroup
membership(spf all entitiesin the SHOMAR system. Entitiesinclude IDS Managersand ID
Services.Groupmembershipnay be asgeneralas“umbc.edll (meaningthatonly entitiesin the
groupumbc.edwareallowedaccess)morerestrictve as cs.umbc.edy or evensogranularasonly
the namedService"ddos-serviceadip.cs.umbc.eduwhich implies thatonly the namedService
is allowedaccess.

WhentheCapabilityManageis initializedit readsts x.509v3 digital certi cate andits PKCS#11
[18] wrappedprivatekey from a securele andstoresit into local memory It alsoreadsandin-
dexesthecapability le containingthegroupmembershimf all entitieswithin thesystemaswell
asstoringthetime stampof the capability le.

Whena groupmembershigequests recevedfrom anIDS Manageythe SHOMAR Capability
Managercompareghe currenttime stampon the capability le with the time stampof the last

le read,if they arenot equalit re-readshe capability le. This featureallows for a dynamic
administrationto includerightsrevocation,of the capability le.

In responséo agroupmembershipequestthe SHOMAR CapabilityManagersendsamessage
containingthe subjects groupmembershipsThe responsas digitally signedwith the Capability
Managers privatekey.

Figure3 shaws a high level view of the Certi cate Authority, CapabilityManager(s)andIDS
Managers It shouldbe notedthattherecould be multiple CapabilityManagersvhereoneCapa-
bility Managersenesseveral IDS Managers.In the event of multiple Capability Managersach
instancewill replicatethe capabilitydatabaseDuring initialization, eachlD Managendearnsthe
locationof its Capability Managerfrom its con guration le andcommunicatesvith that Capa-
bility Managerdirectly. At the rst communicatiorexchangebetweerthe IDS Managerandthe
CapabilityManagerthe IDS Managerequestandvalidateshe CapabilityManagers certi cate,
whichit recevesencodedn asignedCCML message.

3.3 IDS Manager

IDS Managerssene asthe “cluster head” of their respectie clustersandareresponsiblegor
ensuringsecuritythroughoutthe system.All intra-clustercommunicationpassthroughthe IDS
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Figure 3. IDS Manager, Capability Manager, and Certi cate Authority Overview

Managemwho authenticatethemon behalfof its attachedD Services.

Logically, IDS Managersarearrangedn tree-like structureandform the coreof the SHOMAR
system.IDS Managersreidenti ed by their“locations”, or handles With theexceptionof Group
Membershiprequestgo the CapabilityManagerandcerti cate validationrequestgo the Certi -
cateAuthority all messageareroutedthroughthe hierarchyof ID Managerausingthe handleto
determinewhereto forwardeachmessage.

All ID Servicesrely uponthe IDS Managerto broker requestdor servicesbetweerproducers
and consumer®f ID services. ConsequentlyeachID Serviceis only concernedwith the trust
relationshipwith its immediatelyconnectedDS Manager In turn, IDS Managersestablishtrust
relationshipswith their parentiDS Manageraswell asotherIDS Managers.

Whenan|DS Manageiinitializes, it readsts handleof theform: servicenamgts parents han-
dle of theform: IDSManayer.cadip.cs.umbc.edits CapabilityManagers addressthe Certi cate
Authority'saddressandthehhandleof IDS Managerswithin its samdevel of hierarchyfrom acon-

guration le. EachlDS Managerstartswith its own digital certi cate andcorrespondingprivate
key, andthedigital certi cate of the Certi cate Authority.

Uponstartup the following sequencef eventsoccur:

1. ThelDS Managersendsa certi cate veri cation requesto the Certi cate Authority to as-
certainthatthelocal copy of the Certi cate Authority's certi cate is valid.

2. In responsethe IDS Managerreceves a signedcerti cate veri cation responsdrom the
Certi cate Authority. The IDS Managerveri es the signatureof the responseccordingto
Equation(1).

3. ThelDS Managersendsa certi cate requesto its CapabilityManager

4. The IDS Managerrecevesa certi cate responsdrom the Capability Manager It veri es
thatthecerti cate containedn the messag&vassignedby the Certi cate Authority andalso
veri es thatthe signatureof the messagés valid.

5. If thelIDS Manageiis notthetopmostiIDS Manageiof thedomain
registerwith thepareniDS Managetby sendinga CCML registrationmessagéhatcontains
a copy of theregisteringlD Managers digital certi cate that hasbeencorvertedfrom its
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ANS.1encodingto Base64string. The entiremessagés signedaccordingto Equation(4).
Thedigital signaturas alsocorvertedto Base64tringandinsertednto the CCML message.

6. The receving IDS Managerextractsthe certi cate, veri es the signatureand veri es the
expressionusing Equation(6) to prevent replay attacks. Here is the maximumround
trip time of any messag@ the SHOMAR systemandis acon gurableparameterwWhenall
stepsaresuccessfullyperformedthereceving IDS ManagerregistersthesendingDS Man-
agerin its tableof pendingServicesandsendsagroupmembershipequesto the Capability
Manager

ThumbprintCerti cate SHA-1 Certi cate (2)
SHA-1 CCML message (3)
SHA-1 Original RgyistrationRequesCCML message (4)

MessageSignature
SHA-1 Original RegistrationRequesCCML message (5)

Original RegistrationRequesCCML message
ID Manager (6)

7. Oncethegroupmembershipesponses recevedfrom the CapabilityManagertheregistra-
tion is changedrom pendingto registeredanda digitally signedregistrationacknavledg-
mentcontainingthe parentiDS Managers digital certi cate is sentto theregistrant.

8. OncearggistrationacknaviedgmentasbeenrecevedtheregisteringlDS Manageraccepts
communicationgrom registrant.

9. IDS Managersat ary level mayregisterwith IDS Managersat ary otherlevel of hierarchy
When an IDS Managerreceves a CCML messagealestinedfor anotherIDS Managerit
forwardsthe CCML messageaccordingo therulesdetailedunderSecurityProtocol(Section
5.2).subnetin asimilarfashion.

The IDS Managermaintainsa table of pro les for all entitiesregisteredwith it. Information
containedin the pro le tableincludesthe entity's certi cate, group membershipslocation (the
IDS Managerto which it is immediatelyconnected)name,andpermissibleaccesgroups.Table
1 illustratesthe contentof thepro le table:



Element | Contents |

handle thenameof theservice

parent thenameof thelDS Managetto whichit is connected
Address network address

accesgroups accesgroupsto which theentity belongs

membermgroups | groupsin which memberships required

for accesso theservice

registeredentities| alist of all entitiesregistered

with the particularservice

crypto-storage | aclasscontainingthe entity's digital certi cate,
its privatekey (populatedonly for thekey holder),
andfunctionsfor cryptographimperations

Table 1. IDS Manager Prole Table

3.4 ID Sewice

As stated,anID Servicemay be both a provider aswell asa consumerof a service. All ID
Serviceanustregisterwith its IDS Managerprior to accessin@ry servicesor makingits services
available.At registration,anlD Servicewill, in additionto sendingts digital certi cate, transmita
list of groupmembershipsequiredfor otherID Servicedo accessts services.ThelDS Manager
will storethelD Servicescerti cate, list of membershipsequiredfor accesso theserviceandthe
list of groupmembershipgacquiredfrom the CapabilityManager)for the ID Servicein the IDS
Managers userpro le table.OncethelD Servicehasregisteredwith its IDS Managelits services
areavailableto the IDS Manageraswell asto any otherServiceconnectedo its IDS Manager
providing the otherservicehasbeengiventhe appropriateights.

Uponsuccessfutegistrationwith anIDS Managetthe ID Servicealsorecevesalist of all other
Servicedowhichit hasaccessThelD Servicemayelectto subscribéo anothedD Service.When
anlID Servicesubscribesvith anothedD ServiceThe subscribingservicerecevesaninterfaceto
theserviceto whichit subscribedo. Theinterfaceis transmittedn a CCML message.

Thefollowing processenumeratethe sequenc®f eventsduring ID Serviceregistrationto an
IDS Manager:

1. TheID Servicesendsa registrationrequestmessagéo its IDS Manager The registration
messagéncludesa copy of thelD Services digital certi cate anda list of groupswherein
membershillows accesgo the Service.This messagés digitally signedby the Client.

2. Uponreceiptof theregistrationrequestthelDS Managerfollowsthesamesequencef steps
thata parentiDS Manageffollows whenregisteringoneof its child IDS Managers.

3. The IDS Managerveri es the ID Serviceby queryingthe Capability Managey verifying
that the ID Services certi cate was signedby the Certi cate Authority, and that the ID
Services registrationrequestwvassignedby thatspeci ¢ ID Service.Onceveri ed it sends
the D Servicea RayistrationResponsé/iessagecon rming registration. The Registration
Responsenessageontainsa copy of thelDS Managers digital certi cate.

4. Uponreceiptof the RegistrationResponseghe ID Servicestoresthe IDS Managers digital
certi cate whichis usedto validateall communication®etweernthetwo entities.
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Figure 4. An example IDS Manager and ID Service con guration

OnceanlID Servicehassuccessfullyegisteredjt mayrequestandreceve viathelDS Manager
aninterfaceto all serviceso which it hasrights. RecallthatanID Serviceis only provided with
aninterfaceto otherID Servicegegisteredwith its IDS Managerandto whichit hasaccessights.
Figure4 illustratesanIDS Managerat cs.umbc.edbhaving two registeredlD Servicesandaswell
ashaving two otherIDS Managergegisteredwith it. Figure5 depictsthe scenariovherethe DS
Manageratgvl.cs.umbc.edis registeredasanID Serviceto thelDS Managetocatedatumbc.edu
Althoughtraf c betweerthetwo followsthepathdemarcatethy thedashedine theauthentication
andveri cation processs only betweenthosetwo entitiesanddoesnot involve the intermediate
IDS Managers.
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Figure 5. Example of Multiple ID Manager Registrations showing ID Manager Pro les

4 Entity Communicationin SHOMAR

The information o w in this systemis strictly in the form of CCML, which is built on top
of XML. The CCML messageale nes a source,destination,destinationlocation, messageype
(detailedin Section5.3), data(a digital certi cate, interfacefeatures,Serviceinformation, etc.),
thelETF'sIDMEF, andadigital signature.

Figure 6 shows the elementsand attributesof a CCML messageNote theremay be asmary
elementsf type“attrib” asneeded.

Theuseof ahandlefor addressingHOMAR entitiesenableentity communicatiorirrespecte
of theunderlyingcommunicationsnedium.For example anID Serviceregisteredo thelDS Man-
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<ccml  version="2.0">

<system>
<source name=" " />
<destination name=" " location=" ">
<time></time>
<message>"message id"  </message>
<compression type="none" />
<action type=" " />
</system>
<data>
<attrib name="" type="CERTIFICATE" value=" " />
<attrib name=" " type="VERIFIER" value="" />
<attrib ~ name=" " type=" " value=" " />
<attrib ~ name=" " type=" " value=" " />
</data>
<info>
<IETF>"IDMEF" </IETF>
<Description> "IDMEF message"</Description>
</info>
<dsig>  </dsig>
</ccml>

Figure 6. Elements and Attrib utes of a CCML Message

ageratLAIT.CS.UMBC.EDUwishingto subscribeo anlD ServiceregisteredatLAIT.CS.UMBC.EDU
would sendtherequestddressedsfollows:

Soucename: IDS Managerl
SouceLocation: LAIT.CS.UMBC.EDU
DestinationName: IDS ManagerO

DestinationLocation: UMBC.EDU

A messageddresseds shavn is passedhroughthe tree of IDS Managersaccordingto a
substringmatchuntil the destinatiorlocationis reached.

Whentwo ID Servicecommunicatethe CCML messagémessagéypesaredescribedn Sec-
tion 5.3) is sentto the entity's IDS Manager In turn the IDS Managerveri es the signature,
re-signgt, andforwardsit to therecipient.Forwardingis baseduponcomparingthe handleof the
destinatioriocationto thehandleof the presentocation.MessagindetweerlD Servicestaywith
thethe IDS Cluster however, messagindpetween DS Managersanpropagatéetweenevels of
the systemhierarchy

Althoughwe restrictID Servicecommunicationso thoseregisteredto the samelDS Managey
this restrictionis solely policy based. The SHOMAR architecturesupportscommunication$e-
tweenary two entitiesregardlesf their placementvithin the hierarchy

As previously statedwhenanID Serviceregisterswith its IDS Manageythe servicetransmits
a list of groupswhereinmembershign thosegroupsimplies that anotherserviceis permitted
accesgo the service. Additionally, the IDS Managermrequests list of groupmembershipgrom
the CapabilityManagerto ascertairthe accessightsof theregisteringservice.
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Althougha serviceis only givenaninterfaceto serviceso which it is authorizedall requests
to accessservicesare re-veri ed to ensurethat the servicepossessethe requisiterights. This
validationfor accessightsis shavn in Equation(7).

(7)
5 Implementation

The goal of instantiatingsecurity speci cally: authenticationaccessontrol, non-repudiation,
andanti-playbackasa primary componenbtf SHOMAR, washeaily in uenced by the desireto
make securityasunobtrusve aspossible.l believe thatthe systemdesignis bothhighly secureand
thatthesecuritycontrolsarenearlytransparentT his taskwasaccomplishedhroughthe useof the
following toolsandmechanisms:

1. A simpli ed PublicKey Infrastructure.
2. X.509version3 Digital Certi cate.s
3. PKCS#11 containerdor privatekeys storedon computingdevicesandSmartCards.

4. CapabilityMatrix.

SHOMAR was prototypedusingJava. All IDS Managersareinitialized from the sameclass.
Communicatiorwith the network layeris provided by a single classNetworkMessge.class For
our prototypewe assumel CP/IPnetwork. SHOMAR will operateover differentnetworking in-
frastructuresy modify this classfor the appropriatenetwork type.

5.1 Simplied Public KeyInfrastructur eand X.509version 3 Digital Certi cates

Typically aPublicKey Infrastructureconsistsf a Certi cation Authority (CA) to includeReg-
istration Authorities (RA), certi cate holders,usersthat validatedigital signaturesandtheir cer
ti cation pathsfrom a known public key of a trustedCA, andrepositorieshat storeand make
availablecerti catesandCerti cate RevocationLists (CRLS).

Accordingly, thesimpli ed PublicKey Infrastructureconsistof theCerti cate Authority having
its self-issuedandself-signeddigital certi cate containingits public key. EachSHOMAR entity
(IDS Managey ID Service,and Capability Manager)is issuedand possessea digital certi cate
andprivatekey aswell asthedigital certi cate of the Certi cate Authority.

Generallyin a PKI system,certi cates are madeavailable in an on-line repository Conse-
guently whenauserneedsanentity's digital certi cate, it is requestedrom sucharepositoryand
assumedo bevalid onceit is recevedandhasveri ed thecerti cate signingchainalongtheentire
pathto thetop level signatureauthority In a PKI implementatiorcerti cate repositorieandCRLS
have a high degreeof administratve overhead.This overheadandtheaccompayping network traf-

c imposedby certi cate acquisitionandthe signatureveri cation is mitigatedin SHOMAR by
its simpli ed PKI framevork. Ratherthenimplementingcerti cate repositoriesanda Certi cate
RevocationList (CLR), eachentity hasits own certi cate andacopy of the Certi cate Authority's
certi cate. Upon startup, andoptionally at con gurableintervals, an IDS Managerveri es the
Certi cate Authority's certi cate thatit possessedn turnthis certi cate is usedto verify thateach
certi cate presentedo thelDS Managethasbeensignedby the Certi cate Authority. In addition,
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insteadof maintaininga CRL, the CapabilityManager(shasan entry for eachvalid useron the
system.Theabsencef anentryin the CapabilityManagers capabilitymatrixfor ary entity blocks
thatentity from ary andall accesset the system.

SmartCardsare usedfor storageof the digital certi cate and privatekey of someentitiesand
PKCS#11containersareusedfor storageof the privatekeys of otherentities.At initialization, the
entity, assumedo be a humanactingon the entity's behalf,unlocksthe cardby enteringa Card
Holder Veri cation Value (CHV) gainingaccesdo the card. The digital certi cate is exported
from the cardandis availablefor presentationvhen&er the Client registersto a ID Manager On
thoseentitiesusinga PKCS#11 containeyantrustedoperatorentersthe passphrast unlockthe
containerandreadthe privatekey into memory

PKCS#11 describessyntaxfor private-ley information. Private-ley informationincludesa
private key for somepublic-key algorithmanda setof attributes. The PKCS#11 standardalso
describesyntaxfor encryptedorivatekeys. A passvord-baseancryptionalgorithm,asdescribed
in PKCS#5, is usedto encryptthe private-key information. The privatekey of IDS Managers,
the Capability ManagerandID Servicesthat do not have smartcards,is storedin a PKCS#11
containelin aregularFile System We assumehatsometrustedoperatomwill enterthepassphrase
on systeminitialization.

5.2 Security Protocol

The DS Managelis responsibldor ensuringthe integrity of the SHOMAR system.As stated,
eachIDS Managerhasa copy of the Certi cate Authority's certi cate. As will be explainedbe-
low, anIDS Managerto which anID Serviceis registeredis responsibldor authorizingCCML
messagesdestinedo the Service. The following describeghe securityprotocolimplementedn
SHOMAR by theIDS Manager(s).

1. Uponreceving anlD Servicecerti cate, verify thecerti cate by ensuringhatthecerti cate
was digitally signedby the Certi cate Authority's private key. Whensigninga message,
computethe signatureusing Equation(4), corvert it to Base64string andinsertit into the
messageWhenverifying the messageomparethe messageligestfrom Equation(3) with
thedecryptedsignaturérom Equation(4), andverify thetimestampusing Equation(6).

2. If it is theinitial registrationthe registrantgenerates® RegistrationRequesthat includes
a copy of the registrants digital certi cate. The certi cate is cornvertedfrom ANS.1 to
hexadecimalstring andinsertedinto the registrationmessage.The messagés thensigned
by thesenderUponreceiptof the RegistrationRequestpneof thefollowing ve casewill
holdandthelDS Managemwill respondaccordingly

(a) If themessages a registrationrequestandis from a child IDS Manager The parent
IDS Managetrveri es the certi cate andthe messagsignatureandrequestshe group
membershigrom the CapabilityManager Onceeverythingis veri ed, it establishea
Servicepro le for thechild IDS Manager The pro le containsthe registrants digital
certi cate, in ANS.1encodingaccesgroups,membergroups,name,andlocation. It
thentransmitsaregistrationresponsenessageontainingtheregisteringlD Managers
digital certi cate. In turn the child IDS Managerfollows the samestepsto verify its
parent.

(b) If the IDS Manageris both the sourceand destinationiDS Managey thenthe origi-
natorof the messagés oneof its immediatelyconnectedservices. The IDS Manager
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3.

veri es the certi cate andthe message signatureandrequestghe registrants group
membershigrom the Capability Manager Onceeverythingis veri ed, it establishes
a Servicepro le storingthe pro le in its userdatabaseand transmitsa registration
responsenessageontainingits digital certi cate.

(c) If thelDS Managelis thesourcelDS Managetbut is notthedestinationDS Manager
this indicatesthatthe registeringServicehasalreadyregisteredwith its IDS Manager
The sourcelDS Managetrveri es the digital signatureof the messageplacesits cer
ti cate into the messagese-signsthe messageandforwardsit to the destinationDS
Manager

(d) If thelDS Manageris neitherthe sourcenor the destinationDS Manager it forwards
the messag¢o eitherits parentor oneof its childrenbasedupona substringmatchof
thedestinatiorhandleandits handle.

(e) If thelDS Manageiis thedestinationDS Managerandis notthesourceDS Manager
it veri es the certi cate to ensureit wassignedby the Certi cate Authority, veri es
the signatureof the messageandrequestgheregistrants groupmembershigrom the
Capability Manager Onceeverythingis veri ed, it addsthe registrants pro le to its
userdatabaseandsendsa registrationresponseo the registrantcontainingits digital
certi cate. Whenthe registrants IDS Managerreceves the registrationresponsat
addsthesendingDS Managetto its Servicedatabaseagesigngheregistrationresponse
andforwardstheresponseo the Service.

Uponreceiptof amessagehe IDS Managemwill verify the signaturecontainedn the mes-
sagegensuringhatit wassignedby sendemandwill verify thatthesendehastheappropriate
rightswith thedestinationlIf thesignatureandrightsarevalid it will resignthemessagand
forwardit to thedestinationgitherup, down, or laterallybaseduponthedestinatioraddress.

5.3 Operational Protocol

Thefollowing enumerateSHOMAR messagéypes theinitiator, thereceverandtheirresultant
action:

1.

Raistration Request-rom: ServiceTo: IDS Manager Containsthe registrants digital
certi cate andis signedby theregistrant.If theregistrantis alreadyregisteredijt is rst de-
registeredandaccesgo all previously subscribedervicesareterminatedandthe registrant
is re-registered.

. RagistrationRespons€&rom: IDS ManagerTo: ID Service.Signedby thesenderTransmit-

tedoncethegroupmembershiparerecevedfrom the CapabilityManager

. De-RgjistrationRequesErom: ID ServiceTo: IDS Manager Signedby senderThesenders

pro le is deletedrom thelDS Managerandall subscriptionareremovedfrom ID Service.

. De-Rgjistration Responsé-rom: IDS ManagerTo: ID Service.Signedby the senderit is

assumedhatthe destinatiordoesnotreceve this message.

. GroupMembeshipRequesErom: IDS ManagefTo: CapabilityManager Sentto the Capa-

bility Managerfrom alDS Managerrequestinghe groupmembershipsf someentity.
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6. Group Membeship Respons&rom: CapabilityManagerTo: IDS Manager Signedby the
CapabilityManager Containsggroupmembershipsf the subject.

7. ServicelList RequesErom: ID ServiceTo: IDS Manager Signedby the sendinglD Service
requestina listing of availableservices.

8. Servicelist Respons&rom: IDS ManagerTo: ID Service. Signedby the senderinforms
the Serviceof availableservicesegisteredwith thatIDS Manager

9. SubscriptionRequesFrom: ID ServiceTo: IDS Manager Signedby the sendingService
requestingubscriptiorto a particularservice.ln additionto verifying the signaturehe IDS
Managelveri es thatthe userhasaccessightsto therequestedervice.

10. SubscriptiorRespons&rom: IDS ManagerTo: ID Service.If theuserhasaccessightsto
therequestedervicea subscriptiorresponseés signedandsentto the Service.

11. Commandrrom: ID ServiceTo: ID Service. A requestto someServiceto changestate.
Signedby the userandreceved by the servicesIDS Managerwhere both the signature
andthe users accesgsightsto the serviceareveri ed. Re-signedoy the IDS Managerand
transmittedo the Servicefor nal arbitration.

12. UpdateFrom: ID Service(service)To: ID Service(consumer).Signedby the Serviceand
sentto theuservia the IDS Manager The IDS Managelveri es the signatureye-signsthe
messagandforwardsit to the User Additionally, the IDS Managersendsan updateto all
otheruserssubscribedo the Service.

6 Analysis

We have conductedan analysisof both the operationaland security protocolsemployed by
SHOMAR. In analyzingthe securityprotocolwe identi ed the critical stepsandary associated
vulnerabilities. The operationalprotocolanalysiswas conductedon the basisof time andspace
complity.

Security Protocol

The SHOMAR securityprotocolemploys digital certi cates, digital signaturesandpublic key
cryptography The Certi cate Authority's (CA's) public key, containedn the CA's digital certi -
cate,is usedto authenticatehe digital certi cate of eachentity usingthe system. In turn, the
public key of eachentity is usedto authenticate&eommunicationgrom that entity. It is assumed
thatthe procesof generatingligital certi catesis secure Eachentity startswith the CA's digital
certi cate andtheir own digital certi cate which weredistributed“out of band”. No privatekeys
areexchangedluringthe courseof business.

Thecritical stepsof the securityprotocolandtheirimplicationsfollow:

1. Verifying the authenticityof the copy of the CA's digital certi cate storedwith anentity.

If the CA is compromisedandtheroot certi cate is altered,or if the copy of the CA's cer
ti cate storedattheentityis altered the authenticatiorcheckasde ned in Equationl, will
fail. Thiswill resultin theentity ceasingo functionbecausé hasnoway of authenticating
communications.This constitutesa denial of serviceandwill be readily apparento and
correctedby the systemadministrator
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2. At systeminitialization, anID Managerobtainsa copy of the CapabilityManagers digital
certi cate, verifying the authenticityof thatcerti cate.

If the CapabilityManageris compromisedandits digital certi cate is alteredthenthe cer
ti cate veri cation processof Equation2, will fail andthe ID Managerwill not trustarny
communicationgrom the CapabilityManager

3. Obtainanentity's accespermissiongrom the CapabilityManager

If thecommunicatiorcontaininganentity's accessightsis interceptedandalteredthe veri-
cations accordingo Equations4 and6, will fail andthe messagevill bediscarded.

4. Duringtheregistrationprocessvhenanentity sendsa copy of its digital certi cate to theser
vice manager The authenticityof the entity andits digital certi cate areveri ed according
to Equation(2).

If theregisteringentity haspresented counterfeitcerti ccate,or analteredor stolencerti -
cate(having intercepteda valid digital certi cate), theentitywill nothave avalid privatekey
to signtheregistrationrequestasper Equation4, consequentlyeri cation of thatmessage
usingEquations, will fail.

Thereis somepossibility of denialof servicetype attacksresultingfrom SHOMAR operating
asspeci ed. Speci cally, resultingfrom thecompromiseof aSHOMAR entity's digital certi cate.
Otherwise SHOMAR is securerom ctitious or fraudulententities.

In the currentimplementationcommunicationbetweenSHOMAR entitiesarenot encrypted.
However, if neededthis featurecould be easilyadded.Table 1 depictspro le informationstored
by SHOMAR entities. ID Servicesareonly concernedvith a one-to-onerelationshipwith IDS
ManagersconsequenthanlD Serviceonly storedts own pro le andthatof its IDS ManagerIDS
Managersstorepro les for every entity to which it is connected.Recallthatthis pro le storesa
classcalledcrypto-stoage. To addmessagencryptiontheregistrationprocessvould beextended
to includethe selectionof a sessiorkey generatedy the IDS Managerandtransmittedo the ID
ServiceencryptedunderthelD Services public key. The crypto-stoage classwould be modi ed
to containthe sharedsessiorkey to be usedwith subsequentommunicationbetweertheentities
aswell assomeagreeduponsymmetricencryptionalgorithm.

Operational Protocol

SHOMAR hasnot beenquantitatvely tested,t has,however, beenqualitatvely testedfor us-
ability, functionality andscalability by placingit into serviceasa real-timeinfrastructurein sup-
port of controllertype services Recallthat SHOMAR supportsary datamodel,providedthatthe
senderandreceveragreeonthemodel. SHOMAR functionsin supportof light controllerservices,
audiocontrollerservicestemperatureontrollerservicesgtc.

Theimplementedramework is con guredin a hierarchyapproximatinghe ComputerScience
andElectricalEngineeringDepartmentt the University of MarylandBaltimoreCounty We have
con gured our framework to enabletrustedcommunicationdetweenapproximatelyl 50 entities
in a heterogeneousrvironmentconsistingof desktopcomputers|aptopcomputersandPersonal
Digital Assistant§PDS)usingbothawirelessandwired network. In this con gurationourframe-
work functionswithout arny performancelegradation.

Messagesizein SHOMAR variesaccordingto content,however, all messagesontaina 128
bytedigital signatureBase64encodedisa 172bytestring. RegistrationandRegistrationResponse
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messagemcludethe1255to 1291bytedigital certi cate Base64ncodedsan 1700bytestring.
Note: the Base64encodingof binary dataresultsin anexpansionof theratio 3:4.
Messagingcompleity for ID Serviceto ID ServiceCommunicationgire:

becausehe IDS Managermreceves,veri es andforwardsthe messagérom sourceto destination.
Thebestcasemessagingompleity for IDS Managerto IDS Manageris wherethe sourceand
destinatiorareonelogical level apart. The worsecasemessagingompleity from IDS Manager
to IDS Manageris givenasfollows:

Let N = thenumberof IDS Managers.

Let H = theheightof thelogical IDS Manageltree.

Let M = MessagingComplexity.

Assumethatthe branchingfactorof the IDS Managettreeis

where

In ary securitysystem,a single point of failure represents seriousconcern. In mary IDSs,
someenterprisemonitor, alarm station,managemenstationor analyticalunit represent single
point of failure. In SHOMAR, the Certi cate Authority andthe CapabilityManagerare singular
units. However, oncean IDS Managerandits immediatelyconnectedD Servicesstart,the need
for the Certi cate Authority or the CapabilityManagelis minimizedbecausehey areonly usedto
authenticat@anentity andcorvey thatentity's rightsuponsysteminitialization.

7 Conclusion

SHOMAR provides an openframework for distributed intrusion detectionservicesthrougha
systemof IDS Managersthat enforcesecurity (accesscontrol, authenticationnon-repudiation
andanti-playback) SHOMAR enablesserviceintegrationandaggreationacrossan autonomous
systemwhile makingno assumptiongsto the natureof intrusiondetectionservicesor the data
modelusedby thoseservices.SHOMAR exclusiely usesXML for dataexchangebetweenDS
components. SHOMAR utilizes a simpli ed public key infrastructureto minimize run time key
andcerti cate administrationwhile at the sametime providing a high degreeof assurancéo the
intrusiondetectiorentities.
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