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Abstract—A large volume of cybersecurity-related data sets
are generated daily from systems following disparate protocols
and standards. It is humanly impossible for cybersecurity experts
to manually sieve through these large data sets, with different
schema and metadata, to determine potential attacks or issues.
A myriad of applications and tool sets are offered to automate
the analysis of large cyber data sets. Semantic Web’s community
has been studying the field of cybersecurity for over a decade
and produced numerous knowledge graphs and frameworks.
The Unified Cybersecurity Ontology (UCO) connected many
of the leading knowledge representation frameworks, providing
a holistic mapping of cyber data, beginning in 2016. MITRE
ATT&CK is used by a wide variety of practitioners to un-
derstand how their current data and tooling prepare them to
defend against both Advanced Persistent Threats (APTs) and
less formal threat actors. The UCO and MITRE ATT&CK have
provided researchers and practitioners, respectively, with tools to
standardize data collection, correlation, and analysis. However,
it is not apparent how current knowledge graphs and their
applications in the cybersecurity domain utilize ATT & CK. In this
paper, we present the results of our study on whether current
cybersecurity knowledge graphs have mapped the main MITRE
ATT&CK matrices.

Index Terms—MITRE ATT&CK, knowledge graphs, semantic
web, cybersecurity

I. INTRODUCTION

Cybersecurity, one of the fastest growing fields globally, is
generating large volumes of data that is difficult to analyze
and reason over in real time. Recent major cybersecurity
incidents have catalyzed the world into action. SolarWinds
[1], Industrial Control Systems (ICS) take downs in Ukraine
[2], and Log4Shell [3] are just a few of the many cyber
attacks in recent years. In response, companies throughout
the world have ramped up their cyber defense. Microsoft has
promised a 20 billion dollar investment in cyber services,
and other big tech companies have joined [4]. Why are such
drastic changes needed to our digital security? To find the
answer to this question we must consider the size and scale
of the cyber landscape. The challenges of big data are being
faced by cyber practitioners. In October of 2021, Microsoft
reported over 24 trillion security signals per day [5]. In one
year, they blocked nine billion endpoint threats, thirty-one
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billion identity threats, and thirty-two billion email threats
[5]. The ever increasing scale of big cyber data compounds
traditional issues, but the scope of threat feeds continues to
increase. Cloud infrastructure, IoT devices, ICS devices, and
smart hospitals are just a few of the many digitized sensors
providing data over the internet. Deep subject matter expertise
is often required to join dispirit data and understand the
complexity behind the fields of a data frame. It is challenging
to correlate data, much less protect them intelligently.

Approximately one third of all cybersecurity jobs are
unoccupied. There are almost a million filled jobs, and
an additional approximately 600,000 yet to be filled [6].
Cybersecurity is an increasing complex field, with widespread
consumer adoption of cloud, and ever-increasing complex
dependencies on software supply chains and hardware
configurations. The learning curve is steep, and tech burnout
is at an all time high. Fueled by the great resignation, following
the COVID-19 pandemic, highly skilled labor is leaving old
jobs for more lucrative and flexible working conditions. The
complexity of the software interface with physical systems
through compilers provides a natural obfuscation for those
new to the field or those who have not gotten their hands
“close to the metal”. This lack of familiarity combined
with a steep learning curve to understand the software,
network, and hardware, including possible vulnerabilities
creates a vacuum. Knowledge transfer is essential to creating
successful employees, however highly non-linear value
curves for experienced and knowledgeable employees make
training new employees a non-trivial task. There is a need
for centralized and transferable information on common
types of attacks, defenses, and log naming conventions.
MITRE ATT&CK and D3FEND play critical mirrored roles
in defining the Tactics, Techniques, and Procedures used
by both attackers and defenders of cyber physical systems [7].

Semantic Web technologies like knowledge graphs, also
referred to as ontologies, are used to develop knowledge
representation across industries. Knowledge graphs are



used for intelligently showing distributed knowledge with a
logical visible architecture. Knowledge graphs also serve as
query-able data sources with the ability to add via manual or
machine learning methods, and can be integrated into bigger
systems. For these reasons, we have decided to explore how
Cyber Knowledge Graphs (CKGs), when combined with
MITRE ATT&CK, can be used to perpetuate best practices,
understand common areas of study, and identify gaps in
application.

The remainder of the paper is organized as follows. Section
IT discusses the background and related work. Section III
describes the methodology of our study. Experimental results
are presented in Section IV and Section V summarizes our
conclusions and ongoing work.

II. BACKGROUND AND RELATED WORK
A. Cybersecurity

Activity logs are generated by software running on an
operating system; some software is designed in and some
added on afterwards. There are four broad categories of
logs: Operating System (OS), network, cloud, and ICS.
There are dozens to hundreds of logging tools for these
categories. Each logging tool has fields to describe system,
user, operation, etc. Each kind of operating system, network,
sensor, account, or Cloud Service Provider (CSP) will have
logs with different fields. Fields may be similar among
categories of hardware/software, but strict inter-tool naming
conventions are not enforced on the field. Knowing what
types of events or series of events indicate malicious activity
comes from experience and education.

1) Cybersecurity Domains: One of the most common
frameworks for understanding attacker tactics, techniques,
and procedures (TTPs), is the MITRE ATT&CK framework.
MITRE ATT&CK is used by practitioners to understand
the attack landscape, as well as how their organization
is positioned to defend given the tools at their disposal.
ATT&CK is divided into three topical domains, each with a
corresponding matrix: Enterprise, Mobile, and ICS. Enterprise
is the best known, and broadest, of the domains. Network, OS
(Windows, macOS, Linux), Cloud (Azure AD, Office 365,
AND Google workspace), and PRE are the four primary areas
of research within an enterprise [7]. PRE, meaning before
active campaign begins, focuses on the activities leading up
to exploitation and are applicable to any information system.
These areas of cybersecurity make natural breakpoints in the
knowledge mapping of data.

B. Semantic Web

In cyber environments, users need to be able to exchange
information, queries, and requests with some assurance
that they share a common meaning. Discussions collate
the experiences and interests of participants into coherent
hypotheses. These hypotheses are tested through increasingly

wider dissemination with conflicting hypotheses being
weighed and discussed. The result of deconfliction is
communal sense of truth as perceived by the participants.
Consistencies in definitions allow for common ground to be
established — a widely acknowledged need for progression
among seemingly disparate entities. How this information
is defined and labelled is the field of semantic reasoning,
part of semantic analysis. The official birth of the Semantic
web is a matter of some debate, but the basis for modern
semantic web research is not. In May 2001, Berners-Lee
et al. published their article entitled “The Semantic Web”,
kicking off a cascade of research to define ontologies,
construct knowledge graphs, and build The Semantic
Web [10]. Since then, several researchers have employed
Semantic Web techniques for modeling and reasoning about
cybersecurity information [11]- [50]. In 2016, Syed et al.
developed the Unified Cybersecurity Ontology (UCO) as
a way of integrating previously developed ontologies and
providing a starting point for cybersecurity researchers to
understand their big datasets from a semantic perspective [51].

Semantic Web technologies allow data to be annotated with
machine-understandable meta-data, permitting the automation
of their retrieval and their usage in correct contexts [54]-
[60]. Semantic Web technologies contain languages such as
Resource Description Framework (RDF) [52] [53] and Web
Ontology Language (OWL) [54] [55] for defining ontologies
and illustrating meta-data using these ontologies, as well as
tools for reasoning over these descriptions. These technologies
can be used to deliver semantics of cybersecurity standards
enabling all cyber practitioners who understand fundamental
Semantic Web technologies to communicate and use each
others’ data and services effectively.

Schema is built using W3C standardized languages to main-
tain design requirements including: sound semantics, interop-
erability, and the availability of system components and tools.
It is possible to model the classes of data and relationships
between these using semantic web technologies. As a result,
the information is stored in a machine-understandable format,
allowing machines to identify the correct context of data usage
or retrieval. RDF [56] and OWL [57] are popular languages
used to design the knowledge graphs.

The most fundamental requirement of practitioners is a
representation supporting interoperability at both the syntactic
and semantic levels to facilitate easy data exchange. A second
design requirement is for a language designed to integrate well
with cybersecurity standards and big data. These technologies
can be used to provide standard semantics of service
information and policies enabling all agents who understand
essential Semantic Web technologies to communicate and use
each others’ data and services effectively.

Knowledge graphs are visual and query-able data structures
describing relationships between objects, typically constructed
in the form of triples. As the name implies, triples are a three-
piece format defining the relationship, or edge, between two



nodes [51]. The nodes, subject and object, are joined by the
predicate to indicate relationship. For example, Karen teaches
Susan. Karen is the subject and inferred teacher, while Susan
is the student. Triples can be used in pairs to specify bi-
directional relationships.

III. METHODOLOGY

The purpose of this paper is to benchmark the application
of knowledge graphs in the field of cybersecurity, explor-
ing potential linkage to the MITRE ATT&CK framework.
The methodology of this study was designed to follow the
procedures of Kurniawan, et al [61]. We followed three
steps: planning, literature searching, and analyzing the results
[61]. A systematic literature review was chosen to ensure all
manuscripts or other published works, relevant to the topics,
were selected.

A. Planning

We have defined four research questions (RQs) to guide
the review. RQ1 was chosen to understand prevalence of
onotologies and knowledge graphs in cybersecurity research.
RQ2 was chosen to understand how the current body of
literature maps to the needs of practitioners through MITRE
ATT&CK. We hypothesize there may be gaps between re-
search and application. Of note, we did not map to the tactics
or techniques levels of ATT&CK as most research surveyed
did not reference ATT&CK or provide a sufficient level of
detail to be certain of the tactics and techniques modelled. RQ3
was chosen to understand if and how researchers have adapted
to the relatively new field of cloud security. RQ4 was chosen
to understand how, and to what extent, knowledge graphs are
used as a diagnostic for categorization of defensive systems.
Systems is broadly applied to mean data, infrastructure, and
tools. IEEE Xplore was selected to facilitate the literature
searching phase, as it is a prominent search engine for infor-
mation systems and semantic analysis peer-reviewed research.

« RQI1: What knowledge graph is most prevalent in cyber-

security applications?

o RQ2: What is the prevalence of knowledge graph appli-

cations in enterprise, Mobile, and ICS?

o RQ3: What are the state of the art of knowledge graphs

for cyber defense of cloud computing?

o RQ4: What are the state of the art of knowledge graphs

for cyber defense system scanning?

Each of the research questions is broken down into two or
more reviewer questions to be asked by the reviewer of the
selected manuscripts. Table I shows the mapping of research
questions to reviewer questions: RQ1 has two associated
questions, RQ2 has three, RQ3 has two, and RQ4 has two.

B. Literature Search

To keep the search simple and avoid unintentional exclu-
sions, we limited our search to two sets of words for each
topic: “Semantic Analysis” or “Knowledge Graphs” combined
with “Cyber” or “Cybersecurity”. All meta data was included

in the search, and results were gathered as of July 17th, 2022.
A total of 719 entries were found across all four phrase com-
binations, including 94 duplicates and two erroneous entries.

TABLE I
RESEARCH QUESTION MAPPING
Research Reviewer Reviewer Question
Question Question
Number
RQI: 1 Name of Ontology
CKG
2 Constructed Knowledge Graph (Yes/No)
3 Used Knowledge Graphs for Enterprise
Security (Yes/No)
RQ2: 4 Used Knowledge Graphs for Mobile Se-
MITRE curity (Yes/No)
ATT&CK
5 Used Knowledge Graphs for ICS Secu-
rity (Yes/No)
RQ3: 6 Does the paper use knowledge graphs
Cloud primarily for defense or investigation of
Security cloud infrastructure and data (Yes/No)
7 If question 6 is true: What is the role of
the knowledge graph?
RQ4: 8 Does the paper use knowledge graphs
Cyber for scanning of cyber defense systems
Defense (Tooling, infrastructure, and/or data)
Systems (Yes/No)
9 If question 8 is true: What type of cyber
defense system (Tooling, infrastructure,
and/or data)?

1) Exclusion Criteria: The exclusion criteria for data set
creation comes in three distinct stages: search, title review,
and abstract review. For the search phase, any non-English
titles were disallowed from review. The four possible
combinations of these phrases yielded 623 deduplicated
and cleaned results when restricted to the last 10 years,
2012-2022. Deduplication was performed by comparing exact
matches in title and author list. All research published after
July 17th, 2022, are considered out of scope.

Titles not demonstrating applicability to both semantic
and cybersecurity domains were excluded. Title review
reduced the field by 84 percent, to 97 manuscripts. After
the reduction, the authors looked at the abstracts of each of
the 97 manuscripts to determine if the manuscript focused
on semantic analysis of cybersecurity domains. Manuscript
abstracts demonstrating both relevance to knowledge graphs
and cybersecurity were selected for full manuscript review.
A total of 48 manuscripts were selected for full review,
with eight of these manuscripts being later discarded during



the full manuscript review because of lack of focus on
cybersecurity (n=7) or lack of use of knowledge graphs or
ontologies (n=1).

C. Analyzing Results

The final 40 manuscripts [11]- [50] were reviewed for
answers to each of the reviewer questions. Most reviewer
questions have simple defined acceptance criteria and results.
Reviewer question seven examines the purpose of using the
knowledge graph for cloud applications. The author reviewing
the paper made the determination, based on the reviewed liter-
ature (N=4), of the implied or explicit primary reason for the
use of knowledge graphs. Overall the trend of manuscripts per
year for the last ten years, has been positive, with 2021 being
the current maximum at 11 manuscripts published. We further
analyzed the discarded manuscripts from the abstract review
portion, and the general positive trend persisted shallowly. In
the last 5 years, the were more papers accepted for this study
than rejected at the abstract phase. We believe this is due to
the convergence of semantic web and cybersecurity research.

IV. RESULTS

While none of the 40 selected manuscripts explicitly fo-
cused on ATT&CK, we used reasonable extension to explore
whether the topics covered could be mapped to the ATT&CK
matrices. This research was reviewed against the four research
questions and the nine reviewer questions, yielding a clean
data set for analysis.

Interestingly, forty percent of the research did not use
a specific reference knowledge graph when determining a
method for knowledge representation. Three manuscripts
did not construct a knowledge graph. Table II shows
the prevalence of the utilized knowledge graphs. Of the
CKGs used (n=24), the most common were the Unified
Cybersecurity Ontology (UCO) and the UCO 2.0.

TABLE II
CYBERSECURITY KNOWLEDGE GRAPH PREVALENCE

Name of Reference Knowledge Graph Number of
Manuscripts

Unified Cybersecurity Ontology (UCO) 7

Unified Cybersecurity Ontology (UCO) 2.0 | 5

Created Ontology 3

Network Security Knowledge Ontology 1

Security Protocol Implementation Ontology | 1

Cyber Policy Ontology 1

STUCC Ontology 1

CSOC Analysis Process Ontology 1

Other Ontology 5

Not Applicable 16

TABLE III
MAPPING OF THE REVIEWED CKG RESEARCH TO MITRE ATT&CK

DOMAINS
Used Knowledge Graphs for | Manuscript Manuscript
MITRE ATT&CK Domain: Covering Not

(Yes) Covering
(No)

Enterprise Security 24 16
Mobile Security 1 39
ICS Security 4 36

Table III shows the mapping of reviewed manuscripts
to ATT&CK high level domains. For the purposes of this
study, manuscripts are not required to mention ATT&CK
to be categorized into a domain. RQ2, focuses on how
the current body of literature applies to best practices for
cyber practitioners. MITRE ATT&CK is used extensively
by defenders of information systems. Relating research
to the stages of ATT&CK, and its broader domains will
ease in adoption of new methods by cyber practitioners.
The vast majority of research reviewed did not directly
correlate the methods and tooling created to the ATT&CK
framework, and will result in a knowledge or translation gap
between researchers and practitioners. This gap can limit the
effectiveness of the novel methods and tooling developed by
researchers.

Sixty percent of manuscripts reviewed provided data, meth-
ods, or knowledge representation frameworks to practitioners
in the broader enterprise security domain. Far fewer focused
on mobile applications or ICS. As evidenced by attacks on the
Colonial Pipeline attack and critical infrastructure in Ukraine,
ICS defense is an important area for researchers to cover.

Several manuscripts took the concepts from a knowledge
graph and created a new Cyber Knowledge Graph (CKG).
These CKGs are good examples of practical usage of
standardized knowledge graphs, like UCO and UCO 2.0.
However, they will be specific to the tooling, infrastructure,
and data used to create them. Reviewer question 8, gets at
the heart of the applicability. 31 (77.5 percent) manuscripts
applied knowledge graphs to scanning of systems (Tooling,
Infrastructure, and/or data). The majority of research scanned
data (n=20) and nearly half scanned tooling. Two manuscripts
used CKGs for all three system types, and eight additional
manuscripts scanned two system types. With nearly one-third
of the manuscripts scanning multiple system types, current
research provides a good variety of applicability to multi-
system solutions.

In October of 2019, MITRE added cloud specific
techniques to ATT&CK [62]. In almost three years, only
three manuscripts have been published focusing on defense
and scanning of clouds using knowledge graphs. One
additional paper was published in 2018, and focused on



TABLE IV
APPLICABILITY OF CURRENT CKG RESEARCH TO CLOUD

Role of the Knowledge Graph in Cloud: Manuscript
Count

Correlation of Cybersecurity Data Sources 2

Word Generation 1

Defined Security Context Rules 1

general forensic analysis. Table IV shows a summary of
the usage of CKGs for cloud applications. Of the four
manuscripts, two focused on using CKGs for correlating data
sets in the cloud. One focused on semantic word generation to
extend semantic queries. The fourth manuscript used its CKG
for defining context rules to be used for alerting. Knowledge
representation for cloud services, attack paths, log analysis,
and cloud specific tooling represent a few of the gaps in
current analysis of cloud security.

V. CONCLUSION AND FUTURE WORK

With an expanding required knowledge base, cyber
defense practitioners need of a variety of semantic tools.
Knowledge graphs have been a tool increasingly utilized for
enterprise security modeling, as well as extracting insights
from Malware. The build out of CKGs to include cloud
monitoring and hosting of traditional services in the cloud
will be critical for continued information system defense.
There has been little work on expanding the enterprise to
Mobile or ICS monitoring. Blended networks, where an
organization has both mobile and enterprise, or enterprise and
ICS systems, are growing in prevalence. All three domains
require additional research to link knowledge graphs to the
tactics and techniques listed by the ATT&CK framework.
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