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Abstract. Data integration from multiple sources can improve decision-
making and predict epidemiological trends. While there are many ben-
eőts to data integration, there are also privacy concerns, especially in
healthcare. The Health Insurance Portability and Accountability Act
(HIPAA) is one of the essential regulations in healthcare, and it sets strict
standards for the privacy and security of patient data. Often, data inte-
gration can be complex because different rules apply to different compa-
nies. Many existing data integration technologies are domain-speciőc and
theoretical, while others rigorously adhere to uniőed data integration.
Moreover, the integration systems do not have semantic access control,
which causes privacy breaches. We propose a framework using a knowl-
edge graph for sharing and integrating data across healthcare providers
by protecting data privacy. We use an ontology to provide Attribute-
Based Access Control (ABAC) for preventing excess or unwanted access
based on the user attributes or central organization rules. The data is
shared by removing sensitive attributes and anonymizing the rest using
k-anonymity to strike a balance between data utility and secret informa-
tion. A metadata layer describes the schema mapping to integrate data
from multiple sources. Our framework is a promising approach to data
integration in healthcare, and it addresses some of the critical challenges
of data integration in this domain.

Keywords: Privacy · Security · Electronic Health Record (EHR) · Knowl-
edge Graph (Ontology) · Attribute-Based Access Control (ABAC) · k-
anonymity · metadata

1 Introduction

The value of data in scientific experiments within healthcare is immeasurable,
especially as the amount of data being generated continues to multiply. Different
entities often create this data independently, and integrating it is crucial to
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transforming it into useful information. The integration allows organizations to
combine data from various sources, providing consumers with real-time insight
into business outcomes, increasing productivity, improving decision-making, and
enabling future predictions. While data reside in separate locations, integration
is the first step toward converting data into valuable and relevant information.
According to [1], the data integration system aims to provide a uniform query
interface to many data sources. It can help the user from having to locate each
source, interact with each source in isolation, and then combine the results.

Although data integration has numerous benefits, it also presents several
challenges related to data privacy. Data privacy refers to an individual’s right
to control data exchange with third parties within a computer network. Data
integration-related privacy concerns can be significant. In the healthcare in-
dustry, for instance, the Health Insurance Portability and Accountability Act
(HIPAA) is a crucial privacy regulation that safeguards patient data in the
United States [2]. Other domains have similar privacy regulations, such as the
General Data Protection Regulation (GDPR), which restricts what companies
can do with customer information [3]. Data providers establish security proto-
cols that define specific criteria for acquiring, analyzing, and sharing personal
and confidential data during integration. If integration systems fail to imple-
ment these security protocols properly, data leakage risks and other attacks may
occur, resulting in substantial legal and financial consequences. It is, therefore,
essential to implement security measures that determine who can access data for
specific purposes and consider the implications of exposing such data to users.

Integrating data from various databases can be complicated due to different
policies that apply across multiple organizations. The process typically involves
identifying data sources, creating a mediated schema, mapping data, formulating
and executing queries, and displaying the results. Nevertheless, integration sys-
tems often fail to consider users’ access levels based on their attributes or roles.
For example, a senior doctor may have read-and-write access to all fields in a
patient’s Electronic Health Record (EHR), while a junior doctor may only have
read access to specific fields. While data integration technologies are available,
they are often domain-specific and theoretical, and some only strictly adhere to
unified data integration. Currently, no standard model in the literature considers
data privacy during integration. Although many scholars have been working on
data integration, only a few have addressed the challenge of data privacy.

1.1 Motivation

There have been various applications in the physical world that involve data
integration while following strict privacy constraints. One such application is
described below.

Analysis of disease occurrence, frequency, and risk factors is essential to
identifying and managing them. These analyses have an enormous effect on
policy decisions. An apparent precondition for such analyses is the availabil-
ity of the necessary data. The data must then be gathered and integrated by
various healthcare facilities while sanitizing information vulnerable to privacy.
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Privacy concerns are a significant barrier to standardizing such activities. In-
fringement of privacy can inflict severe physical and mental distress on entities.
The privacy-conserving integration and collaboration of experimental data in
the health sciences have become critical to encouraging scientific exploration.

Considering the above application scenario, this work proposes a framework
for sharing and integrating data across healthcare providers by protecting data
privacy.

1.2 Our Approach

The proposed framework ensures safe sharing and data integration between var-
ious sources using different components, as listed below. An organization can
exchange user data with other organizations, guaranteeing no violation of pri-
vacy.

1. The system uses HIPAA-compliant knowledge graph that uses W3C Web
Ontology Language (OWL) [4] to provide Attribute-Based Access Control
(ABAC) [5]. The knowledge graph helps control data leakage and provides
limited user access based on user attributes and queries.

2. The data sources remove the sensitive attributes and then anonymize the
data using k-anonymity [6]. K-anonymity is a technique developed to miti-
gate the possibility of anonymized data being re-identified when connecting
to other datasets. The main objective is to anonymize the data shared by
the data sources to protect privacy.

3. The system built a metadata layer on top of the data sources. The layer
contains information about canonical names and names used in the local
databases. The layer is used for data integration from the databases for
semantic mapping. For any query, the data is derived by running sub-queries
from the origins and compiling them into a unified, coherent data set.

The remainder of the paper is structured as follows – we discuss related work
in Section 2, System Overview in Section 3, Dataset Description in Section 4,
Implementation in Section 5, and conclusion in Section 6.

2 Related Work

There have been several works done to integrate healthcare data. In [7], Bahga et
al. developed a framework to integrate data from distributed and heterogeneous
sources into a standard terminology in the cloud environment. Their approach
does not consider privacy issues. In [8], Clifton et al. proposed a privacy frame-
work for data integration. They identified a few potential research directions and
challenges that must be considered to perform privacy-preserving data integra-
tion. In [9], the authors proposed a framework in a development state, and they
also identified a few research directions. Lu et al. in [10] proposed privacy solu-
tions for smart healthcare systems. They examined identification, access control,
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and detection research practices and concentrated on EHR’s critical roles and
features. In [11], Yau et al. presented a repository protecting privacy to integrate
data from multiple data storage providers. The repository receives only the nec-
essary amount of information from data sources depending on user requests for
integration and rejects other claims. The limitation of their work is that they
solely focused on matching operations.

Database researchers have also been scaling up development efforts to make
privacy a core concern; for example, the Hippocratic project databases [12] and
Platform for Privacy Preferences (P3P) [13]. When data is shared across var-
ious entities and transformed and integrated with other data sources, none of
these initiatives answer privacy issues. In [14], the authors have suggested us-
ing a trusted third party for privacy-preserving data integration. However, they
have not specified how trustworthy is the third party or if there is an evaluation
metric. Organizations typically don’t want to share data without such consid-
erations. A variety of research efforts have been made on the development of
data mining algorithms that protect privacy. One method adopts a distributed
framework [15–17]; the other applies random noise to the data while retaining
the distribution’s underlying properties [18, 19]. These strategies presume data
were integrated before their operations. More often, sources will not be amenable
to give their data provided; data protection is maintained [8].

Several other works have been done on solving data integration challenges,
and most are domain-specific [20–23]. Not many studies discussed policy issues
that could impact data integration across various organizations. In [20], David
addressed the data integration challenges in the omics platform, which is very
challenging because the data is highly diversified, particularly in a drug dis-
covery business that intrinsically pulls on many divergent data types. In [24],
Alshawi et al. proposed a framework for assessing the quality and integration of
patient data in the healthcare industry for Customer Relationship Management
applications. In [25], Rigby et al. proposed a prototype knowledge broker that
gathers and incorporates patient data from independent healthcare organizations
using a software service model, providing a few solutions to enterprise-based file
systems. Several data privacy-related works include [6, 26, 27]. The most pop-
ular methods are k-anonymity [6] and differential privacy [27]. Most of them
consider privacy issues while sharing the data. Still, none considers a standard
model or framework that concerns privacy issues with the data while integrating
data from disparate sources, which might be very significant in a few domains
like the healthcare industry, human resource recruiting companies, and financial
institutions.

3 System Overview

Our proposed system has multiple layers depicted in the high-level system di-
agram in Figure 1. Assume three hospitals have planned to share their local
databases with a research organization. The data sources are identified as one,
two, and three. An example of how the framework will work is: the user queries
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Fig. 1. High-level System Diagram

the framework, the user gets authenticated, and attributes get checked with
a knowledge graph, the data sources remove the identifier and confidential at-
tributes, the data sources anonymize the remaining data, subqueries get executed
on the data sources, and the results are combined and displayed.

3.1 System Description

Fig. 2. System Architecture
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The system comprises multiple components within each module, as shown in
the system architecture in Figure 2. We describe each module in detail in the
following few subsections.

Access Control Module. Attribute-Based Access Control is the primary func-
tion of the module. ABAC offers flexible, context-conscious, and cost-intelligent
resource access management [28]. It allows access control strategies to require
unique attributes from several separate systems to address permission and achieve
successful regulatory enforcement, enabling organizations to be agile in their ex-
ecution, depending on current resources. It follows Binary logic, with regulations
including "IF, THEN" statements on who makes the order, the property, and
the behavior.

When a user requests access, their username and password get checked with
the database, and their attributes are verified. They will be denied access to
the data if they do not fulfill them. Organization-defined policies are written in
the Policy Controller in terms of user attributes. For example, a Senior Doc-
tor having attributes Certification: CMA (Certified Medical Assistant), Author-

ity: AAMA (American Association Of Medical Assistants), Medical Institution:

GBMC (Greater Baltimore Medical Center), Specialization: AI (Allergy And
Immunology), Professional Designation: Doctor will have write access to all the
fields of integrated data. Likewise, a Junior Doctor will have partial access to
the integrated data and may only read the data.

Fig. 3. Knowledge Graph used in the System

We use a HIPAA-compliant knowledge graph that uses W3C Web Ontology
Language (OWL) [4] to control integrated data access. The knowledge graph was
built by Joshi et al. [29], complying with the HIPAA standard [52], and it was
transformed accordingly to capture the experimental scenario. Figure 3 shows
the picture of the knowledge graph we used in our system. The knowledge graph
uses the user’s attribute to control access according to the policy defined by the
organization. The knowledge graph may also be used to incorporate organization-
specific access regulations. It can also control access to the fields of integrated
data. For example, an EHR has several fields like Billing Information, Diagnosis,
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Allergies, etc., and the knowledge graph can be used to control access to each
field of an EHR. Likewise, in our application scenario, we use the knowledge
graph to control access to the fields of the integrated data.

Data Mapping Module. Once a requestor passes the access control module,
the data sources get identified. The data sources remove the sensitive attribute
with the help of the remover. The anonymizer anonymizes the remaining data
to be shared to protect privacy. Anonymization is the way of altering data until
it is released for data processing. Therefore, de-identification is not achievable
and would result in k identifiable information if an effort is made to de-identify
by comparing the anonymized data with other data sources. We anonymize the
data using k-anonymity [6] as the data utility is essential. k-anonymity is a
technique developed to mitigate the possibility of anonymized data being re-
identified when connecting to other datasets. k-anonymity helps to balance data
utility and privacy. It is achieved by generalization and suppression.

The metadata in the module builds a layer of integration called the metadata
layer above the local databases. The most common integration system uses a
mediator and wrapper for integration. Mediator-Wrapper has several issues like
Scalability, Flexibility, and Adaptability [56]. However, we build metadata or a
semantic layer.

The metadata layer helps users independently view data using common
words. It maps nuanced data into common words such as patient, age, or city
to provide an organization-wide coherent, condensed view of the data. It is not
a specific abstraction. It is a collection of abstractions that are used to resolve
multiple issues.

We consider three databases for the experimental scenario: local DB1, local
DB2, and local DB3 from data source1, data source2, and data source3. The
local DBs are a collection of tables and records that we need to bring together in
one database, the integrated database. The integrated database contains all the
tables that make up each local DBs. The integration layer is the layer of meta-
data that includes information that defines the three databases. The information
stored in the metadata layer can be listed as follows.

– Canonical representation: It corresponds to an object’s name at the metadata
layer. It is the global name of the object.

– Data type and semantic difference: It is a definition of the local data types
in each database used for each column name.

– Supplementary Fields: It stores additional mapping or conversion informa-
tion between canonical to local DB names.

Data Aggregation Module. The main task of the module involves integrating
data from multiple databases into a coherent, cohesive view. In a standard data
integration method, the user sends a query to the central server. The central
server then collects the data needed from diverse sources. The data is derived
from the origins and compiled into a unified, coherent set of data. Finally, it is
fetched to the requested user.
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3.2 Framework Flow

In our application scenario, we started with the user requesting access to the
system. The user access request goes through a comprehensive check based on
the user attribute check with the knowledge graph. Then the data shared by the
sources were prepared by removing sensitive attributes and anonymizing using k-
anonymity. After that, we built a metadata layer based on the shared databases.
We now have the integration layer on top of the participating databases from
the previous stage. There are two layers, the Global layer and the local layer.
The global layer has metadata information and canonical representation. The
local layer holds the local databases.

The user sends a query using the canonical names of fields in the metadata
layer. The global query is broken down into subqueries, one for each participating
local database. The subqueries are sent and executed by the applicable local
databases. The outcomes are put together using a UNION process.

3.3 Use Cases

Data sharing and integration are widespread every day throughout organizations.
Many organizations or tasks benefit from getting data integrated from different
sources. We describe here two use cases that can benefit from our system.

1. Disease Outbreak: Early identification of infectious diseases is critical in
avoiding life-threatening contagious diseases. Virulent disease attacks such
as SARS and bird flu have rendered disease monitoring a significant issue.
Outbreak identification performs well when integrating and analyzing sev-
eral data points in real-time. Safeguarding identity disclosure by appropri-
ate privacy-preserving data aggregation and sharing strategies would enable
healthcare advancements.

2. Healthcare Research: Analysis of disease occurrence, frequency, and clinical
signs is essential to identifying and managing them. These analyzes have
an enormous effect on government policies. An apparent precondition for
this research is the availability of the necessary data. The data then must
be gathered and integrated by various healthcare facilities while sanitizing
information that is vulnerable to privacy. Concerns over privacy are a sig-
nificant barrier to simplifying such activities. A lack of privacy can cause
serious harm to participants. Another issue with the violation of privacy
is the chances of bias from apparently definitive statistical findings against
different sub-groups. Often, privacy is handled by avoiding sharing rather
than incorporating data processing restrictions into the mechanism. The
privacy-preserving integration and sharing of research data in healthcare
have become critical to encouraging scientific exploration.

4 Dataset Description

We used the MIMIC-III dataset [30] to produce synthetic data set for three inde-
pendent sources. We assume each source represents a hospital. Each data source
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has more than one thousand patient records. The number of attributes in each
source is variable because some organizations may want to store more features
to know their patient better. In contrast, others might prefer to store minimal
information. We have eighteen attributes, like name, age, gender, Social Security
Number (SSN), city, religion, insurance, diagnosis, drug, medical conditions, ad-
mission type, etc., from source one. Likewise, we have ten attributes from source
two and twelve from source three. The data that are available from the sources
are confidential and sensitive. If either of the entities shares the way-it-is info,
this may lead to a breach of privacy.

5 Evaluation

We developed a proof of concept to evaluate our framework. Let’s say a team of
researchers at the National Insitute of Health (NIH) would like to know about a
few statistics related to Covid19 cases. The team comprises several individuals.
There is a senior research scientist, a few junior scientists, and many interns. The
team would like to know the number of positive covid cases in each county in
California. The team wants to see the patient’s age groups, medical conditions,
etc. To achieve this, the team asks for data from hospitals. The hospitals then
agree to share the data by removing the sensitive or identifier attributes and
anonymizing the data using k-anonymity. The team creates a knowledge graph
and defines the user attribute in the knowledge graph along with their access
pattern. The team also creates a metadata layer on top of the data shared by
the hospitals. An intern has been asked to report California’s average cases per
county. Once an intern makes a request into the framework, the attributes get
checked with the knowledge graph. After that, the intern puts a query that
gets written into sub-queries and runs into data sources. The query result is
combined from all the sources and displayed. If the senior researcher in the team
performs the same operation, the final results contain more rows and columns as
the attributes allow to get access to complete data. Likewise, a junior researcher
gets more rows and columns than the intern.

6 Conclusion

This paper proposed a framework for privacy-preserving data sharing and inte-
gration. The framework used a knowledge graph for providing attribute-based
access control. The access decisions were evaluated comprehensively based on the
rules defined in the knowledge graph. The data shared was anonymized using
k-anonymity. A semantic layer was created to represent the schema mappings
and then populated with the metadata records. Later, data was integrated from
different Local DBs based on the user query. The framework helps to share data
and integrate securely, protecting individual privacy. The framework can be used
for several use cases, like to study a disease outbreak.
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There can be several expansions for this work. One of the challenging as-
pects would be to include many data sources and then check the system’s per-
formance. Obviously, with the addition of more sources, the complexities would
add up in the metadata layer. Exploring and simplifying the challenges in build-
ing the metadata layer would be interesting. Often, machine learning is used
these days for schema mapping. It would be a great area to explore. Another
promising research direction would be incorporating access control into the inte-
grated document’s fields. Often, EHRs have this field-level access control. Other
data anonymizing techniques could be explored as the data is very confidential,
and at the same time, the utility is essential.
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