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Abstract— Numerous schemeshave been proposed for
secue routing and Intrusion Detection for ad hoc net-
works. Yet, little work exists in actually implementing
such schemeson small handheld devices.In this paper, we
presenta proof-of-conceptimplementation of a secure rout-
ing protocol basedon AODV over IPv6, further reinforced
by a routing protocol independent Intrusion Detection
System(IDS) for ad hoc networks. Security featuresin the
routing protocol include mechanismsfor non-repudiation
and authentication, without relying on the availability of
a Certi cate Authority (CA) or a Key Distrib ution Center
(KDC). We presentthe designand implementation details
of our system,the practical considerations involved, and
how these mechanismscan be usedto detect and thwart
malicious attacks. We discussseveral scenarioswhere the
secute routing and intrusion detection mechanismsisolate
and deny network resourcesto hodesdeemedmalicious. We
also discussshortcomings in our approach, and conclude
with lessonslearned and ideas for futur e work.

I. INTRODUCTION

Recentyearshave witnesseda proliferationof mobile
devices.Corporationsandgovernmentagencieslike are
increasinglyusingembeddednd wirelesstechnologies,
andworking towardsmobilizing their workforce.Mobile
devicestypically supportseveral forms of wirelesscon-
nectvity like 802.11,IrDA, Bluetooth, GPRSetc. Due
to technologylimitations, however, wireless accessto
the serviceproviding infrastructure(cell towers, WLAN
base-stations)s limited to particular areas.Moreover,

This researchwas supportedby NSF award 9875433,and a grant
from NIST

Michaelalorga
and Tom Karygiannis

NIST, Gaithersiirg, MD 20899
miorga, karygiannis @nist.gw

buildings and other physicalobstructiongfurther restrict
availability.

Ad hoc networks, asthe namesuggestshave no sup-
porting infrastructure.Ad hoc networks are comprised
of a dynamicsetof cooperatingpeerswhich sharetheir
wirelesscapabilitieswith othersimilar devicesto enable
communicationwith devices not in direct radio-range
of eachother, effectively relaying message®n behalf
of others. Corventional methodsof identi cation and
authenticationare not available, since the availability
of a CA or a KDC cannotbe assumedConsequently
mobile device identities or their intentions cannot be
predeterminedr veri ed.

Several routing protocols for ad-hoc networks have
beenproposedike DSDV [19], DSR[11], AODV [18],
TORA [16] etc. A majority of theseprotocolsassume
a trustworthy collaborationamongparticipatingdevices
that are expected to abide by a “code-of-conduct”.
Herein lie several security threats,some arising from
shortcomingsn the protocols,and othersfrom the lack
of corventionalidenti cation and authenticatiormech-
anisms. Theseinherent propertiesof ad hoc networks
male themvulnerable,and maliciousnodescan exploit
thesevulnerabilitiesto launchvariouskinds of attacks.
To protectthe individual nodesand defendthe Mobile
Ad Hoc Network (MANET) from malicious attacks,
intrusiondetectiorandresponsenechanismareneeded.

Corventional IDSs have relied on monitoring real-
time trafc at switches,gatavays, and routers.Vulner
abilities in Medium AccessControl (MAC) for wired
networks have beenprotectedby physical partitioning
andrestrictedconnectvity amongsnetworks. The wire-
less connectvity of mobile nodes sharesa common
mediumbut cannotbe partitioned,nor can the mobility
of the nodesherestricted Mobility introducesadditional
dif culty in settingup a systemof nodescooperating



in an IDS. A nodes movementscannotbe restrictedin

orderto let the IDS cooperateor collectdataanda node
cannotbe expectedto monitor the samephysical area
for an extendedperiod of time. A single node may be
unableto obtain a large enoughsamplesize of datato

accuratelydiagnoseother nodes.

Several architecturesand detection mechanismsfor
IDS for MANETs have beenproposedso far and are
discussedn the relatedwork section.Simulationsand
illustrations have beenusedto validate the feasibility
of proposedschemesfor securerouting and intrusion
detection.We proposea combinationof a securerouting
protocol and an IDS for strengtheninghe defenseof
a MANET. To the bestof our knowledge, this IDS is
the rst actual implementationdeployed on handheld
devices. The IDS is basedon an algorithm proposed
in our previous work [17]. We also describethe im-
plementationof our securerouting protocol, SecAODV.
We presenta detailed analysis of issuesinvolved in
the implementationand deploymentof a securerouting
protocoland IDS in our testbed We presentinteresting
resultsthat provide insightsinto practicalconsiderations
in sucha deploymentthat have not beenaddressedhus
far, andare not apparentfrom simulations.

SecAODV and the snoopingIDS complementeach
otherin beingableto detectmostof theprevalentattacks.
Our goal is to detect malicious or chronically faulty
nodesand dery them network resources.

Il. BACKGROUND AND RELATED WORK

A. Secue RoutingProtocols

As noted earliet a majority of the proposedrouting
protocolsassumenon-hostileervironmentswherenodes
faithfully forward paclets, and maliciousnodesare ab-
sent. MANETSs are extremely vulnerableto attacksdue
to their dynamicallychangingtopology absencef con-
ventional security infrastructuresand open medium of
communicationwhich, unlike their wired counterparts,
cannotbe secured.To addresstheseconcerns,several
securerouting protocols have beenproposed:SAODV
[25], Ariadne [8], SEAD [7], CSER[12], SRP [15],
SAAR [24], BSAR [3], and SBRP[22].

Our implementatiorof the Sec ODV is similar to the
protocolproposedn BSAR [3] andSBRP[22] for DSR.
Sec/ODV is a highly adaptve distributed algorithm
designedor IPv6-basedMANETS thatdoesnot require:
(1) prior trust relationsbetweenpairs of nodes(e.g. a
trustedthird party or a distributed trust establishment),
(2) time synchronizationbetweennodes,or (3) prior
sharedkeys or ary otherform of secureassociationThe
protocol provideson-demandrust establishmenamong
the nodes collaboratingto detect malicious actities.
A trust relationshipis establishedbasedon a dynamic

evaluation of the sender$ “secue IP” and signed evi-

dence,containedin the SecAODV header This routing
protocol enablesthe source and destinationnodesto

establisha securecommunicationchannelbasedon the
conceptof “Statistically Unique and Cryptographically
\eri able” (SUCV) identi ers [3], [13] which ensurea
securebinding betweenlP addresseand keys, without
requiringary trustedCA or KDC. Theconceptof SUCV
is similarto thatof CryptographicallyGenerated\ddress
(CGAS)[1]. SUCVsassociate host's IPv6 addresswith

its public key thatprovidesveri able proof of ownership
of that IPv6 addresgo othernodes.

B. Intrusion DetectionSthemes

MANETSs presenta numberof unique problemsfor
Intrusion Detection Systems(IDS). Differentiating be-
tweenmalicious network activity and spuriousbut typ-
ical problems associatedwith an ad hoc networking
ervironment,is a challengingask.ln anadhocnetwork,
maliciousnodesmayenterandleave theimmediateradio
transmissionrangeat randomintervals or may collude
with other malicious nodesto disrupt network activity
and avoid detection.Malicious nodesmay behae ma-
liciously only intermittently further complicatingtheir
detection.

Trafc monitoring in wired networks is usually per
formedat switches routersandgatevays,but anad hoc
network doesnot have thesetypesof network elements
where the IDS can collect audit data for the entire
network. A wired network under a single administra-
tive domain allows for discovery, repait responseand
forensicsof suspiciousnodes A MANET is mostlikely
not under a single administratve domain, making it
dif cult to performary kind of centralizedmanagement
or control. Network traf c canbe monitoredon a wired
network segment,but ad hoc nodesor sensoranonly
monitor network trafc within their obsenable radio
transmissiorrange.

ZhangandLee [26] cateyorizehost-basedDSs based
on anomaly detectionand misuse detection. Anomaly
detection-basedystemsdetectintrusions basedon an
establishedbaselineof normal behaior. Misuse detec-
tion involves identifying attack signaturesand usage
patternsassociatedvith known attacks.They point out
that unlike wired networks, thereareno x ed “concen-
tration points” wherereal-timetraf c monitoringcanbe
done; audit collection is limited by radio-rangeof the
devices.Also, communicatiorpatternsaredifferentfrom
wireline devicesandmobiledevicesareoftenexpectedo
operatein disconnecteanode.Anomaliesare not easily
distinguishabldrom localized,incomplete and possibly
outdatedinformation. So, anomaly detection schemes
are not directly applicablein wirelessad hoc networks.



Hence they proposeanew architecturdor anIDS, based
on IDS agents.

Other proposalsinclude use of mobile agentstrained
to detectintrusions[20] and speci cation basedalgo-
rithms [21]. Tsenget al. [21] describesereral attacks
possiblein the base AODV protocol. They illustrate
the use of a nite state machineto detectanomalous
behaior in orderto determineattacks.They alsosuggest
the useof an additional previous hop eld to ascertain
the source/pattof AODV control messages.

I1l. SECAODV IMPLEMENTATION DETAILS

Handheld Device iPAQ 3800 Series

Processor 206 MHz Intel StrongARMSA-111032-bit
RISC Processor
Memory 64 MB SDRAM, 32 MB ash ROM Mem-

ory
Orinoco and Cisco Aironet 802.11bcards
with wirelesssleeres

TABLE |

Wirelessaccess

1PAQ 3800 SERIES SPECIFICATIONS

A. Assumptionsand Observations

We assumehat interfaceshave a promiscuousmode
to monitor trafc of neighboringnodes.Key lengths
are chosento be sufciently long, making it infeasible
to computeor guessa private key knowing only the
public key, but on the otherhanddo not make signature
computationand veri cation computationallyexpensve
for the mobile device. It is also assumedthat normal
paclet drop rates can be dynamically determinedand
thresholdsestablishedo distinguishmaliciousbehaior
from trustworthy conduct.We do not requirethe MAC
addresse$o be unforgeable sincethe SUCV identi ers
provide secure binding between IPv6 addressesand
public keys. Identity is not determinedby the MAC
addressalone. Addressspoo ng can be detectedsince
signatureveri cation will fail unlessprivate keys have
beencompromisedAlso, sincemisbehaior is associated
with the IPv6 address,the attacler may periodically
changehis/her IPv6 addressbut at the additional ex-
penseof computinga SUCV every time. Consequently
suchan attackis largely ineffective, and quite expensve
for the attacler.

B. SecAODV

1) Overviev: The SecfODV implementstwo con-
ceptswhich arecommonfeaturesn bothBSAR [3] and
SBRP[22]:

Securebinding between|Pv6 addressesand the
RSA key generatedoy the nodesthemseles, and
independentf ary trustedsecurityservice,and
Signedevidenceproducedby the originator of the
messageand sighatureveri cation by the destina-
tion, without ary form of delegation of trust

IPv6 was adoptedfor its large addressspace,porta-
bility and suitability in generatingSUCVs. The address
auto-con gurationfeatureavailable in IPv6 that allows
IP auto-con gurationfor the nodeson a needbasis,is
of specialimportance.

The SecfAODV implementationfollows Tuominens
design[23] which usestwo kernelmodulesp6 _queue,
ip6 _nf _aodv, anda userspacelaemonaodvd .

2) Secue Address Auto-Con guration and Veri ca-
tion: Tojoin aMANET, anodeexecutesascriptthatsets
its ServiceSetldenti er (SSID),thenproceeddo install
and con gure all IPv6 and SecfODV related kernel
modules,and nally starts the aodvd daemon.The
daemorobtainsits site andglobal subnetidenti ers, and
runtimeparameterérom acon guration le and/orfrom
thecommandine. Theaodvd daemornthengenerates
1024-bitRSA key pair. Using the public key of this pair,
the securelyboundglobal and site-locallPv6 addresses
aregeneratedTo derive the addressesa nodegenerates
a 64-bit pseudo-randonvalue by applying a one-way,
collision-resistanthashfunction to the newly generate,
uncerti ed, RSA public key. However, only 62 bits out
of the generated64 bits are then used for the IPv6
addresdecause bits of the addresspaceareresened.
The nal IPv6 addresss generatedy concatenatinghe
subnetidenti er with the pseudo-randonvalue derived
from the public key and by settingthe 2 resened bits,
accordingto RFC 3513 (2373)[6]. A sourcenodeuses
the securebinding to authenticatéts IPv6 addresgo an
arbitrary destinationUpon completionof the RSA keys
generationand IP addresscon guration, SecAODV can
optionally broadcastHello-type, signedmessageso its
neighborsto make its presenceknown.

C. Working of Sec/AODV

The AODV protocol [18] is comprisedof two basic
mechanismsyiz., route discovery and maintenanceof
local connectivity The SecAODV protocoladdssecurity
featuredo thebasicAODV mechanismdut is otherwise
identical. A sourcenode thatrequestcommunication
with another member of the MANET referredto as
destination - initiatesthe processby constructingand
broadcasting signedrouterequestmessag&kREQThe
format of the Sec/ODV RREQmessagediffers from
the one proposedin [18], it additionally containsthe
RSA public key of the sourcenode andis digitally
signedto ensureauthenticityandintegrity of themessage



(refer to Fig. 1). Upon receving a RREQmessage,
eachnode authenticateshe source , by verifying the
messageéntegrity (seesection ) , andby verifying
the signature againstthe provided public key. Upon
successfulzeri cation, the nodeupdatests routingtable
with 's addressand the forwarding nodes address.
If the messages not addressedo it, it rebroadcasts
the RREQ When  receves the RREQ it constructs
a signedroute reply messagdRREB addressedo the
sourcenode , which includesthe 's public key, as
shavn in Fig. 1.  thenunicaststhe RREPbackto the
neighboringnode from which the RREQwas receved.
Upon receving a RRER ary routing node veri es the
destination 's IP addressand signatureagainstthe
included public key, updatesits own routing table for

androutesit towards . If arouteentryfor does
not exist or has expired, the messageas droppedand
an error messages sentto all affectedneighbors.If
doesnot receve ary reply in a predeterminecamount
of time, it rebroadcasteew routerequestsMaintenance
of local connectivitymechanismis optionally achieved
by periodically broadcastingHello-messagesin our
implementationthesemessagesre signedand contain
the senders public key for authenticatiorand message
integrity veri cation.

IV. INTRUSION DETECTION

Although encryptionand signedheadersareintrusion
preventionmeasuresyulnerabilitiesremainnonetheless.
An IDS further strengthenshe defenseof a MANET. A
reliable IDS, operatingwithin a MANET, requiresthat
trust be establishecamongstcollaboratingnodesin the
absenceof ary pre-«isting trust associationsThe use
of SUCVsis thuswell-suitedfor suchsituations.

The effectivenessof a collaboratve IDS dependson
the amountof datathat can be collected individually.
Longerpresencéncreaseshe availability of meaningful
data. However the degree of mobility hasa signi cant
impact on the effectivenessof the IDS. Routing errors
and paclet dropsdue to increasedmobility may mask
malicious behaior, however malicious nodes cannot
signi cantly affect routing eithet

A. DesignGoals

1) Scalability: The effectivenessof the IDS will
dependon its scalability Snoopingon all paclet traf ¢

2) Platformfor a collaborativeIDS: Individualnodes
with IDS deplgyments can only monitor within their
radio-range.lt is necessaryto aggre@ate such datato
detect anomaliesand malicious colluding actwity in
the network through peerinteractions.The IDS should
enablecollection of local audit data.

3) Enable protocol specic IDS: The IDS should
allow monitoringof paclettraf ¢ for speci c protocols.
Speci ¢ protocolsbehae in a predictablepattern.intru-
siondetectionmalesuseof thesepatterngo spotabnor
mal behaior andin someinstancesspeci ¢ signatures
indicating malicious activity. Someprotocolsare more
likely than othersto be usedwith maliciousintent. For
example,in TCPaSYN ood canuseup availableports
on the target machineeffectively derying service.

B. Scopeof IDS

In ourimplementatiorapproachwe focuson detecting
intrusionsbasedon anomaloushehaior of neighboring
nodes. Each node monitors particular trafc actiity
within its radio-rangeAn auditlog of all locally detected
intrusions is maintained as evidence of misbehaior.
Intrusions are associatedwith pairs of IPv6 and cor
respondingMAC addressesLocal audit data can then
be aggreyatedby somecentralized/distribtedalgorithm,
to detect ongoing attacks. Such collective analysisis
however subjectto Trust issues,since the problem of
Identi cation and Authenticationremains.Ratherin our
current implementation,we focus only on the local
detection and responsepart, to provide a foundation
for sucha collaboratve IDS. By virtue of the SUCV
identi ers, we can con dently identify the misbehaing
nodesand associaténtrusionswith them.

1) Intrusion Detection: We detect intrusions by
neighboringnodesby their deviation from known or
expectedbehaior. Whennodesactasforwardingnodes,
offering routesto other destinationsjt is expectedthat
thosenode actually forward data paclets, once a route
throughthem is actually setup.Nodesare expectedto
retransmitthe messagewithout modifying the payload
towardsthe intendedrecipient.We cancatejorize paclet
traf ¢ into control paclets that exchangerouting infor-
mation, and data paclets. Dependingon what routing
protocolis beingused,routing informationmay or may
not be containedin the control paclets,e.g.in DSR the
routing information is presentin the control message
itself;, AODV on the other hand, does not have such
information.Regardlesof how routesareactuallysetup,

is prohibitively expensve for mostresource-constrained datapackets shouldnot be modi ed, with the exception

mobile devices,especiallywhennumberof nodeswithin
radio-rangeincrease.Dense networks or larger radio-
rangesof new wirelesstechnologieswill have a large
numberof neighbornodes.

of some elds like hopcountin the IPv6 headerA node
canthusmonitor mostof the paclettrafc of its neigh-
borsin promiscuousnode,while they arein radio-range.
A nodereceving pacletsbut notforwardingthemcanbe



Fig. 1. SecAODV messagdormats

detectedWe monitor AODV control messageand data
streampacletsonly. We do not monitorcontrolmessages
for faithful retransmissionsSince control messagesire
signedby the sendersmodi cations will be detectedn
the signatureveri cation at the recever.

C. Statefulpadet monitoring

We usethe paclet capturelibrary, libpcap  [4], [5],
[10], for capturing paclets. As shavn in Fig. 2 the
capturedraw pacletsare Itered to getonly IPv6 using
the protocol header eld in the MAC header Further
Itering is usedto separateAODV and TCP paclets.
We restrictoursehesto monitoring TCP datastreams.

1) Building Neighbor tables: The AODV con-
trol messagesinclude special kind of RREP mes-
sagescalled “Hello” messagesThese messagesare
broadcastby the nodesat periodic intervals. Nodes
can discover their neighbors using these messages.

Fig. 2. Paclet ®ltering and monitoring



Fig. 3. Monitoring traf®c in radio-range

Also, if a neighbor moves away, the node will
ceaseto receve it's neighbors hello messagesand
thus update its routing tables. We use these mes-
sagesto build neighbor tables, which consist of tu-
plesof the form (MAC address, IPv6 address,
drop _count, route _state ), as shawn in Fig.
2. (MACaddress, IPv6 address ) constitutethe
unique key. This table is kept updatedby monitoring
Hello messageand RERRmessages.

2) Monitoring data padkets: As showvn in Fig. 3 we
monitor data pacletsthat needto be forwarded.Refer
ring to Fig. 3, considernodesA, B and C within radio-
rangeof eachother Without loss of generality let C be
the monitoringnode,and B be the target of monitoring.
A is sendinga datagranvia B to someotherdestination.
B is actingasanintermediarynodeforwarding paclkets
on behalfof A. Considerthe datagrandgram.in sentby
A to B. dgram.in will have MAC sourceaddressof A,
MAC destinationaddresf B. But the destinationlPv6
addressvill not bethatof B, sinceB is notthe intended
recipientof dgram.in. Now considerthe datagranthatB
forwardsafter receving dgram.in. dgram.out will have
the MAC sourceaddresof B, however the sourcelPv6
addressin the datagramwill be that of A, and not B.
In fact, dgram.in is a datagramthat B is expectedto
forward and dgram.out will be that expecteddatagram
sentoutby B, onwardto its intendedrecipient.Packetsof
speci ¢ protocolscanbe selectvely monitoredusingthe
protocol eld in thelPv6 headeffor Itering. C beingthe
monitoringnode,will rst recorddgram.in andwatchfor
B to transmitdgram.out The processingand queuing
delayat B, may vary dependingon congestiorand CPU
load on B. UndernormalcircumstancesB will transmit
dgram.out within a reasonablamountof time. If B fails
to do so, then C can infer that B must have dropped
the paclet. Another possibility is that B manglesthe

paclet. When matchingdgram.in and dgram.out for a
particularprotocolit is importantto matchall elds that
shouldnot be changedby B. If B maliciously mangles
the paclet, the original dgram.in will not match ary
dgramout. C detectsmangling by looking at the TCP
sequenceumber checksumand byte count.

D. Scalabilityissues

For the IDS to be effective it hasto be scalable.
A mobile device can get overwhelmedquickly if it
starts monitoring all paclets in its neighborhoodin
promiscuousmode. A large amountof datatrafc in
densenetworks cannotbe ef ciently monitored by a
resource-constraineshobile device. It may be possible
in certainsituationsto have a list of suspectghatcanbe
watchedinsteadof all the nodesin the neighborhood.
Another possibility is to monitor a random choice of
neighbor nodes. Alternatively random paclets can be
watchedto make the IDS scalable Also the monitoring
node needsto have efcient data-structureso monitor
trafc efciently in promiscuousmode. We also have
to accountfor the buffering capacity of nodes. Our
experimentsshaved that during periodsof congestion,
or routechangesa large numberof pacletsgetbuffered
by intermediatenodes.Buffered paclets are thosethat
a node will watch for to be retransmitted. The mobile
device is constrainedn how mary pacletsit canwatch
for, so a timeout is associatedvith each paclet being
watched. On a timeout, the monitoring node deems
suchpacletsto be dropped.However if thesetimeouts
are too short, the IDS will yield a large number of
falsepositives.We usethresholddo distinguishbetween
intrusionsand normalbehaior. Thresholdscanbe used
to accountfor temporaryanomalousbehaior due to
congestion.

E. Threshold-basedletection

Using threshold-basedetectionwill potentiallyallow
amaliciousnodeto go unnaticedf it dropsafew paclets
intermittently However, the potential damage caused
by such intermittent paclet drops will be acceptable
andwill not signi cantly affect the MANET. If a node
exceedsa smallthresholdof suchallowed“misbehaior”
it will bedetectedcandclassi ed asintrusive. An attacler
cannotsigni cantly disruptcommunicatiorwhile staying
underthe detection-thresholdfiowever will be detected
if the thresholdis crossed.Thresholdsallow for short
timeouts,for paclets being watched,since most pack-
ets are expectedto be retransmittedmmediately Each
pacletbeingwatchedaccountfor memoryconsumean
the monitor. This meansmore spacefor newer paclets
andoverall lower memoryrequirementsSecondlyfalse
positives due to congestionare reduced.In periods of



congestion,a node may queue paclets to be retrans-
mitted and not transmitthem immediately causingthe
monitor to assumethat the paclets have beendropped.
Also each paclet thus buffered on a neighbor node
correspondgo the samepaclet being buffered by the
monitoringnode.A large numberof neighborsbuffering
paclets causea large aggreation of such paclets on
the monitor itself, which occugy memoryuntil they are
timed out. Not only will they resultin false positives,
they have also occupieda large amount of memory
beforeyielding possiblyincorrectresults.

F. IDS validation

To test the IDS functionality, we setupa node that
could drop and/ormanglepaclets. This was doneusing
the Linux kernel modulesip6table _mangle and
ip6 _queue (userspac@acletqueuingusinglibipq ).
Perlipg [14], a Perl extension to Linux iptables for
userspaceueuingvia libipg  was used.The process
involves adding a rule to ip6tables  to interceptall
paclets to be forwarded by the node, to be queued
to userspacePerlipg then allows these paclets to be
manipulatedby the Perl programand then passedack
to the kernel. The Perl programcanmanglethe payload,
drop the paclet or returnit without modifying it. Using
the Perl programwe con gured the “malicious” node
to have particular drop rates. The IDS immediately
detectedthe droppedpaclets and reportedthem. If the
drop rate exceededthe thresholdvalue of the IDS, the
IDS reportedan intrusion and logged the incident. We
obsenedthatundernormaltraf ¢ conditionshardly ary
paclets are droppedby intermediatenodeswhen they
are forwarding paclets.

V. SECURITY ANALYSIS

A. SecODV securityanalysis

In this sectionwe discusshow the SecfODV resists
attacksby non-colludingadwersariesRoutingdisruption
attacks in which the adwersaryattemptsto forge a route
requestor a route reply by masqueradingas another
sendemodeor destinationnodeare preventedsince ei-
therthelPv6 addresweri cation or signatureveri cation
will fail. As long asthe IPv6 addresof a nodeandits
public key arecryptographicallybound,the attacler can
not successfullyspoof anothernodes addressunlessit
victim's private key is compromised.

An attacler might also try to initiate route replies
without receving a route request.This kind of attack
hasminimal impact sincethe attacled node canignore
paclets from a node to which it did not requesta
route.Alternatively, anattacler canreplaya cachedoute
reply. This kind of attackis preventedsince the pro-
tocol maintainsstatusvia sequencenumberscontained

in the signed header As designed,the protocol drops
pacletsthat containsequencenumbersolder thanthose
currentlyknown. Moreover, by including the destination
andoriginator sequenceaumbersin the signedmaterial,
the SecfODV prevents“rushing attacks”[9] in which a
malicious node rushesspuriousmessagesn which the
attacler modi ed ary of thesetwo elds making the
legitimate paclet look old or asa duplicate.As long as
the private keys of the end nodesare not compromised,
the attacler is not capableof modifying ary of these
elds andthusimmuneto rushingattacks.

Onekind of “resourceconsumptionattack” is to ini-
tiate a lot of route requeststherebycausingcongestion
in the network. This attack can be mitigated by setting
an “acceptanceate; thuslimiting the numberof route
requestsa nodecan acceptand processper clock tick.

SecAODV also prevents the “man-in-the-middleat-
tack” by enforcinglP and signatureveri cation. Unless
themaliciousnodepossessethe privatekeys of bothend
nodesthe attacler cannotlauncha “man-in-the-middle”
attack.

B. IDS securityanalysis

While the useof sighedcontrol messages arouting
protocol like SecAODV can prevent routing disruption
attacks,it is possiblefor an attacler to selectvely drop
only data paclets. So the IDS reinforcesthe MANET
security by detectingsuch grey hole attacks.The IDS
is able to detectdroppedand mangledpaclets. In the
current implementation,the IDS does not distinguish
betweenmangled paclets and dropped paclets, since
the IDS watchesfor exact retransmissionskEvery time
a paclet is faithfully retransmittedthe corresponding
paclet is removed from the watch-list by the IDS.
Mangled paclets will not match ary paclets the IDS
is watching for retransmissionand thus timeouts will
causethe IDS to deemthoseto have beendropped.In
caseof TCPstreamsit is possibleto distinguishmangled
pacletsfrom droppedpaclets, using the TCP sequence
numberand byte count. From the sequencenumberin
the TCP paclet, we can determinewhich part of the
streanthe pacletbelonggo anduseit to determinéf the
intermediatenodehasmangledthe datain any way. It is
importantto establishthresholdgor classifyingdetected
intrusive behavior.

VI. PERFORMANCE ANALYSIS

We usedthe ping6 utility for sendinglICMP6 echo
requeststo determinereachability and responsetimes.
We setuptheiPAQsin alinearchainusingip6tables
to drop paclets from speci c MAC addressest each
node, to achieve this linear chain without physically
separatingthe iPAQs out of radio rangeto get sucha



formation.Theresultsof the ping testsareshavn in Fig.
4. The AODV parametersisedin the testsare shovn in
tablell.

Parameter Value (ms)
NODETRAVERSALTIME 100
NET.TRAVERSALTIME 4000
NET.DIAMETER 20
PATHDISCOVERYTIME 2000
Hellolnterval 2000
ActiveRouteTimeout 4000
DeletePeriod 20000
RouteTimeout 8000
ReverseRouteLife 8000
TABLE I

AODV PARAMETERS

‘ 1 hop ‘ AODV ‘ Insecure‘ Sec/AODV

Min. 1.67s 2.2s 2.2s
Max. 4.1s 4.7s 119.7s
Avg. 2.71s 2.76s 10.14s
‘ 2 hops‘ AODV ‘ Insecure‘ Sec/AODV
Min. 29.4s 79s 71.1s
Max. 37.5s 169.8s 205.6s
Avg. 31.67s| 123.89s| 145.8s
‘ 3 hops‘ AODV ‘ Insecure‘ Sec/AODV
Min. - 185.8s 122.4s
Max. - 469.5s 218.3s
Avg. - 268.67s| 167.95s

Fig. 4. Ping6responsdimesin secondasingplain AODV version,
Sec/ODV with all securityfeaturesdisabled,and SecAODV with all
securityfeaturesenabled

Referring to Fig. 4, the responsetimes of ping6
paclets are shovn for destinationsthat are 1, 2 and
3 hops away. The rst column labeled AODV shavs
the responsdime of the original AODV implementation
that we usedto build the secureversion. The second
column indicatesthe responsdime of SecAODV with
all its securityfeaturedik e signatureveri cation turned
off, but usingthe additionalSec AODV headeris shavn.
Finally the last column indicatesthe responsetime of
Sec/ODV with all the security featuresenabled.We
obsene that the paclet lossis not signi cantly affected
by the additionaloverheadof signatureveri cation dur-

ing route maintenancet eachnode.The responsdimes
however indicate that there is delay introducedin the
paclet traversaltime. With fasterprocessorsand larger
memoriesthe decryptionand signatureveri cation will
be muchfaster Theseresultsprove that SecAODV does
notsigni cantly addto theroutingoverheadand/orcause
paclet loss. We obsenred a large paclet loss of ICMP6
pacletsin the original version.SecfAODV however does
not add to the paclet loss, the paclet loss remained
exactly the same,thoughthe responseimes increased.
We note that the HUT AODV implementation[23] was
testedin the AODV Interop Event [2] with only two
hops.We got 100% paclet losswith ping6 , with more
thantwo hopsusingHUT AODV.

Fig. 5. Dataratesfor encryptionand decryptionusing RSA keys

Fig. 5 shavs the dataratesfor encryptionanddecryp-
tion dataratesusing different RSA keylengths.

VIlI. CONCLUSIONS AND FUTURE WORK

In this paperwe brie y describedheinherentvulnera-
bilities of mobiledevicesin MANETSs andseveralattacks
possibleon suchdevices. We presentedelatedwork in
this areaandpresentedhe designandimplementatiorof
our secureroutingprotocolSecAODV andIDS. ThelDS
is routing protocolindependentthoughin this casewe
have usedSec/ODV for routing. The role of therouting
protocolsis justto createandmaintainroutes.Evenafter
protectingthe network from routing disruption attacks,
paclet manglingattacksandgrey holes,denialof service
attacksthat useMAC vulnerabilitiesto disruptcommu-
nication are still possible.However suchattackscannot
be preventedat highernetworking layers,rathersecurity
mechanismseedto providedin the MAC protocolitself.

Nodescan operateon their own, however for propa-
gating information on misbehaing nodesa platform to
enablecollaborationfor disseminatiorof suchIDS data
is neededThe scopeof a hostbasedDS deplojedon a



mobile device is limited to its radio range.We are cur-

rently implementinga collaboratve IDS which will offer

a collective responsdo misbehaing or intrusive nodes.
In additionto using thresholdswe are also working on

usingsignalstrengthof neighboringnodesfor detecting
misbehaing nodes.Potentiallyan IDS may assumehat
aneighboringnodeis droppingpaclets,whenin fact,the
nodesimply movedout of rangeof the monitoringnode.
A low signal strengthwill help determinethe distance
of the neighboringnodeand thus help decideif a node
is misbehaing or hassimply moved out of range.Also

it will be helpful in selectionof nodesto monitor and
increasethe scalability and detectionaccurag of the

IDS.
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