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Abstract Theadventandphenomenalgrowth of low-cost,lightweight,portablecomputerscon-
comitantwith thatof theInternethasledto theconceptof Mobile Computing.Protocolsandmech-
anismsusedin Internetcomputingarebeingmodi�ed andenhancedto adaptto mobilecomputers.
New protocolsandstandardsarealsobeingdevelopedto enablemobile computersto connectto
eachotherand the Internetthroughboth wired andwirelessinterfaces. The primary goal of the
mobilecomputingparadigmis to enablemobilecomputersaccomplishtasksusingall possiblere-
sources,i.e., dataandservices,available in the network, anywhere,anytime. In this chapterwe
survey thestate-of-the-artof mobilecomputingandits progresstowardits goals.We alsopresenta
comprehensive, �e xible framework to developapplicationsfor mobilecomputing.Theframework
consistsof protocols,techniquesandmechanismsthatenableapplicationsto discover andmanage
dataandservicesin wired, infrastructuresupportedwirelessandmobileadhocnetworks.
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1.1 Intr oduction

The term“computingdevice” or “computer”usuallyevokesthe imageof a big, powerful ma-
chine,locatedin anof�ce or home,that is alwayson andpossiblyconnectedto the Internet. The
rapidgrowth of lightweight,easilyandconstantlyavailabledevices,evenwhenoneis on themove,
hasdramaticallyalteredthis image.Coupledwith thepotentialfor easynetwork access,thegrowth
of thesemobiledeviceshastremendouslyincreasedour capabilityto take computingserviceswith
us,wherever we go. Thecombinationof device mobility andcomputingpower hasresultedin the
Mobile Computingparadigm. In this paradigmcomputingpower is constantlyat hand,irrespec-
tive of whetherthemobiledevice is connectedto the Internetor not. Thesmallerthedevices,the
greatertheir portability andmobility, but the lessertheir computingcapability. It is importantto
understandthat theultimategoalof themobilecomputingparadigmis enablingpeopleto accom-
plishtasksusingcomputingdevices,anytime, anywhere. To achievethisgoal,network connectivity
will becomeanessentialpartof mobilecomputingdevices.Theunderlyingnetwork connectivity in
mobilecomputingis typically wireless.PortableComputingis a variantof mobilecomputingthat
includesthe useof wired interfaces(e.g.,a telephonemodem)of mobiledevices. For instance,a
laptopequippedwith bothawirelessandawired interfaceconnectsvia theformerwhentheuseris
walkingdown ahallway(mobilecomputing),but switchesto thelatterwhentheuseris in herof�ce
(portablecomputing).

The bene�ts of mobility affordedto computingdevicesaregreatlyreduced,if not completely
eliminated,if devicescanonly dependon a wired interfacefor their network connectivity (e.g.,
telephone/network jack). It is moreusefulfor a mobilecomputingdevice to usewirelessinterfaces
for network connectivity whenrequired.Additionally, networkedsourcesof informationmayalso
becomemobile.This leadsto a relatedareaof researchcalledubiquitouscomputing.

Let us now discussthe hardwarecharacteristicsof current-generationmobile computingde-
vices. The emphasisin designingmobile devicesis to conserve energy andstoragespace.These
requirementsareevident in thefollowing characteristics,which areof particularinterestto mobile
computing:

Size, formfactor, andweight. Mobile devices,with theexceptionof high-endlaptops,arehand-
helds(e.g., cell phones,PDAs, pen computers,tablet PCs). They are lightweight and portable.
Mobility andportability of thesedevicesare tradedoff with greaterstoragecapacityandhigher
processingcapability.

Microprocessor. Most current-generationmobiledevicesuselow-powermicroprocessors,such
asthefamily of ARM andXScaleprocessors,in orderto conserveenergy. Thus,highperformance
is tradedoff for energy consumption,becausetheformer is not ascrucial to mobiledevicesasthe
latter.

Memorysizeandtype. Primarystoragesizesin mobiledevicesrangeanywherebetween8 MB
and64 MB. Mobile devicesmayadditionallyemploy �ash ROMs for secondarystorage.Higher-
endmobiledevices,suchaspencomputers,useharddriveswith sizesin theorderof Gigabytes.In
mid-rangedevices,suchasthe iPAQ or Palm, approximatelyhalf of theprimary memoryis used
for thekernelandoperatingsystemleaving theremainingfor applications.This limited capacityis
againusedto tradebetterperformanceoff with lowerenergy consumption.

Screensizeand type. The useof LCD technologyandviewablescreendiagonallengthsbe-
tween2” and 10” are commoncharacteristicsof mobile devices. The CRT technologyusedin
desktopmonitorstypically consumesapproximately120W, whereasthe LCD technologyusedin
PDAs consumesonly between300 and500 mW. As with the othercharacteristics,higherscreen
resolutionis tradedoff for lower power consumption;however, futureimprovementsin LCD tech-
nologymayprovidebetterresolutionat little or no increasein powerconsumption.

2 M. P. Singh,ed.
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Input mechanism(s). Themostcommoninput mechanismsfor mobiledevicesarebuilt-in key-
pads,pensandtouchscreeninterfaces.Usually, PDAs containsoftwarekeyboards;newer PDAs
mayalsosupportexternalkeyboards.Somedevicesalsousevoiceasaninputmechanism.Mobility
andportability of devicesareprimary factorsin the designof thesetraditional interfacesfor cell
phones,PDAs andpencomputers.Human-Computerinteraction(HCI) is a topic of considerable
researchandimpactsthe marketability of a mobile device. For example,a cell phonethat could
alsobeusedasa PDA shouldnot requireuserinput via keys or buttonsin thePDA mode;ratherit
shouldacceptvoiceinput.

CommunicationInterface(s). As discussedabove, mobiledevicescansupportbothwired and
wirelesscommunicationinterfaces,dependingon their capabilities.We shall concentrateon wire-
lessinterfacesin this context. As far asmobiledevicesareconcerned,wirelesscommunicationis
eithershort-rangeor long-range.Short-rangewirelesstechnologiesincludeinfrared(IR), Global
Systemfor Mobile Communications(GSM),IEEE802.11b,andBluetooth.IR, which is partof the
opticalspectrum,requiresline-of-sight,communicationwhile theotherthree,whicharepartof the
radiospectrum,canfunctionaslong asthetwo devicesarein radiorangeanddo not requireline-
of-sight. Long-rangewirelesstechnologiesincludesatellitecommunicationswhich arealsopart
of the radio spectrum.While wirelessinterfacesprovide network connectivity to mobile devices,
they posesomeseriouschallengesascomparedto wired interfaces.Frequentdisconnections,low
andvariablebandwidth,andmostimportantly, increasedsecurityrisksaresomeof thesechallenges.

The discussionthusfar clearly suggeststhat mobile computingis not limited to the technical
challengesof reducingthesizeof thecomputerandaddingawirelessinterfaceto it. It encompasses
theproblems,andtheirsolutions,associatedwith enablingpeopleusethecomputingpowerof their
devicesatanytime,anywhere,possiblywith network connectivity.

1.2 Mobile Computing vs. Wir ed-Network Computing

We now comparemobilecomputingandwired-network computingfrom thenetwork perspec-
tive. For thepurposesof this discussion,we consideronly thewirelessnetworking aspectof mo-
bile computing.We shallalsousethetermswired-network computingandwired computinginter-
changeably. Weshallcomparemobilecomputingandwiredcomputingbasedon layers1 through4
of thestandard7-layerOpenStandardsInterconnection(OSI)stack.Figure1.1showsthePhysical,
DataLink (comprisingthe Link ManagementandMediumAccessControl sub-layers),Network,
andTransportlayersof thetwo stacks.

ThePhysicallayer: In thenetwork stackfor mobilecomputing,thephysicallayerconsistsof
two primary“media” – theradiospectrumandtheopticalspectrum.Theradiospectrumis divided
into licensedandunlicensedfrequency bands.Cellularphonetechnologiesusethe licensedbands
whereastechnologiessuchasBluetoothandIEEE 802.11busethe unlicensedband. The optical
spectrumis mainly usedby infrareddevices. The network stackfor wired computingconsistsof
cabletechnologiessuchasco-axialcableandoptical�ber.

TheMediumAccessControl (MAC) sub-layer: ThemostfrequentlyadoptedMAC mechanism
in thewired computingnetwork stackis thewell-known CarrierSenseMultiple Accesswith Col-
lision Detection(CSMA/CD). It is alsowell-known that CSMA/CD cannotbe directly appliedto
themobilecomputingstackbecauseit wouldcausecollisionsto occurat thereceiverasopposedto
thesender. To preventthis situation,researchersandpractitionershave designeddifferentmecha-
nismsbasedoncollisionavoidanceandsynchronizingtransmissions.CSMA with Collision Avoid-

PracticalHandbookof InternetComputing 3
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Figure1.1: Network StackComparisonof Mobile andInternetComputing

ance(CSMA/CA) helpstransmittersdetermineif otherdevicesaroundthemarealsopreparingto
transmitandthereforeavoid collisionsby deferringtransmission.Time Division Multiple Access
(TDMA), Frequency DivisionMultiple Access(FDMA), CodeDivisionMultiple Access(CDMA)
andDigital SenseMultiple Accesswith Collision Detection(DSMA/CD) areotherpopularMAC
protocolsusedby mobiledevicenetwork stacksto co-ordinatetransmissions.

TheLink Managementsub-layer: This layer is presentin only a few network stacksof mobile
devices. For example,the IEEE 802.11bstandarddescribesonly the Physicaland MAC layers
as part of the speci�cation. Someof the link managementprotocolson mobile device network
stacksarerequiredto handlevoiceconnections(usuallyconnection-orientedlinks), in additionto
primarily connection-lessdatalinks. TheLogical Link ControlandAdaptationProtocol(L2CAP)
in Bluetoothis anexampleof sucha protocol.GSM usesa variantof thewell known Link Access
ProtocolD-channel(LAPD) calledLAPD � . High-levelDataLink Control(HDLC), Point-to-Point
Protocol(PPP),andAsynchronousTransferMode(ATM) arethemostpopulardatalink protocols
usedin wirednetworks.

TheNetworklayer: Mobility of devicesintroducesanew dimensionto routingprotocols,which
residein thenetwork layerof theOSI stack. Routingprotocolsfor mobilenetworks,bothad-hoc
andinfrastructuresupported,needto beawareof mobiledevicecharacteristicssuchasmobility and
energy consumption.Unlike staticdevices,mobile devicescannotalwaysdependon a staticad-
dress,suchasanIP address.This is becausethey needto beableto attachto differentpointsto the
network, public or private.RoutingprotocolssuchasMobile IP [Perkins,1997],enabledevicesto
dynamicallyobtainanIP-addressandconnectto any IP-basednetwork,while they areonthemove.
Thissolutionrequirestheexistenceof acentralnetwork (i.e.,homenetwork), thattracksthemobile
device andknows its currentdestinationnetwork. Routersarethe linchpinsof the Internet. They
decidehow to routeincomingtraf�c basedon addressescarriedby thedatapackets.In ad-hocnet-
works,nostaticroutersexist. Many nodesin thenetwork mayhaveto performtheroutingfunction,
becausethe“routers”maybemobileandthusmovein andoutof rangeof sendersandreceivers.All
of theseconsiderationshave focusedresearchon developingef�cient routing protocolsin mobile
adhocnetworks(MANET).

TheTransportlayer: TCPhasbeentheprotocolof choicefor theInternet.TCPperformsvery
well on wired networks, suchas the Internet,which have high bandwidthand low delay. How-
ever, researchon TCPperformanceover wirelessnetworkshasshown that it typically fails if non-

4 M. P. Singh,ed.
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congestionlosses(lossesdueto wirelesschannelerrorsor client mobility) occuron the wireless
link. This is becauseTCPimplicitly assumesthatall lossesaredueto congestionandreducesthe
window on the sender. If the lossesarenot due to congestion,thenTCP unnecessarilyreduces
throughputleadingto poorperformance.Solutionsto thisproblemincludedesigningnew transport
protocols,suchasCentaurusComm[SasikanthAvanchaandVladimir Korolev andAnupamJoshi
andTimothy Finin andY. Yesha,2002], thataremoremobile-awareandmodifying TCPto make
it moremobile-aware. Modi�ed versionsof TCP [Barke andBadrinath,1995;Brown andSingh,
1997;Goff et al., 2000]arewell-known in theresearchcommunity. TheWirelessTransactionPro-
tocol (WTP) is part of the well-known WirelessApplication Protocol(WAP) stackandprovides
reliabledatatransmissionusingretransmission,segmentationandreassemblyasrequired.

Both,academiaandindustry, havecontributedsigni�cantly to mobilecomputingresearchaimed
at designingthebestpossiblenetwork stackthattakesinto accountthechallengesof reducedcom-
putersizeandcomputingpower, energy conservation,andlow-bandwidth,high-delaywirelessin-
terfaces. The discussionin this sectionprovidesa glimpseof the solutionsapplied,to the most
signi�cant layersof thewired-network stack,to addressthesechallenges.

1.3 M-ServicesApplication Ar chitectures

Mobile computingapplicationscan be classi�ed into threecategories– client-server, client-
proxy-serverandpeer-to-peer – dependingon theinteractionmodel.Evolution of mobileapplica-
tionsstartedfrom commondistributedobject-orientedsystemslikeCORBA andDCOM [Sessions,
1997] which primarily follow client-server architecture.The emergenceof heterogeneousmobile
deviceswith varyingcapabilitieshassubsequentlypopularizedtheclient-proxy-serverarchitecture.
Increasingcomputationalcapabilitiesof mobiledevicesandtheemergenceof ad-hocnetworks is
leadingto a rapidgrowth of peer-to-peerarchitectures,similar to Gnutellain theInternet.

In theclient-serverarchitecture,alargenumberof mobiledevicescanconnectto asmallnumber
of serversresidingon thewirednetwork, organizedasacluster. Theserversarepowerful machines
with high bandwidthwired network connectivity andthecapabilityto connectto wirelessdevices.
Primarydataandservicesresideonandaremanagedby theserver, while clientslocateserversand
issuerequests.Serversarealso responsiblefor handlinglower level networking details,suchas
disconnectionandretransmission.The advantagesof this architecturearesimplicity of the client
designandstraightforwardcooperationamongclusterservers. Themaindrawbacksof this archi-
tecturearethe prohibitively large overheadon serversto handleeachmobile client separately, in
termsof transcodingandconnectionhandling,severelyaffectingsystemscalability.

In theclient-proxy-serverarchitecture,a proxy is introducedbetweentheclient andtheserver,
typically on theedgeof thewirednetwork. Thelogical end-to-endconnectionbetweeneachserver
andclientsis split into two physicalconnections,server-to-proxyandproxy-to-client. This archi-
tectureincreasesoverall systemscalabilitybecauseserversonly interactwith a �x ed numberof
proxies,which handletranscodingandwirelessconnectionsto the clients. Therehasbeensub-
stantial researchand industry efforts [Brooks et al., 1995; Zenel,1995; Bharadvaj et al., 1998;
Joshiet al., 1996] in developingclient-proxy-server architectures.Additionally, intelligent prox-
ies [Pullela et al., 2000] may act asa computationalplatform for processingquerieson behalfof
resource-limitedmobileclients.

Transcoding,i.e., conversionof dataandimageformatsto suit targetsystems,is an important
problemintroducedby client-server andclient-proxy-serverarchitectures.Serversandproxiesare
powerful machinesthatcanhandledataformatsof any typeandimageformatsof high resolution.
However, mobile devices cannot. Therefore,dataon the wired network must be transcodedto
suit different mobile devices. It is thereforeimportant for the server or proxy to recognizethe
characteristicsof a client device. Standardtechniquesof transcoding,suchasthoseincludedin the

PracticalHandbookof InternetComputing 5
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WAP stack,includeXSLT [MuenchandScardina,2001] andFourier transformation.The W3C
CC/PPstandard[Klyne etal.,2001]enablesclientsto specifytheircharacteristicswhenconnecting
to HTTP serversusingpro�les.

In thepeer-to-peerarchitecture,all devices,mobileandstatic,arepeers.Mobile devicesmay
act serversandclients. Ad-hoc network technologiessuchasBluetoothallow mobile devicesto
utilize peerresourcesin their vicinity in additionto accessingserverson thewirednetwork. Server
mobility maybeanissuein this architectureandthus,thesetof servicesavailableto a client is not
�x ed.Thismayrequiremobiledevicesto implementservicediscovery[Rekesh,1999;Chakraborty
et al., 2002a],collaborationandcomposition[Chakrabortyet al., 2002b;Mao et al., 2001]. The
advantageof this architectureis thateachdevice mayhave accessto moreup-to-datelocationde-
pendentinformationandinteractwith peerswithout infrastructuresupport.Thedisadvantageof this
architectureis theburdenonthemobiledevicesin termsof energy consumptionandnetwork traf�c
handling.

Client-serverandclient-proxy-serverarchitecturesremainthemostpopularmodelsof practical
usefrom both, commercialandnon-commercial,perspectives. Both thesearchitecturesprovide
userswith certainguarantees,suchasconnectivity, �x ed bandwidthandsecurity, becauseof the
inherentpowerof theproxiesandservers.Fromacommercialperspective,they guaranteeincreased
revenuesto infrastructureandserviceproviders,asthenumberof wirelessusersincreases.Peer-to-
peerarchitectures,whichtruly re�ect thegoalof anytime,anywherecomputing,arelargelycon�ned
to academia,but possessthepotentialto revolutionizemobilecomputingin thedecadesto come.

1.4 Mobile Computing Application Framework

In this section,we describea comprehensive framework for enablingthe developmentof a
mobile applicationusing one of the threearchitecturesdescribedabove. Figure 1.2 depictsthe
differentcomponentsof theframework. Dependingon theselectedmodel,someof thecomponents
may not be requiredto build a completemobile application. However, other components,such
asthecommunicationslayer, form an intrinsic partof any mobile application.Thedesignof this
framework takesinto considerationsuchissues.Wedescribethedifferentlayersandcomponentsin
theframework in thenext few subsections.

1.4.1 CommunicationsLayer

The communicationslayer in this framework encompassesthe physical,MAC, link, network and
transportlayersof the mobilecomputingstackillustratedin Figure1.1. This layer is responsible
for establishingandmaintaininglogical end-to-endconnectionsbetweentwo devices,andfor data
transmissionandreception.

ThephysicalandMAC layersareprimarily responsiblefor nodediscovery, andestablishment
andmaintenanceof physicalconnectionsbetweentwo or morewirelessentities. Thesefunctions
areimplementedin differentwaysin differenttechnologies.For example,in Bluetooth,nodedis-
covery is accomplishedthroughtheuseof the inquiry commandby thebaseband(MAC) layer. In
IEEE 802.11b,the MAC layer employs the RTS-CTS(i.e., Request-To-SendandClear-To-Send)
mechanismto enablenodesto discover eachother, whenthey areoperatingin the ad hoc mode.
WhenIEEE 802.11bnodesareoperatingin infrastructure mode,thebasestationbroadcastsbea-
conswhich the formeruse,to discover thebasestationandestablishphysicalconnectionswith it.
The establishmentof physicalconnectionsis a processin which the nodesexchangeoperational
parameterssuchasbaudrate,connectionmode(e.g.:full-duplex or half-duplex), powermode(e.g.:
low-power, high-power)andtiming informationfor synchronization,if required.In orderto main-
tain theconnection,someor all of theseparametersareperiodicallyrefreshedby thenodes.

The link layer may not be part of the speci�cationsof all wirelesstechnologies.Some,such
asIEEE 802.11b,useexisting link layer protocolssuchasHDLC or PPP(for point-to-pointcon-

6 M. P. Singh,ed.
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Figure1.2: Mobile ComputingApplicationFramework

nections)to establishdataor voice links betweenthenodes.Bluetooth,on theotherhand,usesa
proprietaryprotocol,L2CAP, for establishingandmaintaininglinks. Thisprotocolis alsoresponsi-
ble for othercommonlink-layer functionssuchasframing,errorcorrectionandquality-of-service.
Thetaskof thelink layerin is moredif�cult in wirelessnetworksthanin wirednetworksbecauseof
thehigh probabilityof errorseitherduringor after transmission.Thus,errorcorrectionat the link
layermustberobustenoughto withstandthehighbit-errorrateof wirelesstransmissions.

Thenetwork layerin mobilecomputingstacksmustdealwith devicemobility, whichmaycause
existingroutesto breakor becomeinvalid with nochangein othernetwork parameters.Devicemo-
bility mayalsobethecauseof packet loss.For example,if thedestinationdevice,to whichapacket
is alreadyenroute,movesout of rangeof the network, then the packet must be dropped. Thus,
bothrouteestablishmentandroutemaintenanceareimportantproblemsthatthenetwork layermust
tackle.As themobility of anetwork increases,sodoroutefailuresandpacketlosses.Thus,therout-
ing protocolmustberobustenoughto eitherpreventroutefailuresor recover from themasquickly
aspossible.In particular, routingprotocolsfor mobileadhocnetworkshavereceivedconsiderable
attentionin therecentpast.Many routingprotocolsfor MANETs havebeendevelopedprimarily for
researchpurposes.TheseincludeAd hocOn DemandDistanceVector(AODV) routingprotocol,
DynamicSourceRouting(DSR)andDestination-SequencedDistanceVector(DSDV) routingpro-
tocol. However, for mostapplicationsthatusesomevariantof theclient-servermodel,thestandard
InternetProtocol(IP) is quitesuf�cient.

Mobile applications,unlike Internetapplications,tendto generateor requiresmallamountsof
data(of theorderof hundredsor at mostthousandsof bytes).Thus,protocolsat thetransportlayer
shouldbeawareof theshortmessagesizes,packetdelaysdueto devicemobility andnon-congestion
packet losses.TCP is ill-suited for wirelessnetworks. Numerousvariationsof TCPandtransport
protocolsdesignedexclusively for wirelessnetworks,ensurethatbothendsof a connectionagree
thatpacket losshasoccurredbeforethesourceretransmitsthepacket. Additionally, someof these
protocolschooseto defer packet transmissionif they detectthat currentnetwork conditionsare
unsuitable.

The functionality of the communicationslayer in this framework is usually provided by the
operatingsystemrunning on the mobile device. Therefore,the mobile applicationcan directly
invokethelower level systemfunctionsvia appropriateinterfaces.

PracticalHandbookof InternetComputing 7
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1.4.2 Discovery Layer

The discovery layer helpsa mobile applicationdiscover data,servicesandcomputationsources.
Thesemay residein the vicinity of the mobile device or on the Internet. Due to resourcecon-
straintsandmobility, mobiledevicesmaynot have completeinformationaboutall currentlyavail-
ablesources.Thediscovery layerassumesthattheunderlyingnetwork layercanestablisha logical
end-to-endconnectionwith otherentitiesin thenetwork. Thediscoverylayerprovidesupperlayers
with theknowledgeandcontext of availablesources.

Therehasbeenconsiderableresearchand industry effort in servicediscovery in the context
of wired and wirelessnetworks. Two importantaspectsof servicediscovery are the discovery
architectureandtheservicematchingmechanism.

Discovery architecturesare primarily of two types: lookup-registry basedand peer-to-peer.
Lookup-registry baseddiscovery protocolswork by registeringinformationaboutthe sourceto a
registry. Clientsquerythis registry to obtainknowledgeaboutthesource(suchas,its location,how
to invokeit etc.).This typeof architecturecanbefurthersubdividedinto two categories:centralized
registry-basedandfederatedor distributedregistry-basedarchitectures.A centralizedregistry-based
architecturecontainsonemonolithiccentralizedregistry whereasa federatedregistry-basedarchi-
tectureconsistsof multiple registriesdistributedacrossthenetwork. ProtocolssuchasJini [Arnold
et al., 1999], Salutationand Salutation-lite,UPnP[Rekesh,1999], UDDI and ServiceLocation
Protocol[Veizadesetal., 1997]areexamplesof a lookup-registrybasedarchitecture.

Peer-to-peerdiscovery protocolsqueryeachnodein thenetwork to discover availableservices
on thatnode.Thesetypeof protocolstreateachnodein theenvironmentequallyin termsof func-
tional characteristics.Broadcastingof requestsandadvertisementsto peersis a simple,albeit in-
ef�cient, servicediscovery techniquein peer-to-peerenvironments. Chakrabortyet al. [2002a]
describea distributedpeer-to-peerservicediscovery protocolusingcachingthat signi�cantly re-
ducesthe needto broadcastrequestsandadvertisements.BluetoothServiceDiscovery Protocol
(SDP)is anotherexampleof a peer-to-peerservicediscoveryprotocol. In SDP,servicesarerepre-
sentedusing128-bituniqueidenti�ers. SDPdoesnotprovideany informationonhow to invokethe
service.It only providesinformationon theavailability of theserviceona speci�c device.

Theservicediscoveryprotocolsdiscussedin thissectionusesimpleinterface,attributeor unique
identi�er basedmatchingtechniquesto locateappropriatesources.Jini usesinterfacematching,
SDPusesidenti�er matching,while theServiceLocationProtocolandNinja SecureServiceDis-
covery Systems,discover servicesusingattribute-basedmatching. The drawbacksof thesetech-
niquesincludelackof rich representationof services,inability to specifyconstraintsonservicede-
scriptions,lackof inexactmatchingof serviceattributesandlackof ontologysupport[Chakraborty
et al., 2001]. Semanticmatchingis an alternative techniquethataddressestheseissues.DReggie
[Chakrabortyet al., 2001] and BluetoothSemanticServiceDiscovery Protocol(SeSDP)[Avan-
chaet al., 2002] both usea semanticallyrich language,calledDARPA Agent Markup Language
(DAML), to describeand matchboth servicesand data. Semanticdescriptionsof servicesand
dataallow greater�e xibility in obtaininga matchbetweenthequeryandtheavailableinformation.
Matchingcannow beinexact. This meansthatparameterssuchasfunctionalcharacteristics,hard-
wareanddevice characteristicsof theserviceprovider may be usedin additionto serviceor data
attributesto determinewhethera matchcanoccur.

1.4.3 Location ManagementLayer

Locationmanagementlayer dealswith providing locationinformationto a mobile device. Loca-
tion informationdynamicallychangeswith mobility of thedevice andis oneof thecomponentsof
context awareness.It canbeusedby upperlayersto �lter location-sensitive informationandobtain
location-speci�canswersto queries,e.g.,weatherof a certainareaandtraf�c conditionon a road.
The currentlocationof a device relative to otherdevices in its vicinity canbe determinedusing
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the discovery layer or the underlyingcommunicationslayer. Commontechnologiesusemethods
suchastriangulationandsignalstrengthmeasurementsfor locationdetermination.GPS[Hofmann-
Wellenhofet al., 1997] is a well known exampleof theuseof triangulationbasedon datareceived
from four differentsatellites.Cell phonesusecell tower informationto triangulatetheir position.
On theotherhand,systemssuchasRADAR [Bahl andPadmanabhan,2000],usedfor indoorloca-
tion tracking,work asfollows. Usinga setof �x edIEEE 802.11bbasestations,theentireareais
mapped.The mapcontains(x,y) co-ordinatesandthe correspondingsignalstrengthof eachbase
stationat thatco-ordinate.Thismapis loadedontothemobiledevice. Now, astheusermovesabout
thearea,thesignalstrengthfrom eachbasestationis measured.Thepatternof signalstrengthsfrom
thestoredmapthatmostcloselymatchesthepatternof measuredsignalstrengthsis chosen.The
locationof the useris that correspondingto the (x,y) co-ordinatesassociatedwith the storedpat-
tern. Outdoorlocationmanagementtechnologieshave achievedtechnicalmaturityandhave been
deployedin vehicularandotherindustrialnavigationalsystems.Locationmanagement,indoorand
outdoor, remainsa strongresearch�eld with the rising popularityof technologiessuchas IEEE
802.11bandBluetooth.

The notion of location can be dealt with at multiple scales. Most “location determination”
techniquesactuallydealwith positiondetermination,with respectto someglobal(lat/long)or local
(distancesfrom the“corner” of a room)grid. Many applicationsarenot interestedin theabsolute
positionasmuchasthey arein higherorderlocationconcepts(insideor outsidea facility, insideor
outsidesomejurisdictionalboundary, distancefrom someknown place,at a mountaintop,in a rain
forestregion etc.) Absolutepositiondeterminationscanbe combinedwith GIS typedatato infer
locationsatotherlevelsof granularity.

Expandingthenotionof locationfurther leadsus to considerthenotionof context. Context is
any informationthatcanbeusedto characterizethesituationof apersonor acomputingentity[Dey
andAbowd, 2000].Sofor instance,context coversthingssuchaslocation,device type,connection
speed,directionof movement. Context even arguablyinvolvesa usersmentalstates(beliefs,de-
sires,intentions)etc.This informationcanbeusedby thelayersdescribednext for dataandservice
management.However, theprivacy issuesinvolvedarequitecomplex. It is notclearwhoshouldbe
allowedto gathersuchinformation,underwhatcircumstancesshouldit berevealed,andto whom.
Sofor instanceausermaynotwantherGPSchip to revealhercurrentlocationexceptto emergency
responsepersonnel.Someof theseissues,speci�cally relatedto presenceandavailability, arebeing
discussedin thePAM WG of PARLAY http://www.parlay.org . A moregeneralformula-
tion of suchissuescanbe found in the recentwork of Chenet. al. [Chenet al., 2003], who are
developingOWL basedpoliciesanda DecisionLogic basedreasonerto specifyandreasonabouta
usersprivacy preferencesasrelatedto context information.

1.4.4 Data ManagementLayer

Datamanagementlayerdealswith access,storage,monitoring,anddatamanipulation.Datamay
residelocally andalsoon remotedevices.Similar to datamanagementin traditionalInternetCom-
puting,this layer is essentialin enablinga device to interactandexchangedatawith otherdevices
locatedin its vicinity andelsewhereon the network. The coredifferenceis that this layer must
alsodealwith mobile computingdevices. Suchdeviceshave limited batterypower andotherre-
sourcesin comparisonto their desktopcounterparts.Thedevicesalsocommunicateover wireless
logical links thathave limited bandwidthandareproneto frequentfailures.Consequently, thedata
managementlayeroftenattemptsto extenddatamanagementsolutionsfor InternetComputingby
primarily addressingmobility anddisconnectionof a mobilecomputingdevice.

Work on datamanagementcanbe classi�ed alongfour orthogonalaxes[M. TamerOzsuand
Patrick Valduriez,1999;MargaretH. DunhamandAbdelsalam(Sumi) Helal, 1995]: autonomy,
distribution, heterogeneity, andmobility,. We canapply theclassi�cationto comparethreearchi-
tecturemodelsadoptedby existingdatamanagementsolutions.
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Theclient-servermodelis a two-level architecturewith datadistributedamongservers.Servers
areresponsiblefor datareplication,storageandupdate.They areoften�x edandresideonthewired
infrastructure.Clientshavenoautonomyasthey arefully dependentonserversandmayor maynot
bemobileandheterogeneous.Thismodelwastheearliestadoptedapproachfor distributed�le and
databasesystemssinceit simpli�es datamanagementlogic andsupportsrapiddeployment[Satya-
narayananet al., 1990]. The modeldelegatesall datamanagementresponsibilityto only a small
subsetof devices,theservers. Additionally, themodeladdressesthemobility problemby simply
notdealingwith it or by usingtraditionaltimeoutmethods.

Theclient-proxy-servermodelextendsthe formerapproachby introducingan additionallevel
in thehierarchy. Dataremainsdistributedonserversresidingona wired infrastructure.Clientsstill
dependon serversandmayor maynot bemobileandheterogeneous.However, a proxy, residing
on the wired infrastructure,is placedbetweenclientsand servers. The proxy takeson a subset
of server responsibility, including disconnectionmanagement,cachingand transcoding.Conse-
quently, serversno longerdifferentiateamongmobile and�x ed clients. They cantreatall clients
uniformly sincethey communicatewith deviceson wired infrastructureonly. Proxy devicesare
then responsiblefor delivering datato clientsand for maintainingsessionswhen clients change
locations[Dunhamet al., 1997].

Thepeer-to-peermodeltakesa completelydifferentapproachfrom theothertwo models.This
modelis highly autonomousaseachcomputingdevicemustbeableto operateindependently. There
is no distinctionbetweenserversandclientsand their responsibility. The modelalso lies in the
extremeof theotherthreeaxessincedatamay resideon any device, andeachdevice canbe het-
erogeneousandmobile. In this model,any two devicesmayinteractwith eachother[Perichet al.,
2002]. Additionally, unlike client-server basedapproachesthe model is openin that thereis no
strict setof requirementsthateachdevice mustfollow. This maycausethedatamanagementlayer
to beimplementeddifferentlyoneachdevice. Consequently, eachpeermustaddressbothlocaland
global datamanagementissues;the latter is handledby serversor proxiesin client-server based
models.

Local datamanagement,logically operatingat theend-userlevel, is responsiblefor managing
degreesof disconnectionandqueryprocessing.The leastdegreeof disconnectionencouragesthe
device to constantlyinteractwith otherdevicesin theenvironment.Thehighestdegreerepresents
thestatewhenthedevice only utilizesits local resources.Themobility of a device canaffect both
the type of queriesaswell asthe optimizationtechniquesthat canbe applied. Traditionalquery
processingapproachesadvocatelocationtransparency. Thesetechniquesonly consideraspectsof
datatransferandprocessingfor queryoptimization. On the otherhand,in themobile computing
environment,queryprocessingapproachespromotelocationawareness[Hans-ErichKottkampand
Olaf Zukunft, 1998]. For example,a mobile device canaskfor the locationof the closestGreek
restaurant,andtheservershouldunderstandthatthestartingpointof thesearchrefersto thecurrent
positionof thedevice [Perichet al., 2002;OlgaRatsimorandVladimir Korolev andAnupamJoshi
andTimothyFinin, 2001].

Globaldatamanagement,logically operatingat thearchitecture-level, dealswith dataaddress-
ing,caching,dissemination,replicationandtransactionsupport.As devicesmovefrom onelocation
to anotheror becomedisconnected,it is necessaryto providea namingstrategy, to locatea mobile
stationandits data. Therehave traditionallybeenthreeapproachesfor dataaddressing:location-
dependent, location-transparent, andlocation-independent[Pinkertonet al., 1990;Sandberg et al.,
1985]. To allow devicesto operatedisconnected,they mustbeableto cachedatalocally. This re-
quirementintroducestwo challenges:dataselectionanddataupdate. Dataselectioncanbeexplicit
[Satyanarayananet al., 1990]or pro-actively inferred[Perichet al., 2002]. In theformerapproach,
auserexplicitly selects�les or datathatmustbecached.Thelatterapproachautomaticallypredicts
andpro-actively cachesthe requiredinformation. Dataupdateof local replicasusuallyrequiresa
weaker notion of consistency asthe mobile device may have to operateon staledatawithout the
knowledgethattheprimarycopy wasaltered.This is especiallythecasewhendevicesbecomedis-
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connectedfrom thenetwork andcannotvalidateconsistency of theirdata.Eithersubscription-based
callbacks[Satyanarayananet al., 1990]or latency- andrecency-basedrefreshing[LauraBright and
LouiqaRaschid,2002]canaddressthis issue. In subscription-basedapproaches,a client requests
theserver to notify it (theclient) whena particulardatumis modi�ed. In turn,whena servermod-
i�es its datait attemptsto inform all clientssubscribedto that data. In latterapproaches,a client
or proxy usestimestampinformationto compareits local replicaswith remotecopiesin orderto
determinewhento refreshits copy.

Datadisseminationmodelsareconcernedwith read-onlytransactionswheremobileclientscan
pull informationfrom sources,or thesourcescanpushdatato themautomatically[Acharyaet al.,
1995]. Thelatter is applicablewhena groupof clientssharethesamesourcesandthey canbene�t
from acceptingresponsesaddressedto otherpeers.

To provideconsistentandreliablecomputingsupport,thedatamanagementlayermustsupport
transactionandreplicacontrol.A transactionconsistsof asequenceof databaseoperationsexecuted
asanatomicaction[M. TamerOzsuandPatrickValduriez,1999].Thisde�nition encompassesthe
four importantpropertiesof a transaction:atomicity, consistency, isolation, and durability (i.e.,
ACID properties).Anotherimportantpropertyof a transactionis thatit alwaysterminates,by either
committingthe changesor by abortingall updates.The principal concurrency control technique
usedin traditionaltransactionmanagementreliesonlocking[M. TamerOzsuandPatrickValduriez,
1999;Kapali P. EswaranandJim GrayandRaymondA. Lorie andIrving L. Traiger,1976]. In this
approach,all devicesentera statein which they wait for messagesfrom oneanother. Sincemobile
devices may becomeinvoluntarily disconnected,this techniqueraisesseriousproblems,suchas
terminationblockingandreductionin theavailability of data. Currentgenerationsolutionsto the
mobile transactionmanagementproblemoften relax the ACID [WalbornandChrysanthis,1997]
propertiesor proposecompletelydifferent transactionprocessingtechniques[MargaretDunham
andAbdelsalamHelal andSantoshBalakrishnan,1997].

Having relaxedtheACID properties,onecanno longerguaranteethatall replicasaresynchro-
nized.Consequently, thedatamanagementlayermustaddressthis issue.Traditionalreplicacontrol
protocols,basedonvotingor lock principles[CarlaSchlatterEllis andRichardA. Floyd, 1983],as-
sumethatall replicaholdersarealwaysreachable.This is ofteninvalid in mobileenvironmentsand
maylimit theability to synchronizethereplicalocatedon mobiledevices.Approachesaddressing
this issueinclude datadivision into volume groupsand the useof versionsfor pessimistic[De-
merset al., 1994]or optimisticupdates[Satyanarayananet al., 1990;Guyet al., 1998].Pessimistic
approachesrequireepidemicor voting protocolsthat �rst modify the primary copy beforeother
replicascanbeupdatedandtheir holderscanoperateon them.On theotherhand,optimisticrepli-
cationallows devicesto operateon their replicasimmediately, which may resultin a con�ict that
will requirea reconciliationmechanism[JoAnneHolliday andDivyakantAgrawal andAmr El Ab-
badi,2000]. Alternatively, the con�ict mustbe avoidedby calculatinga voting quorum[Keleher
andCetintemel,1999] for distributeddataobjects. Eachreplicacanobtaina quorumby gather-
ing weightedvotesfrom otherreplicasin the systemandby providing its vote to others. Oncea
replicaobtainsa votingquorum,it is assuredthata majorityof thereplicasagreewith thechanges.
Consequently, thereplicacancommitits proposedupdates.

1.4.5 Service ManagementLayer

Servicemanagementformsanotherimportantcomponentin thedevelopmentof a mobileapplica-
tion. It consistsof servicediscovery monitoring,serviceinvocation,executionmanagement,and
servicefault management.Theservicemanagementlayerperformsdifferentfunctionsdepending
on the type of mobile applicationarchitecture.In the client-server architecture,mostof theman-
agement(e.g.,serviceexecutionstatemaintenance,computationdistribution) is doneby theserver
side of the application. Clients mostly managethe appropriateserviceinvocation,noti�cations,
alertsandmonitoringof local resourcesneededto executea query. In the client-proxy-server ar-
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chitecture,mostof the management(sessionmaintenance,leasingandregistration)is doneat the
proxy or thelookupserver. Disconnectionsareusuallymanagedby trackingthestateof execution
of a service,mostlyat theserver side,andretransmittingdataonceconnectionis established.One
very importantaspectof this layer is to managethe integrationandexecutionof multiple services
thatmight be requiredto satisfya requestfrom a client, referredto asservicecomposition.Such
requestsusuallyrequireinteractionof multipleservicesto providea reply. Mostof theexistingser-
vicemanagementplatforms[Mao etal.,2001;MennieandPagurek,2000]for compositequeriesare
centralizedandorientedtowardservicesin the�x edwired infrastructure.Distributedbroker-based
architecturesfor servicediscovery, managementandcompositionin wirelessad-hocenvironments
arecurrentresearchtopics[Chakrabortyet al., 2002b]. Fault toleranceandscalability is another
importantcomponent,especiallyin environmentswith many short-livedservices.Themanagement
platformshoulddegradegracefullyasmoreservicesbecomeunavailable. Solutionsfor managing
serviceshave beenincorporatedinto servicediscovery protocolsdesignedfor wired networks,but
notmobileenvironments.

1.4.5.1 ServiceTransaction Management

This sub-layerdealswith themanagementof transactionsassociatedwith m-services, i.e., services
applicableto mobilecomputingenvironments.We discussservicetransactionmanagementasap-
plied to client-server, client-proxy-server, andpeer-to-peerarchitectures.Servicetransactionman-
agementin mobile computingenvironmentsis basedon thesameprinciplesusedby e-commerce
transactionmanagersin theInternet.Theseprinciplesareusuallypartof a transactionprotocolsuch
astheContractNetProtocol[FIPA, 2001].A ContractNetProtocolinvolvestwo entities,thebuyer
(akamanager)andtheseller(akacontractor),who areinterestedin conductinga transaction.The
two entitiesexecuteactionsasspeci�edin theprotocolat eachstepof thetransaction.Examplesof
theseactionsincludeCall for Proposal(CFP), Refuse, Propose, Reject-Proposal, Accept-Proposal,
Failure, and Inform-Done. In the Internetcomputingenvironment, the two entitiesexecuteall
actionsexplicitly. In a mobilecomputingenvironment,completeexecutionof theprotocolmaybe
infeasibledueto memoryandcomputationalconstraints.For example,theRefuseaction,performed
by a sellerwho refusestheCFP, is implicit if thesellerdoesnot respondto theCFP. Thus,service
transactionmanagersonmobilecomputingdevicesusesimpli�ed versionsof transactionprotocols
designedfor theInternet[Avanchaet al., 2003].

In mobile computingenvironmentsusingthe client-server or client-proxy-server architecture,
theservicetransactionmanagerwould chooseto usetheservicesavailableon the Internetto suc-
cessfullycompletethetransaction.For example,if apersonis buyinganairline ticketat theairport
usingher PDA, shecould invoke the airline software's paymentserviceandspecifyher bankac-
count as the sourceof payment. On the other hand, in a peer-to-peerenvironment,thereis no
guaranteeof a robust,onlinepaymentmechanism.In suchsituations,thetransactionmanagermay
chooseotheroptions,suchasmicropayments. For example,if a personwerebuying a musicvideo
clip from anotherpersonfor $1.00,hemaypayfor it usingdigital cash.Both industryandacademia
have engagedin coreresearchin theareaof micropaymentsin pastfew years[BenjaminCox and
DougTygarandMarvin Sirbu, 1995;Soon-YongChoiandDaleO. StahlandAndrew B. Whinston,
1997].

Threeof themostimportante-servicetransactionalfeaturesthatmustbeappliedto m-services
are: Identi�cation, Authentication, andCon�dentiality. Every entity in a mobileenvironmentmust
be able to uniquely and clearly identify itself to other entitieswith whom it wishesto transact.
Unlike deviceson the Internet,a mobiledevice may not be ableto useits IP addressasa unique
identi�er. Every mobiledevice mustbeableto authenticatetransactionmessagesit receivesfrom
others.In a mobileenvironmentwhenair is theprimarymediumof communication,anybodycan
eavesdropandmountman-in-the-middleattacksagainstothersin radio range. Con�dentiality in
a mobileenvironmentis achievedthroughencryptionmechanisms.Messagescontainingpayment
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andgoodsinformationmustbeencryptedto preventtheft of thedata.However, mobiledevicesare
constrainedby computationalandmemorycapacitiesto performexpensive computationsinvolved
in traditionalencryptionmechanisms.TechnologiessuchasSmartcards[Hansmannet al., 2000]
can help of�oad the computationalburdenfrom the mobile device at the cost of higher energy
consumption.

1.4.6 Security Plane

Securityhasgreatersigni�cance in a mobile environmentthanin a wired environment. The two
mainreasonsfor thisarethelackof any notionof securityonthetransmissionmedium,andthereal
possibilityof theft of auser'smobiledevice.

Despitetheincreasedneedfor securityin mobileenvironments,theinherentconstraintsonmo-
bile deviceshave preventedlargescaleresearchanddevelopmentof secureprotocols.Lightweight
versionsof Internetsecurityprotocolsare likely to fail becausethey ignoreor minimize certain
crucialaspectsof thelatter, in orderto save computationand/ormemory. Thetravailsof theWired
EquivalentPrivacy (WEP)protocoldesignedfor theIEEE802.11barewell-known[JesseR.Walker,
2000].TheIEEE802.11bworkinggrouphasnow releasedWEP2for theentireclassof 802.1xpro-
tocols. Bluetoothalsoprovidesa link layersecurityprotocolthatconsistsof a pairing procedure,
which acceptsa user-suppliedpasskey to generatean initialization key. The initialization key is
usedto calculatea link key, which is �nally usedin a challenge-responsesequence,after being
exchanged.The currentBluetoothsecurityprotocol usesproceduresthat have low computation
complexity, so they aresusceptibleto attacks.To securedataat the routing layer in client-server
andclient-proxy-serverarchitectures,IPSec[KentandAtkinson,1998]is usedin conjunctionwith
Mobile IP. Researchin securingrouting protocolsfor networks using peer-to-peerarchitectures
hasresultedin interestingprotocolssuchasAriadne[Yih-ChunHu andAdrian PerrigandDavid
B. Johnson,2002] andSecurity-Awaread hoc Routing[SeungYi andPrasadNaldurg andRobin
Kravets,2001]. The WirelessTransportLayer Securityprotocol is the only known protocol for
securingtransportlayerdatain mobilenetworks. This protocolis partof theWAP stack.WTLS is
a closerelativeof theSecureSocketsLayerprotocolthat is dejure in securingdatain theInternet.
TransactionandapplicationlayersecurityimplementationsarealsobasedonSSL.

1.4.7 SystemManagementPlane

Thesystemmanagementplaneprovidesinterfacesso thatany layerof thestackin Figure1.2 can
accesssystemlevel information. Systemlevel informationincludesdatasuchascurrentmemory
level, batterypower, andthe variousdevice characteristics.For example,the routing layer might
needto determinewhetherthe currentlink layer in useis IEEE 802.11bor Bluetoothto decide
packet sizes.Transactionmanagerswill usememoryinformationto decidewhetherto respondto
incomingtransactionrequestsor to preventtheuserfrom sendingoutany moretransactionrequests.
The applicationlogic will acquiredevice characteristicsfrom the systemmanagementplaneto
inform theotherend(server, proxy, or peer)of thedevice'sscreenresolution,size,andotherrelated
information. Theservicediscovery layermight usesystemlevel informationto decidewhetherto
usesemanticmatchingor simplematchingin discoveringservices.

1.5 Conclusions

Mobile devices are becomingpopular in eachaspectof our everydaylife. Usersexpect to use
them for multiple purposes,including calendaring,scheduling,checkinge-mail and for brows-
ing the web. Currentgenerationmobile devices,suchasiPAQs, arepowerful enoughto support
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moreversatileapplicationsthat may alreadyexist on the Internet. However, applicationsdevel-
opedfor the wired Internetcannotbe directly portedonto mobile devices. This is becausesome
of thecommonassumptionsmadein building Internetapplications,suchaspresenceof high band-
width disconnection-freenetwork connections,resource-richtetheredmachinesandcomputation
platforms,arenot valid in mobile environments.Mobile applicationsmust take theseissuesinto
consideration.In this chapter, we have discussedthemodi�cations to eachlayerof theOSI stack
thatarerequiredto enablemobiledevicesto communicatewith wired networksandothermobile
devices. We have alsodiscussedthreepopularapplicationarchitectures,i.e., client-server, client-
proxy-serverandpeer-to-peer, thatform anintegralpartof any mobileapplication.Finally, wehave
presenteda generalframework thatmobileapplicationsshouldusein orderto befunctionallycom-
plete,�e xible androbustin mobileenvironments.Theframework consistsof anabstractednetwork
layer, discovery layer, locationmanagement,datamanagement,servicemanagement,transaction
managementandapplicationspeci�c logic. Dependingon thearchitecturerequirements,eachap-
plication may useonly a subsetof the describedlayers. Moreover, dependingon the type of ar-
chitecture,differentsolutionsapply for the differentlayers. In conclusion,we have presentedthe
readerwith asketchof thelayeredarchitectureandtechnologiesthatmakeupthestate-of-the-artof
mobilecomputingandmobileapplications.Most of thesehaveseensigni�cant academicresearch,
andmorerecently, commercialdeployment.Many othertechnologiesarematuringaswell, andwill
move from academicandresearchlabsinto products.We feel that the increasinguseof wireless
local andpersonalareanetworks(WLANs, WPANs), higherbandwidthwirelesstelephony, anda
continuedperformance/priceimprovementin handheldandwearabledeviceswill leadto a signif-
icant increasein thedeploymentof mobilecomputingapplicationsin thenearfuture,eventhough
notall of theunderlyingproblemswouldhavecompletelywrappedupsolutionsin theshortterm.
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