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Abstract Theadwentandphenomenagrowth of low-cost,lightweight, portablecomputerscon-
comitantwith thatof theInternethasledto the concepof Mobile Computing.Protocolsandmech-
anismsusedin Internetcomputingarebeingmodi ed andenhancedo adaptto mobilecomputers.
New protocolsand standardsre alsobeing developedto enablemobile computergo connectto
eachotherandthe Internetthroughboth wired and wirelessinterfaces. The primary goal of the
mobile computingparadigmis to enablemobile computersaccomplishtasksusingall possiblere-
sourcesj.e., dataand servicesavailablein the network, arywhere,arytime. In this chapterwe
suney the state-of-the-ardf mobile computingandits progresdowardits goals.We alsopresent
comprehensie, e xible framework to develop applicationgor mobile computing.The framawork
consistof protocolstechniguesandmechanismshatenableapplicationgo discoser andmanage
dataandservicedn wired, infrastructuresupportedvirelessandmobileadhoc networks.
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1.1 Intr oduction

Theterm“computingdevice” or “computer” usually evokesthe imageof a big, powerful ma-
chine,locatedin anof ce or home,thatis alwayson andpossiblyconnectedo the Internet. The
rapidgrowth of lightweight,easilyandconstantlyavailabledevices,evenwhenoneis onthe move,
hasdramaticallyalteredthis image.Coupledwith the potentialfor easynetwork accessthe growth
of thesemobiledeviceshastremendouslyncreasedur capabilityto take computingserviceswith
us,wherever we go. The combinationof device mobility andcomputingpower hasresultedin the
Mobile Computingparadigm. In this paradigmcomputingpower is constantlyat hand,irrespec-
tive of whetherthe mobile device is connectedo the Internetor not. The smallerthe devices,the
greatertheir portability and mobility, but the lessertheir computingcapability It is importantto
understandhatthe ultimate goal of the mobile computingparadigmis enablingpeopleto accom-
plishtasksusingcomputingdevices,anytime anywhee. To achievethis goal,network connectvity
will becomeanessentiapartof mobilecomputingdevices. Theunderlyingnetwork connectvity in
mobile computingis typically wireless. Portable Computingis a variantof mobile computingthat
includesthe useof wired interfaces(e.g.,a telephoneamodem)of mobile devices. For instancea
laptopequippedwvith bothawirelessanda wired interfaceconnectwia theformerwhenthe useris
walking down a hallway (mobile computing) but switchego thelatterwhentheuseris in herof ce
(portablecomputing).

The bene ts of mobility affordedto computingdevicesaregreatlyreducedjf not completely
eliminated,if devicescanonly dependon a wired interfacefor their network connectvity (e.g.,
telephone/netark jack). It is moreusefulfor a mobile computingdevice to usewirelessinterfaces
for network connectvity whenrequired.Additionally, networked sourceof informationmay also
becomamobile. This leadsto arelatedareaof researcttalledubiquitouscomputing

Let us now discussthe hardware characteristicodf current-generatiomobile computingde-
vices. The emphasisn designingmobile devicesis to consere enegy andstoragespace.These
requirementsreevidentin the following characteristicsywhich are of particularinterestto mobile
computing:

Size form factor, andweight Mobile devices,with theexceptionof high-endaptops.arehand-
helds(e.g., cell phones,PDAs, pen computerstablet PCs). They are lightweight and portable.
Mobility and portability of thesedevices are tradedoff with greaterstoragecapacityand higher
processingapability

Microprocessor Most current-generatiomobile devicesuselow-power microprocessorsuch
asthefamily of ARM andXScaleprocessordn orderto consere enegy. Thus,high performance
is tradedoff for enegy consumptionpecausehe formeris not ascrucialto mobile devicesasthe
latter.

Memorysizeandtype Primarystoragesizesin mobile devicesrangeanywherebetweer8 MB
and64 MB. Mobile devicesmay additionallyemploy ash ROMs for secondarstorage.Higher
endmobiledevices,suchaspencomputersuseharddriveswith sizesin theorderof Gigabytesin
mid-rangedevices, suchasthe iPAQ or Palm, approximatelyhalf of the primary memoryis used
for thekernelandoperatingsystemeaving the remainingfor applications.This limited capacityis
againusedto tradebetterperformanceff with lower enegy consumption.

Sceensizeandtype Theuseof LCD technologyand viewable screendiagonallengthsbe-
tween2” and 10" are commoncharacteristicof mobile devices. The CRT technologyusedin
desktopmonitorstypically consumesapproximatelyl20W whereaghe LCD technologyusedin
PDAs consume®nly between300 and500 mW. As with the othercharacteristicshigherscreen
resolutionis tradedoff for lower power consumptionhowever, future improvementsn LCD tech-
nology may provide betterresolutionat little or noincreaseén power consumption.

2 M. P Singh,ed.
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Input medanism(s) The mostcommoninput mechanism$or mobile devicesarebuilt-in key-
pads,pensandtouchscreeninterfaces. Usually, PDAs containsoftware keyboards;newer PDAs
mayalsosupportexternalkeyboards.Somedevicesalsousevoiceasaninput mechanismMobility
and portability of devicesare primary factorsin the designof thesetraditionalinterfacesfor cell
phones PDAs andpencomputers.Human-Computeinteraction(HCI) is a topic of considerable
researctandimpactsthe marketability of a mobile device. For example,a cell phonethat could
alsobe usedasa PDA shouldnot requireuserinput via keys or buttonsin the PDA mode;ratherit
shouldacceptvoiceinput.

Communicatiorinterface(s) As discussedibove, mobile devices cansupportboth wired and
wirelesscommunicatiorinterfaces dependingon their capabilities.We shall concentraten wire-
lessinterfacesin this context. As far asmobile devicesareconcernedwirelesscommunicatioris
eithershort-rangeor long-range.Short-rangawvirelesstechnologiesncludeinfrared (IR), Global
Systentor Mobile Communication§GSM), |[EEE 802.11b andBluetooth.IR, whichis partof the
optical spectrumrequiredine-of-sight,communicatiorwhile the otherthree which arepartof the
radio spectrumgcanfunctionaslong asthetwo devicesarein radiorangeanddo not requireline-
of-sight. Long-rangewirelesstechnologiesnclude satellitecommunicationsvhich are also part
of the radio spectrum.While wirelessinterfacesprovide network connectvity to mobile devices,
they posesomeseriouschallengesascomparedo wired interfaces.Frequentdisconnectiondow
andvariablebandwidthandmostimportantly increasedecurityrisksaresomeof thesechallenges.

The discussiorthusfar clearly suggestg¢hat mobile computingis not limited to the technical
challenge®f reducingthe sizeof the computerandaddingawirelessinterfaceto it. It encompasses
theproblemsandtheir solutions associateavith enablingpeopleusethe computingpower of their
devicesatarnytime, anywhere, possiblywith network connectvity.

1.2 Mobile Computing vs. Wired-Network Computing

We now comparemobile computingandwired-network computingfrom the network perspec-
tive. For the purposef this discussionwe consideronly the wirelessnetworking aspectof mo-
bile computing.We shallalsousethe termswired-network computingandwired computinginter
changeablyWe shallcomparanobile computingandwired computingbasedn layersl through4
of thestandard/-layerOpenStandards$nterconnectiorfOSI) stack.Figure1.1shavsthe Physical,
DataLink (comprisingthe Link ManagemenandMedium AccessControl sub-layers) Network,
andTransporiayersof thetwo stacks.

ThePhysicallayer. In the network stackfor mobile computing,the physicallayer consistsof
two primary “media” — the radio spectrumandthe optical spectrum.Theradio spectrums divided
into licensedandunlicensedrequeny bands.Cellular phonetechnologiesisethe licensedbands
whereagechnologiesuchas Bluetoothand IEEE 802.11busethe unlicensedand. The optical
spectrumis mainly usedby infrared devices. The network stackfor wired computingconsistsof
cabletechnologiesuchasco-axialcableandoptical ber.

TheMediumAccessContwol (MAC) sub-layer The mostfrequentlyadoptedVAC mechanism
in thewired computingnetwork stackis the well-known Carrier SenseMultiple Accesswith Col-
lision Detection(CSMA/CD). It is alsowell-known that CSMA/CD cannotbe directly appliedto
themobile computingstackbecausét would causecollisionsto occuratthereceverasopposedo
the sender To preventthis situation,researcherand practitionershave designedifferentmecha-
nismsbasedn collision avoidanceandsynchronizingransmissionsCSMA with Collision Avoid-
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Figurel.1l: Network StackComparisorof Mobile andinternetComputing

ance(CSMA/CA) helpstransmitterdeterminef otherdevicesaroundthemarealsopreparingto
transmitandthereforeavoid collisionsby deferringtransmission.Time Division Multiple Access
(TDMA), Frequeng Division Multiple AccesgFDMA), CodeDivision Multiple Acces§CDMA)
andDigital SenseMultiple Accesswith Collision Detection(DSMA/CD) areotherpopularMAC
protocolsusedby mobile device network stacksto co-ordinateransmissions.

ThelLink Managementsub-layer This layeris presenin only a few network stacksof mobile
devices. For example,the IEEE 802.11bstandarddescribesonly the Physicaland MAC layers
as part of the speci cation. Someof the link managemenprotocolson mobile device network
stacksarerequiredto handlevoice connectiongusually connection-orientetinks), in additionto
primarily connection-lessatalinks. The Logical Link Controland AdaptationProtocol(L2CAP)
in Bluetoothis an exampleof sucha protocol. GSM usesa variantof the well known Link Access
ProtocolD-channe(LAPD) calledLAPD . High-level DataLink Control(HDLC), Point-to-Point
Protocol(PPP),andAsynchronoudransferMode (ATM) arethe mostpopulardatalink protocols
usedin wired networks.

TheNetworklayer. Mobility of devicesintroducesanew dimensiorto routingprotocolswhich
residein the network layer of the OSI stack. Routing protocolsfor mobile networks, both ad-hoc
andinfrastructuresupportedneedto be awareof mobiledevice characteristicsuchasmobility and
enegy consumption.Unlike static devices, mobile devices cannotalways dependon a staticad-
dresssuchasan|P addressThisis becausehey needto beableto attachto differentpointsto the
network, public or private. RoutingprotocolssuchasMobile IP [Perkins,1997],enabledevicesto
dynamicallyobtainanlP-addresandconnecto ary IP-basecetwork, while they areonthemove.
This solutionrequiregheexistenceof acentralnetwork (i.e.,homenetwork), thattracksthe mobile
device andknows its currentdestinatiometwork. Routersarethe linchpinsof the Internet. They
decidehow to routeincomingtraf ¢ basedn addressesarriedby the datapaclets.In ad-hocnet-
works,no staticroutersexist. Many nodesin the network mayhaveto performtheroutingfunction,
becausehe“routers”maybemobileandthusmovein andoutof rangeof sendersandrecevers.All
of theseconsiderationfiave focusedresearcton developingef cient routing protocolsin mobile
adhocnetworks (MANET).

TheTransportlayer. TCP hasbeenthe protocolof choicefor the Internet. TCP performsvery
well on wired networks, suchasthe Internet,which have high bandwidthand low delay How-
ever, researcton TCP performancever wirelessnetworks hasshavn thatit typically fails if non-
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congestionosses(lossesdue to wirelesschannelerrorsor client mobility) occuron the wireless
link. Thisis becaus& CP implicitly assumeshatall lossesaredueto congestiorandreduceghe

window on the sender If the lossesare not dueto congestionthen TCP unnecessarilyeduces
throughputeadingto poorperformanceSolutionsto this problemincludedesigningnew transport
protocols,suchasCentaurusComrfSasikanthAvanchaandVladimir Korolev and AnupamJoshi
andTimothy Finin andY. Yesha2002], thatare more mobile-avareand modifying TCP to make

it more mobile-avare. Modi ed versionsof TCP [Barke andBadrinath,1995;Brown and Singh,

1997;Goff etal., 2000]arewell-known in theresearcltcommunity The WirelessTransactiorPro-

tocol (WTP) is part of the well-knawn WirelessApplication Protocol (WAP) stackand provides
reliabledatatransmissionusingretransmissiorsegmentatiorandreassemblyasrequired.

Both,academiandindustry have contributedsigni cantly to mobilecomputingresearckaimed
at designingthe bestpossiblenetwork stackthattakesinto accounthe challenge®f reduceccom-
putersizeandcomputingpower, enegy consenration,andlow-bandwidth,high-delaywirelessin-
terfaces. The discussionin this sectionprovides a glimpseof the solutionsapplied,to the most
signi cant layersof thewired-netvork stack,to addresshesechallenges.

1.3 M-ServicesApplication Architectures

Mobile computingapplicationscan be classi ed into three categories— client-sener, client-
proxy-senerandpeerto-peer — dependingn the interactionmodel. Evolution of mobileapplica-
tionsstartedrom commondistributedobject-orientedystemdike CORBA andDCOM [Sessions,
1997]which primarily follow client-sener architecture. The emegenceof heterogeneousobile
deviceswith varyingcapabilitieshassubsequentlpopularizedhe client-proxy-sererarchitecture.
Increasingcomputationatapabilitiesof mobile devicesandthe emegenceof ad-hocnetworksis
leadingto arapidgrowth of peerto-peerarchitecturessimilarto Gnutellain the Internet.

In theclient-senerarchitecturealargenumberof mobiledevicescanconnecto asmallnumber
of senersresidingon thewired network, organizedasa cluster Thesenersarepowerful machines
with high bandwidthwired network connectvity andthe capabilityto connecto wirelessdevices.
Primarydataandservicegesideon andaremanagedy thesener, while clientslocatesenersand
issuerequests.Senersare also responsibldor handlinglower level networking details,suchas
disconnectiorandretransmission.The advantagef this architectureare simplicity of the client
designandstraightforward cooperatioramongclusterseners. The main dravbacksof this archi-
tecturearethe prohibitively large overheadon senersto handleeachmaobile client separatelyin
termsof transcodingandconnectiorhandling,severely affecting systemscalability

In the client-proxy-sererarchitecturea proxy is introducedbetweerthe client andthe sener,
typically onthe edgeof thewired network. Thelogical end-to-encconnectiorbetweereachsener
andclientsis split into two physicalconnectionssener-to-proxy and proxy-to-client. This archi-
tectureincreasesverall systemscalability becauseseners only interactwith a x ed numberof
proxies,which handletranscodingand wirelessconnectiongo the clients. Therehasbeensub-
stantial researchand industry efforts [Brooks et al., 1995; Zenel, 1995; Bharadwaj et al., 1998;
Joshiet al., 1996]in developingclient-proxy-serer architectures.Additionally, intelligent prox-
ies [Pullelaet al., 2000] may act asa computationaplatformfor processingjuerieson behalf of
resource-limiteanobileclients.

Transcodingi.e., corversionof dataandimageformatsto suit target systemsjs animportant
problemintroducedby client-sener andclient-proxy-serer architecturesSenersandproxiesare
powerful machineghat canhandledataformatsof arny type andimageformatsof high resolution.
However, mobile devices cannot. Therefore,dataon the wired network must be transcodedo
suit different mobile devices. It is thereforeimportantfor the sener or proxy to recognizethe
characteristicef a clientdevice. Standardechnique®f transcodingsuchasthoseincludedin the
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WAP stack,include XSLT [Muenchand Scardina,2001] and Fourier transformation. The W3C
CC/PPstandardKlyne etal., 2001]enableglientsto specifytheir characteristicevhenconnecting
to HTTP senersusingpro les.

In the peerto-peerarchitectureall devices, mobile andstatic,are peers.Mobile devicesmay
actsenersandclients. Ad-hoc network technologiesuchas Bluetoothallow mobile devicesto
utilize peerresourcesn theirvicinity in additionto accessingenerson thewired network. Sener
mobility maybeanissuein this architectureandthus,the setof servicesavailableto a clientis not
x ed. Thismayrequiremobile devicesto implementservicediscovery [Rekesh,1999;Chakraborty
et al., 2002a],collaborationand composition[Chakrabortyet al., 2002b; Mao et al., 2001]. The
adwantageof this architecturds thateachdevice may have acces4o moreup-to-datdocationde-
pendentnformationandinteractwith peerswithoutinfrastructuresupport.Thedisadwantageof this
architectures the burdenonthe mobile devicesin termsof enegy consumptiorandnetwork traf ¢
handling.

Client-serer andclient-proxy-sererarchitecturesemainthe mostpopularmodelsof practical
usefrom both, commercialand non-commercial perspecties. Both thesearchitectureprovide
userswith certainguaranteessuchas connectvity, x ed bandwidthand security becauseof the
inherentpower of theproxiesandseners.Fromacommerciaperspectie, they guaranteéncreased
revenuedo infrastructureandserviceproviders,asthe numberof wirelessusersncreasesPeefto-
peerarchitecturesyhichtruly re ect thegoalof anytime,anywherecomputing arelargely con ned
to academiabut possesshe potentialto revolutionizemobile computingin the decadeso come.

1.4 Mobile Computing Application Framework

In this section,we describea comprehensie framavork for enablingthe developmentof a
mobile applicationusing one of the threearchitecturedescribedabove. Figure 1.2 depictsthe
differentcomponentsf theframeavork. Dependingpn the selectednodel,someof thecomponents
may not be requiredto build a completemobile application. However, other componentssuch
asthe communicationgayer, form anintrinsic part of any mobile application. The designof this
framawork takesinto consideratiorsuchissues We describehedifferentlayersandcomponentin
theframework in the next few subsections.

1.4.1 CommunicationsLayer

The communicationgayer in this framavork encompassethe physical, MAC, link, network and
transportlayersof the mobile computingstackillustratedin Figure1.1. This layeris responsible
for establishingandmaintaininglogical end-to-enctonnectiondetweertwo devices,andfor data
transmissiorandreception.

The physicalandMAC layersareprimarily responsibldor nodediscovery, andestablishment
and maintenancef physicalconnectionsbetweentwo or morewirelessentities. Thesefunctions
areimplementedn differentwaysin differenttechnologies For example,in Bluetooth,nodedis-
covery is accomplishedhroughthe useof the inquiry commandby the basebandMAC) layer. In
IEEE 802.11b,the MAC layer emplgys the RTS-CTS(i.e., Request-©-Sendand ClearTo-Send)
mechanisnto enablenodesto discover eachother, whenthey are operatingin the ad hoc mode.
WhenlEEE 802.11bnodesare operatingin infrastructue mode,the basestationbroadcastbea-
conswhich the former use,to discorer the basestationandestablishphysicalconnectionswith it.
The establishmenbf physicalconnectionds a processn which the nodesexchangeoperational
parametersuchasbaudrate,connectiormode(e.qg.:full-duplex or half-duple), powermode(e.qg.:
low-power, high-powver) andtiming informationfor synchronizationif required.In orderto main-
tainthe connectionsomeor all of theseparameterareperiodicallyrefreshedy thenodes.

Thelink layer may not be part of the speci cationsof all wirelesstechnologies.Some,such
as|EEE 802.11b,useexisting link layer protocolssuchasHDLC or PPP(for point-to-pointcon-
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Figurel.2: Mobile ComputingApplication Framevork

nections)to establishdataor voice links betweernthe nodes. Bluetooth,on the otherhand,usesa

proprietaryprotocol,L2CAP, for establishingandmaintaininglinks. This protocolis alsoresponsi-
ble for othercommonlink-layer functionssuchasframing,error correctionandquality-of-service.
Thetaskof thelink layerin is moredif cult in wirelessnetworksthanin wired networksbecausef

the high probability of errorseitherduring or aftertransmission.Thus,error correctionat the link

layermustberobustenoughto withstandthe high bit-errorrateof wirelesstransmissions.

Thenetwork layerin mobilecomputingstacksamustdealwith device mobility, whichmaycause
existing routesto breakor becomenvalid with no changen othernetwork parametersDevice mo-
bility mayalsobethecauseof pacletloss. For example,if thedestinatiordevice, to which a paclet
is alreadyenroute,movesout of rangeof the network, thenthe paclet mustbe dropped. Thus,
bothrouteestablishmertndroutemaintenancareimportantproblemshatthe network layermust
tackle.As themobility of anetwork increasessodoroutefailuresandpacletlossesThus,therout-
ing protocolmustberobustenoughto eitherpreventroutefailuresor recover from themasquickly
aspossible.In particular routing protocolsfor mobilead hoc networks have received considerable
attentionin therecentpast.Many routingprotocolsfor MANETSs have beendevelopedprimarily for
researctpurposes.Theseinclude Ad hoc On DemandDistanceVector(AODV) routing protocol,
DynamicSourceRouting(DSR)andDestination-SequencdistanceVector(DSDV) routing pro-
tocol. However, for mostapplicationghatusesomevariantof the client-sener model,the standard
InternetProtocol(IP) is quite sufcient.

Mobile applicationsunlike Internetapplicationstendto generateor requiresmall amountsof
data(of the orderof hundredor at mostthousandsf bytes). Thus,protocolsat thetransportayer
shouldbeawareof theshortmessagsizes pacletdelaysdueto device mobility andnon-congestion
pacletlosses.TCPis ill-suited for wirelessnetworks. Numerousvariationsof TCP andtransport
protocolsdesignedexclusively for wirelessnetworks, ensurethat both endsof a connectionagree
that pacletlosshasoccurredbeforethe sourceretransmitghe paclet. Additionally, someof these
protocolschooseto defer packet transmissionif they detectthat currentnetwork conditionsare
unsuitable.

The functionality of the communicationdayer in this frameawork is usually provided by the
operatingsystemrunning on the mobile device. Therefore,the mobile applicationcan directly
invoke thelower level systemfunctionsvia appropriaténterfaces.

PracticalHandbookof InternetComputing 7
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1.4.2 Discovery Layer

The discovery layer helpsa mobile applicationdiscover data, servicesand computationsources.
Thesemay residein the vicinity of the mobile device or on the Internet. Due to resourcecon-
straintsand mobility, mobile devicesmay not have completeinformationaboutall currentlyavail-
ablesourcesThediscorery layerassumeshattheunderlyingnetwork layercanestablishalogical
end-to-encconnectiorwith otherentitiesin the network. Thediscoverylayerprovidesupperlayers
with the knowledgeandcontext of availablesources.

Therehasbeenconsiderableesearchand industry effort in servicediscovery in the contet
of wired and wirelessnetworks. Two importantaspectsof servicediscovery are the discorery
architectuie andthe servicematcing medanism

Discovery architecturesare primarily of two types: lookup-egistry basedand peerto-peer
Lookup-registry baseddiscovery protocolswork by registeringinformationaboutthe sourceto a
registry. Clientsquerythis registry to obtainknowledgeaboutthe source(suchas, its location,how
toinvokeit etc.). Thistypeof architectureeanbefurthersubdvidedinto two cateyories:centralized
registry-base@dndfederatedr distributedregistry-basedrchitecturesA centralizedegistry-based
architecturecontainsonemonolithic centralizedregistry whereasa federatedegistry-basedrchi-
tectureconsistof multiple registriesdistributedacrosghe network. ProtocolssuchasJini [Arnold
et al., 1999], Salutationand Salutation-lite,UPnP [Rekesh,1999], UDDI and ServiceLocation
Protocol[Veizadestal., 1997]areexamplesof a lookup-registry basedarchitecture.

Peerto-peerdiscovery protocolsqueryeachnodein the network to discover availableservices
onthatnode. Thesetype of protocolstreateachnodein the environmentequallyin termsof func-
tional characteristicsBroadcastingf requestsaand adwertisementdo peersis a simple,albeitin-
efcient, servicediscovery techniquein peerto-peerervironments. Chakrabortyet al. [2002a]
describea distributed peerto-peerservicediscovery protocol using cachingthat signi cantly re-
ducesthe needto broadcastequestsand adwertisements.Bluetooth ServiceDiscovery Protocol
(SDP)is anotherexampleof a peerto-peerservicediscovery protocol. In SDP,servicesarerepre-
sentedusing128-bituniqueidenti ers. SDPdoesnot provide ary informationon how to invoke the
service.lt only providesinformationon the availability of theserviceon a speci c device.

Theservicediscovery protocolsdiscussedh thissectionusesimpleinterface attributeor unique
identi er basedmatchingtechniquedo locateappropriatesources.Jini usesinterface matching,
SDPusesidenti er matching,while the ServiceLocationProtocolandNinja SecureServiceDis-
covery Systemsgdiscover servicesusing attribute-basednatching. The drawbacksof thesetech-
niguesincludelack of rich representatioof servicesjnability to specifyconstrainton servicede-
scriptionsJack of inexactmatchingof serviceattributesandlack of ontologysupporfChakraborty
etal., 2001]. Semantiamatchingis an alternatve techniquethataddressetheseissues.DReggie
[Chakrabortyet al., 2001] and Bluetooth SemanticServiceDiscovery Protocol (SeSDP)[Avan-
chaet al., 2002] both usea semanticallyrich language called DARPA Agent Markup Language
(DAML), to describeand matchboth servicesand data. Semanticdescriptionsof servicesand
dataallow greatere xibility in obtaininga matchbetweerthe queryandthe availableinformation.
Matchingcannow beinexact. This meanghatparametersuchasfunctionalcharacteristicshard-
wareanddevice characteristicef the serviceprovider may be usedin additionto serviceor data
attributesto determinevhethera matchcanoccut

1.4.3 Location ManagementLayer

Locationmanagemerntayer dealswith providing locationinformationto a mobile device. Loca-
tion informationdynamicallychangesvith mobility of the device andis oneof the component®f
contet awarenesslt canbeusedby upperlayersto Iter location-sensitieinformationandobtain
location-speci canswerdo queries e.g.,weatherof a certainareaandtraf ¢ conditionon aroad.
The currentlocation of a device relative to other devicesin its vicinity canbe determinedusing

8 M. P Singh,ed.
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the discovery layer or the underlyingcommunicationdayer. Commontechnologiesisemethods
suchastriangulationandsignalstrengthmeasurement®r locationdeterminationGPS[Hofmann-
Wellenhofetal., 1997]is a well known exampleof the useof triangulationbasedon datareceved

from four differentsatellites. Cell phonesusecell tower informationto triangulatetheir position.
Ontheotherhand,systemsuchasRADAR [Bahl andPadmanabhar000],usedfor indoorloca-

tion tracking,work asfollows. Usinga setof x ed IEEE 802.11bbasestationsthe entireareais

mapped.The map contains(x,y) co-ordinatesandthe correspondingignal strengthof eachbase
stationatthatco-ordinate This mapis loadedontothemobiledevice. Now, astheusermovesabout
theareathesignalstrengtifrom eachbasestationis measuredThe patternof signalstrengthgrom

the storedmapthat mostclosely matcheghe patternof measuredignal strengthss chosen.The

location of the useris that correspondingdo the (x,y) co-ordinatesassociatedvith the storedpat-

tern. Outdoorlocationmanagementechnologiediave achieved technicalmaturity andhave been
deployedin vehicularandotherindustrialnavigationalsystemsLocationmanagemenindoorand
outdoor remainsa strongresearcheld with the rising popularity of technologiesuchas IEEE

802.11bandBluetooth.

The notion of location can be dealtwith at multiple scales. Most “location determination”
techniquesctuallydealwith positiondeterminationwith respecto someglobal(lat/long)or local
(distancedrom the “corner” of aroom) grid. Many applicationsarenot interestedn the absolute
positionasmuchasthey arein higherorderlocationconceptginsideor outsidea facility, insideor
outsidesomejurisdictionalboundarydistancefrom someknown place,ata mountaintopjn arain
forestregion etc.) Absolutepositiondeterminationganbe combinedwith GIS type datato infer
locationsat otherlevels of granularity

Expandingthe notion of locationfurtherleadsusto considerthe notion of context. Context is
ary informationthatcanbeusedto characteriz¢he situationof a personor acomputingentity[Dey
andAbowd, 2000]. Sofor instancecontext coversthingssuchaslocation,device type,connection
speeddirectionof movement. Contet even arguablyinvolvesa usersmentalstates(beliefs, de-
sires,intentions)etc. Thisinformationcanbeusedby thelayersdescribedext for dataandservice
managementiowever, the privagy issuesnvolvedarequite complex. It is not clearwho shouldbe
allowedto gathersuchinformation,underwhatcircumstanceshouldit berevealed,andto whom.
Sofor instanceausermaynotwanther GPSchipto revealhercurrentlocationexceptto emegeng
responsgersonnelSomeof thesassuesspeci cally relatedto presencandavailability, arebeing
discussedn the PAM WG of PARLAY http://www.parlay.org . A moregenerafformula-
tion of suchissuescanbe foundin the recentwork of Chenet. al. [Chenetal., 2003], who are
developingOWL basedyoliciesanda DecisionLogic basedeasoneto specifyandreasorabouta
usersprivagy preferenceasrelatedto contet information.

1.4.4 Data ManagementLayer

Datamanagementayer dealswith accessstorage monitoring,anddatamanipulation. Datamay
residelocally andalsoon remotedevices. Similar to datamanagemerin traditionallnternetCom-
puting, this layeris essentialn enablinga device to interactandexchangedatawith otherdevices
locatedin its vicinity and elsavhereon the network. The core differenceis that this layer must
alsodealwith mobile computingdevices. Suchdeviceshave limited batterypower and otherre-
sourcesn comparisorto their desktopcounterpartsThe devicesalsocommunicatever wireless
logical links thathave limited bandwidthandareproneto frequentfailures.Consequentlthe data
managemeniayer often attemptso extenddatamanagemergolutionsfor InternetComputingby
primarily addressingnobility anddisconnectiorof a mobile computingdevice.

Work on datamanagementan be classi ed alongfour orthogonalaxes[M. TamerOzsuand
Patrick Valduriez,1999; MargaretH. Dunhamand Abdelsalam(Sumi) Helal, 1995]: autonomy
distribution, heterogeneityand mobility,. We canapply the classi cationto comparethreearchi-
tecturemodelsadoptedy existing datamanagemergolutions.
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Theclient-senermodelis atwo-level architecturewith datadistributedamongseners.Seners
areresponsibldor datareplication,storageandupdate.They areoften x edandresideonthewired
infrastructure Clientshave no autonomyasthey arefully dependenbvn senersandmayor maynot
be mobileandheterogeneoud his modelwasthe earliestadoptedapproacHor distributed le and
databassystemssinceit simpli es datamanagemenrbgic andsupportsapid deployment[Satya-
narayanaret al., 1990]. The modeldelegatesall datamanagementesponsibilityto only a small
subsewf devices,the seners. Additionally, the modeladdressethe mobility problemby simply
notdealingwith it or by usingtraditionaltimeoutmethods.

The client-proxy-serer modelextendsthe former approachoy introducingan additionallevel
in the hierarchy Dataremaingdistributedon senersresidingon a wired infrastructure Clientsstill
dependon senersand may or may not be mobile andheterogeneous-owever, a proxy, residing
on the wired infrastructure,is placedbetweenclients and seners. The proxy takeson a subset
of sener responsibility including disconnectiormanagementgachingand transcoding. Conse-
guently senersno longerdifferentiateamongmobile and x ed clients. They cantreatall clients
uniformly sincethey communicatewith deviceson wired infrastructureonly. Proxy devicesare
thenresponsiblefor delivering datato clients and for maintainingsessionsvhen clients change
locations[Dunhametal., 1997].

The peerto-peemodeltakesa completelydifferentapproactirom the othertwo models.This
modelis highly autonomousiseachcomputingdevice mustbeableto operaténdependentlyThere
is no distinction betweenseners and clients and their responsibility The modelalsolies in the
extremeof the otherthreeaxessincedatamay resideon ary device, andeachdevice canbe het-
erogeneousndmobile. In this model,ary two devicesmay interactwith eachother[Perichetal.,
2002]. Additionally, unlike client-sener basedapproacheshe modelis openin thatthereis no
strict setof requirementshateachdevice mustfollow. This may causehe datamanagemeriayer
to beimplementedifferentlyon eachdevice. Consequentlyeachpeermustaddresdothlocal and
global datamanagemenissues;the latter is handledby senersor proxiesin client-sener based
models.

Local datamanagementpgically operatingat the end-usetevel, is responsibldor managing
degreesof disconnectiorandqueryprocessing.The leastdegreeof disconnectiorencouragethe
device to constantlyinteractwith otherdevicesin the environment. The highestdegreerepresents
the statewhenthe device only utilizesits local resourcesThe mobility of a device canaffect both
the type of queriesaswell asthe optimizationtechniqueghat canbe applied. Traditionalquery
processingpproacheadwcatelocationtranspaency Thesetechniquesnly consideraspectof
datatransferand processingor queryoptimization. On the otherhand,in the mobile computing
ervironment,queryprocessin@pproachepromotelocationawarenesgHans-ErichKottkampand
Olaf Zukunft, 1998]. For example,a mobile device canaskfor the locationof the closestGreek
restaurantandthesenershouldunderstandhatthe startingpoint of thesearchrefersto thecurrent
positionof thedevice [Perichetal., 2002;0lga RatsimorandVladimir Korolev and AnupamJoshi
andTimothy Finin, 2001].

Globaldatamanagementpgically operatingat the architecture-leel, dealswith dataaddress-
ing, caching disseminationteplicationandtransactiorsupport.As devicesmaove from onelocation
to anotheror becomadisconnectedt is necessaryo provide a namingstratay, to locatea mobile
stationandits data. Therehave traditionally beenthreeapproache$or dataaddressinglocation-
dependentlocation-transpaent, andlocation-independefinkerton et al., 1990; Sandbeg et al.,
1985]. To allow devicesto operatedisconnectecthey mustbe ableto cachedatalocally. This re-
guiremenintroducegwo challengesdataselectioranddataupdate Dataselectioncanbeexplicit
[Satyanarayanaetal., 1990]or pro-actively inferred[Perichetal., 2002]. In theformerapproach,
auserexplicitly selectsles or datathatmustbecached.Thelatterapproactautomaticallypredicts
andpro-actively cacheghe requiredinformation. Dataupdateof local replicasusually requiresa
wealer notion of consisteng asthe mobile device may have to operateon staledatawithout the
knowledgethatthe primary copy wasaltered.Thisis especiallythe casewhendevicesbecomedis-
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connectedrom thenetwork andcannotvalidateconsisteng of their data.Eithersubscription-based
callbackgSatyanarayanaetal., 1990]or lateng/- andreceng-basedefreshingLauraBright and
Louiga Raschid,2002] canaddressghis issue. In subscription-basedpproachesa client requests
thesenerto notify it (the client) whena particulardatumis modi ed. In turn,whena sener mod-

i es its datait attemptsto inform all clientssubscribedo thatdata. In latter approachesa client
or proxy usestimestampinformationto compareits local replicaswith remotecopiesin orderto
determinewhento refreshits copy.

Datadisseminatioimodelsareconcernedvith read-onlytransactionsvheremobile clientscan
pull informationfrom sourcespr the sourcescanpushdatato themautomaticallyjAcharyaet al.,
1995]. Thelatteris applicablewhena groupof clientssharethe samesourcesandthey canbene t
from acceptingesponseaddressetb otherpeers.

To provide consistenaindreliablecomputingsupport the datamanagemenfyermustsupport
transactiorandreplicacontrol. A transactiorconsistof asequencef databaseperationgxecuted
asanatomicaction[M. TamerOzsuandPatrick Valduriez,1999]. Thisde nition encompassase
four importantpropertiesof a transaction:atomicity, consistenyg, isolation, and durability (i.e.,
ACID properties) Anotherimportantpropertyof a transactions thatit alwaysterminatesby either
committingthe changeor by abortingall updates. The principal concurreng control technique
usedn traditionaltransactioomanagementeliesonlocking [M. TamerOzsuandPatrick Valduriez,
1999;Kapali P. EswaranandJim GrayandRaymondA. Lorie andlrving L. Traiger,1976]. In this
approachall devicesentera statein which they wait for messagefom oneanother Sincemobile
devices may becomeinvoluntarily disconnectedthis techniqueraisesseriousproblems,suchas
terminationblocking andreductionin the availability of data. Currentgeneratiorsolutionsto the
mobile transactiormanagemenproblemoften relax the ACID [Walbornand Chrysanthis1997]
propertiesor proposecompletelydifferenttransactionprocessingechniquegMargaretDunham
andAbdelsalanHelal andSantostBalakrishnan1997].

Having relaxedthe ACID propertiespnecanno longerguaranteghatall replicasaresynchro-
nized.Consequentlthe datamanagemenrayermustaddresshis issue.Traditionalreplicacontrol
protocols basedn voting or lock principles[CarlaSchlatteiEllis andRichardA. Floyd, 1983],as-
sumethatall replicaholdersarealwaysreachableThisis ofteninvalid in mobile ervironmentsand
may limit the ability to synchronizehe replicalocatedon mobile devices. Approachesaddressing
this issueinclude datadivision into volume groupsand the use of versionsfor pessimistic[De-
mersetal., 1994]or optimisticupdate§Satyanarayanagtal., 1990;Guy et al., 1998]. Pessimistic
approachesequireepidemicor voting protocolsthat rst modify the primary copy before other
replicascanbe updatedandtheir holderscanoperateon them. On the otherhand,optimistic repli-
cationallows devicesto operateon their replicasimmediately which may resultin a con ict that
will requireareconciliationmechanisnjJoAnneHolliday andDivyakantAgrawal andAmr El Ab-
badi, 2000]. Alternatively, the con ict mustbe avoidedby calculatinga voting quorum[Keleher
and Cetintemel,1999] for distributed dataobjects. Eachreplicacan obtaina quorumby gather
ing weightedvotesfrom otherreplicasin the systemandby providing its vote to others. Oncea
replicaobtainsa voting quorumiit is assuredhata majority of the replicasagreewith the changes.
Consequentlythereplicacancommitits proposedipdates.

1.4.5 Sewice ManagementLayer

Servicemanagemenfiorms anotherimportantcomponentn the developmentof a mobile applica-
tion. It consistsof servicediscosery monitoring, serviceinvocation,executionmanagementand
servicefault managementThe servicemanagementyer performsdifferentfunctionsdepending
on the type of mobile applicationarchitecture.In the client-serer architecturemostof the man-
agemenfe.g.,serviceexecutionstatemaintenancegomputatiordistribution) is doneby the sener
side of the application. Clients mostly managethe appropriateserviceinvocation, noti cations,
alertsand monitoring of local resourcesieededo executea query In the client-proxy-serer ar-
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chitecturemostof the managemengsessiormaintenanceleasingandregistration)is doneat the
proxy or thelookup sener. Disconnectionsreusuallymanagedy trackingthe stateof execution
of a service,mostly at the sener side,andretransmittingdataonceconnectioris establishedOne
very importantaspecbf this layeris to managehe integrationandexecutionof multiple services
that might be requiredto satisfya requestrom a client, referredto asservicecomposition.Such
requestsisuallyrequireinteractionof multiple servicego provide areply. Most of the existing ser
vicemanagemerlatforms[Mao etal.,2001;MennieandPagurek 2000]for compositequeriesare
centralizedandorientedtoward servicedn the x edwired infrastructure Distributedbroker-based
architecturegor servicediscovery, managemerandcompositionin wirelessad-hocervironments
are currentresearchopics[Chakrabortyet al., 2002b]. Fault toleranceand scalability is another
importantcomponentespeciallyin ervironmentswith mary short-livedservices Themanagement
platform shoulddegradegracefullyasmore serviceshecomeunavailable. Solutionsfor managing
serviceshave beenincorporatednto servicediscovery protocolsdesignedor wired networks, but
not mobileervironments.

1.4.5.1 Sewice Transaction Management

This sub-layerdealswith the managementf transaction@ssociateavith m-servicesi.e., services
applicableto mobile computingernvironments.We discussservicetransactiormanagemenasap-
plied to client-serer, client-proxy-serer, andpeerto-peerarchitecturesServicetransactiorman-
agemenin mobile computingervironmentsis basedon the sameprinciplesusedby e-commerce
transactiormanager thelnternet. Theseprinciplesareusuallypartof atransactiorprotocolsuch
astheContractNet Protocol[FIPA, 2001]. A ContractNet Protocolinvolvestwo entities the buyer
(akamanagerandthe seller(akacontractor) who areinterestedn conductinga transaction.The
two entitiesexecuteactionsasspeci edin the protocolat eachstepof thetransaction Examplesof
theseactionsincludeCall for Proposal(CFP), RefusePropose Reject-Poposal Accept-Poposal
Failure, and Inform-Done In the Internetcomputingervironment,the two entities executeall
actionsexplicitly. In a mobile computingenvironment,completeexecutionof the protocolmay be
infeasibledueto memoryandcomputationatonstraintsFor example theRefuseaction,performed
by a sellerwhorefuseghe CFP, is implicit if the sellerdoesnotrespondo the CFP. Thus,service
transactiormanager®n mobile computingdevicesusesimpli ed versionsof transactiorprotocols
designedor the Internet[Avanchaetal., 2003].

In mobile computingervironmentsusing the client-sener or client-proxy-serer architecture,
the servicetransactiormanagemwould chooseto usethe servicesavailable on the Internetto suc-
cessfullycompletethetransactionFor example,if a persoris buying anairline ticketattheairport
using her PDA, shecould invoke the airline software's paymentserviceand specify her bank ac-
countasthe sourceof payment. On the otherhand, in a peerto-peerenvironment,thereis no
guarante®f arobust,online paymentmechanismin suchsituationsthetransactioomanagemay
chooseotheroptions,suchasmicropaymentsFor example,if a persorwerebuying a musicvideo
clip from anothempersorfor $1.00,hemaypayfor it usingdigital cash.Bothindustryandacademia
have engagedn coreresearchn the areaof micropaymentsn pastfew years[BenjaminCox and
DougTygarandMarvin Sirbu, 1995;Soon-YongChoiandDale O. StahlandAndrew B. Whinston,
1997].

Threeof the mostimportante-serviceransactionafeaturesghatmustbe appliedto m-services
are:ldenti cation, AuthenticationandCon dentiality. Every entity in a mobile environmentmust
be able to uniquely and clearly identify itself to other entitieswith whom it wishesto transact.
Unlike deviceson the Internet,a mobile device may not be ableto useits IP addressaasa unique
identi er. Every mobile device mustbe ableto authenticatéransactiormessageg recevesfrom
others.In amobile ervironmentwhenair is the primary mediumof communicationanybody can
eavesdropand mountman-in-the-middleattacksagainstothersin radio range. Con dentiality in
a mobile environmentis achiezed throughencryptionmechanismsMessagegontainingpayment
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andgoodsinformationmustbe encryptedo preventtheft of the data.However, mobile devicesare
constrainedy computationabndmemorycapacitiego performexpensve computationsnvolved
in traditionalencryptionmechanisms.Technologiesuchas Smartcard§Hansmanret al., 2000]
can help of oad the computationaburdenfrom the mobile device at the costof higher enegy
consumption.

1.4.6 Security Plane

Securityhasgreatersigni cancein a mobile ervironmentthanin a wired ervironment. The two
mainreasondor this arethelack of any notionof securityonthetransmissioomedium,andthereal
possibility of theft of ausers mobiledevice.

Despitetheincreasedeedfor securityin mobile ervironmentstheinherentconstraintson mo-
bile deviceshave preventedlarge scaleresearctanddevelopmenibf secureprotocols.Lightweight
versionsof Internetsecurity protocolsare likely to fail becausdahey ignore or minimize certain
crucialaspect®f thelatter, in orderto save computatiorand/ormemory The travails of the Wired
EquivalentPrivacy (WEP)protocoldesignedor the[EEE802.11barewell-known [JessedR. Walker,
2000]. TheIEEE 802.11bworking grouphasnow releasedWEP2for theentireclassof 802.1xpro-
tocols. Bluetoothalsoprovidesa link layer securityprotocolthat consistsof a pairing procedure,
which acceptsa usersuppliedpassley to generatean initialization key. The initialization key is
usedto calculatea link key, which is nally usedin a challenge-responssequenceafter being
exchanged. The currentBluetooth security protocol usesprocedureghat have low computation
compleity, sothey aresusceptibleo attacks. To securedataat the routing layerin client-sener
andclient-proxy-sererarchitectureslPSec[K entandAtkinson,1998]is usedin conjunctionwith
Mobile IP. Researchin securingrouting protocolsfor networks using peerto-peerarchitectures
hasresultedin interestingprotocolssuchas Ariadne[Yih-ChunHu and Adrian Perrigand David
B. Johnson2002] and Security-Avare ad hoc Routing[SeungYi and PrasadNaldurg and Robin
Kravets,2001]. The WirelessTransportLayer Securityprotocolis the only known protocol for
securingiransporiayerdatain mobile networks. This protocolis partof the WAP stack. WTLS is
acloserelative of the SecureSocletsLayer protocolthatis dejure in securingdatain the Internet.
Transactiorandapplicationlayer securityimplementationgrealsobasedn SSL.

1.4.7 SystemManagementPlane

The systemmanagemenplaneprovidesinterfacesso thatary layer of the stackin Figure1.2 can

accessystemlevel information. Systemlevel informationincludesdatasuchascurrentmemory
level, batterypower, andthe variousdevice characteristics For example,the routing layer might

needto determinewhetherthe currentlink layerin useis IEEE 802.11bor Bluetoothto decide
paclet sizes. Transactiormanagersvill usememoryinformationto decidewhetherto respondo

incomingtransactiomequest®r to preventtheuserfrom sendingoutany moretransactiomequests.
The applicationlogic will acquiredevice characteristic§rom the systemmanagemenplaneto

inform the otherend(sener, proxy, or peer)of thedevice's screerresolution size,andotherrelated
information. The servicediscovery layer might usesystemlevel informationto decidewhetherto

usesemantianatchingor simplematchingin discoseringservices.

1.5 Conclusions
Mobile devices are becomingpopularin eachaspectof our everydaylife. Usersexpectto use

them for multiple purposesjncluding calendaring,scheduling,checkinge-mail and for brows-
ing theweh Currentgenerationrmobile devices, suchasiPAQs, are powerful enoughto support
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more versatileapplicationsthat may alreadyexist on the Internet. However, applicationsdevel-
opedfor the wired Internetcannotbe directly portedonto mobile devices. This is becausesome
of thecommonassumptionsnadein building Internetapplicationssuchaspresencef high band-
width disconnection-fremetwork connectionsyesource-richetheredmachinesand computation
platforms,are not valid in mobile ervironments. Mobile applicationsmusttake theseissuesinto
consideration.n this chapter we have discussedhe modi cations to eachlayer of the OSI stack
thatarerequiredto enablemobile devicesto communicatevith wired networks and other mobile
devices. We have alsodiscussedhreepopularapplicationarchitecturesi.e., client-sener, client-
proxy-senerandpeerto-peerthatform anintegral partof any mobileapplication.Finally, we have
presentec generaframewnork thatmobile applicationshouldusein orderto be functionallycom-
plete, e xible androbustin mobileenvironments.Theframewvork consistsof anabstractedetwork
layer, discovery layer, location managementiatamanagementservicemanagementransaction
managemenandapplicationspeci c logic. Dependingon the architecturaequirementseachap-
plication may useonly a subsetof the describedayers. Moreover, dependingon the type of ar
chitecture differentsolutionsapply for the differentlayers. In conclusionwe have presentedhe
reademwith asketchof the layeredarchitectureandtechnologieshatmake up the state-of-the-arof
mobile computingandmobile applications Most of thesehave seensigni cant academiaesearch,
andmorerecently commerciadeployment.Many othertechnologiesrematuringaswell, andwill
move from academicandresearcHabsinto products. We feel that the increasinguseof wireless
local andpersonalareanetworks (WLANs, WPANS), higherbandwidthwirelesstelephoty, anda
continuedperformance/pricemprovementin handheldandwearabledeviceswill leadto a signif-
icantincreasean the deploymentof mobile computingapplicationsn the nearfuture, eventhough
notall of theunderlyingproblemswould have completelywrappedup solutionsin the shortterm.
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