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We describe a method to carry out energy efficient privacy preservation on a mobile smart-

phone. Our work is based on a study of an Android smartphone’s component-wise energy con-

sumption pattern and is based on a three-fold approach to ensure efficient execution of priva-

cy policies, based on user and app context modeled using semantic web technologies. 

 

I. Introduction 

Modern smartphones are capable of gathering mas-

sive amounts of data about a user and her context. 

While this data is primarily used to provide services 

adapted to the user, user data and context leakage 

from smart phones can have disastrous results. This is 

especially true as many enterprises are accommodat-

ing or even adopting a Bring-Your-Own-Device 

(BYOD) model for mobile devices such as smart-

phones. We recognize this change as a potential 

threat to data privacy, both of the user and their or-

ganizations whose data is also on the devices. 

II. Context modeling 

Recent advances in context modeling, tracking and 

collaborative localization has led to the emergence of 

a new class of smartphone applications that can ac-

cess and share embedded sensor and context data. 

Unfortunately, existing security mechanisms in An-

droid and other mobile operating systems are not 

geared toward protecting such dynamic data. In ongo-

ing work, we have shown application and user con-

text-dependent information sharing policies that dy-

namically control data flow among applications at a 

fine-grained level. Our approach differs from those in 

the literature [7, 8, 10] on context based privacy and 

security.  We create semantically rich policies, and 

reason over them and the user and application context 

to either release or obfuscate the sensor/context data 

being shared with the application [2, 3, 9].  

Our context representation includes location and 

surroundings, the presence of people and devices, 

inferred activities and the roles people fill in them. 

These facts are inferred by a model that is created by 

using a machine learning system trained on data for 

each user [6]. Our context is realized as a dynamic 

knowledge base of RDF triples grounded in an ontol-

ogy expressed in the semantic web language OWL. 
_________________________ 
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Policy rules are encoded in SWRL [4] and use 

conjunctions of facts in the context knowledge base 

in their conditions. The rules monitor and control ap-

plication access to sensitive information and sensor 

data. The policies filter data flowing from sensor re-

sources to applications to reduce disclosure by gener-

alizing or obfuscating data. Our ontology includes the 

ability to represent application provenance and other 

metadata that can be used by the policies. The result-

ing system provides fine-grained, context-dependent 

control to sensitive user data [2]. For instance, we can 

have a policy that says that a location based infor-

mation service should only get block level data, and 

not get data at all when the user is attending a confi-

dential meeting. 

III. Energy issues and a possible solution 

Unfortunately, the process of gathering context and 

applying policies has a significant impact on energy 

consumption, since the system needs fresh sensor 

data to keep the user’s context updated at all times. 

Current work on the energy consumption focuses on 

exact battery utilization of specific applications and 

also refers to tail energy issues [1], but has not dealt 

with creating an energy efficient context inference 

system that can be used for security. Our approach 

addresses this problem using three methods.  

First, during each time period, we only enable the 

sensors required to satisfy the antecedents of relevant 

policy rules. And, if a set of the policy rules being 

enforced require the same sensor data (e.g., location) 

then we take one reading and use it for all of the 

rules.  

Second, if certain information can be gathered 

from multiple sensors, we use the sensor with the 

lowest energy footprint or one that is already being 

used.  We do this even if there is some loss of accura-

cy. For example, we prefer to use a location estimate 

from a Wi-Fi sensor over a GPS if the Wi-Fi system 

is on and the GPS is not. 
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Fig-1: Our architecture for the modified Android 

framework enforces policies that use context infor-

mation to control the information flow between appli-

cations. 

Third, reorder the conditions in the rule’s ante-

cedents in order of their energy usage. We are cur-

rently gathering data on energy usage of the different 

sensors on a typical Android smartphone. 

Our experiments were done by toggling on/off 

various sensors of the device and letting the battery 

drain. The time required to drain the battery is noted 

for specific sensors. These timings are then compared 

with the baseline operation when the phone is in “air-

plane mode”. The time difference for the battery 

drain of each component is used as the parameter for 

deciding which sensor to use in the second method. 

In course of our research, we observed that there 

is a significant impact on the battery of an Android 

phone if the frequency of location context update was 

high. We also observed that at the same update fre-

quency, GPS consumed battery faster than Wi-Fi. 

However, justifiably the GPS unit took a significant 

amount of time to get an initial position fix [5] but 

gave more precise location updates once it was ob-

tained. Wi-Fi, on the other hand, had less precise lo-

cation updates but an initial position fix was much 

faster. We plan to take advantage of this trade-off of 

location precision versus energy measurements to 

optimize our energy efficiency algorithm. We have 

created the policy-based security mechanism in the 

Android framework [2, 3] and are currently adding 

the energy optimization modules.  

IV. Conclusion and Future work 

The security mechanism we have developed is ex-

tremely fine grained and suitable for smart phones. 

Nevertheless, it creates the overhead of high energy 

consumption, which is a cause for concern for the 

phone’s battery life. In our ongoing work we are im-

plementing an Android framework for energy effi-

cient security (Fig-1). As a future work we plan to 

experimentally evaluate the proposed, energy effi-

cient security mechanism. 
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