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Pervasive environments are characterized by the presence of wireless devices ranging from sensors
to mobile PDA-phones to laptops. Peer-to-Peer (P2P) information sharing in such environments
presents a tremendous opportunity for people and devices to exchange information such as music,
pictures, documents and stock tickers with peers. Information that has a monetary value intro-
duces a whole new set of problems for P2P interaction in pervasive environments. In this work,
we present the design of a middleware that attempts to solve these problems using concepts of
the Contract Net Protocol, Semantic Service Discovery and secure transaction protocols.

Keywords: P2P, M-Commerce, Pervasive, Ubiquitous

1. INTRODUCTION

In the information age we live today, the importance and usefulness of timely in-
formation cannot be overstated. The traditional notion of “timely information” is
restricted to information related to dynamic events, such as political events, stock
market information and weather information. In this work, we also consider static
information, such as a clip art image, a song in MP3 format and a text document,
that is required and available on-demand as “timely information”. Currently, the
primary repository of both dynamic and static information is the Internet. One
can access CNN’s website and obtain news, stock quotes and weather information.
One can also issue queries in Google to search and obtain, say, a clip art image from
the WWW. The most common method used to access the Internet has been, and
will continue to be, a desktop computer running a full-featured operating system.
Additionally, people are using devices, such as PDAs and cell phones, to run local
applications and access the Internet. The mobile devices are enabled with some
wireless technology, such as GSM, 802.11b and Bluetooth, which allows them to
connect wirelessly to the Internet. The use of wireless devices that are untethered
has lead to the concept of anywhere, anytime information access. In this paradigm,
mobile devices establish a wireless connection to an “access point”, which pro-
vides Internet connectivity. It is envisaged that people will use mobile devices in
the future for more than simply browsing the web. Internet applications such as
Gnutella have introduced the concept of information sharing in a Peer-to-Peer or
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P2P [Gerwig 2001] paradigm, where everyone on the Internet is equal in terms of
being providers or consumers of information. It is straightforward to extend this
model to the wireless world because most of the information continues to travel
through the wired infrastructure. In addition to P2P information sharing, people
are expected to engage in e-commerce using their mobile devices, i.e., engage in
m-commerce [Varshney et al. 2000]. Provision for secure transactions is a very im-
portant component of an m-commerce system. As devices become computationally
powerful, they can execute cryptographic algorithms in order to securely perform
transactions with businesses on the web. Thus, “timely information” now possesses
an additional attribute: monetary value.

The next logical step in m-commerce is Peer-to-Peer m-commerce. We combine
the notions of P2P information sharing with the anytime, anywhere information
access model and the m-commerce paradigm to enable P2P m-commerce in perva-
sive computing environments. We have designed and implemented a middleware
prototype that uses concepts of Contract Net Protocol [FIPA 2001], Semantic Ser-
vice Discovery [Avancha et al. 2002], and secure transactions to enable P2P m-
commerce. The middleware provides a mechanism to link sellers of information to
potential buyers. It targets transactions that range in cost from a few pennies to a
few dollars. Any m-commerce transaction typically involves transfer of information
in two stages — the transfer of payment from the buyer to the seller, and the transfer
of the information (goods) from the seller back to the buyer. While the design of
such transactions can be optimized in m-commerce systems, additional attention
now needs to be paid to issues such as atomicity of transactions, and security of the
goods/information that is received electronically. The system proposed here seeks
to address these issues in a simple, efficient and reliable manner.

The rest of the paper is organized as follows. In section 2, we motivate the need
for our middleware with a futuristic scenario. In section 3, we discuss the design of
our prototype. Section 4 presents implementation details. We conclude and discuss
future work in section 5.

2. A SCENARIO FOR THE FUTURE

Consider the following scenario. Bill is a student at UMBC, working hard to finish
a class project. He is sitting in the Commons, working on a Microsoft PowerPoint
presentation, which is due in class in 1 hour. At one point, while describing the
motivation for his project, he decides to add the most appropriate clip art image
to depict his motivation. His laptop is already connected to the Internet via the
802.11b based Wireless LAN in the Commons. He decides to surf the web to
find the image. Unfortunately, all the images Google retrieved in the search prove
to be inadequate. Bill then decides to use our middleware to discover the most
appropriate image. He uses a simple GUI to fill in a form that describes what he
wants and submits his query. Part of his input specifies how much he is willing to
pay for the image and the quality of the image he requires. After this, Bill goes back
to his presentation unaware of the inner details of the middleware’s functioning. A
few minutes later, the GUI flashes indicating that the required clip art image was
successfully obtained, that Bill had to pay $2.00 for it, and that the image quality
is 98%.
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