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Target-Based, Privacy Preserving, and 
Incremental Association Rule Mining  
Madhu V. Ahluwalia, Aryya Gangopadhyay, Zhiyuan Chen and Yelena Yesha 

Abstract— We consider a special case in association rule mining where mining is conducted by a third party over data located 

at a central location that is updated from several source locations.  The data at the central location is at rest while that flowing in 

through source locations is in motion.  We impose some limitations on the source locations, so that the central target location 

tracks and privatizes changes and a third party mines the data incrementally.  Our results show high efficiency, privacy and 

accuracy of rules for small to moderate updates in large volumes of data. We believe that the framework we develop is 

therefore applicable and valuable for mining big data. 

Index Terms— Association rules, data mining, mining methods and algorithms, security, integrity, and protection  

——————————      —————————— 

1 INTRODUCTION

ssociation rule mining has been studied extensively 
in the context of preserving privacy of raw data and 

sensitive rules.  With the single exception of [1], past 
work on privacy preserving association rule mining has 
focused on one-time mining. And even though the au-
thors in [1] study private and incremental mining, they do 
so for non-quantitative data. To date, no work has been 
published on incrementally mining association rules with 
privacy protection when the data upon which mining 
occurs is quantitative and subject to change. 

We study this problem against the backdrop of supply 
chain management where a data owner’s operational data 
is scattered over multiple source sites, but collected at a 
single target site. Consider for example, large grocery or 
apparel chains in the United States, such as Giant or 
Land’s End with several retail outlets (source 
sites/databases), but a  single centralized data warehouse 
(target site/database), that outsource the task of mining 
to a consulting firm (a data miner).   

Four past techniques form the basis of our work. One 
of these uses Discrete Wavelet Transform (DWT) to mask 
the original data in such a way that a majority of the orig-
inal association rules are preserved [2].   

Discrete Wavelet Transform is a mathematical trans-
form that attempts to capture the maximum energy (i.e. 
sum of the squared signal values) in discrete numerical 
signals. There are many discrete wavelet transforms. The 
simplest one is the Haar wavelet transform. It lies at the 
core of our work. To understand the Haar wavelet trans-

form, consider a one-dimensional signal of length 4n  
given by a discrete function )(xf (10 2 4 5) 1; its 1st and 
2nd - level Haar transform computation is shown in Fig. 1. 
The 1st-level transform, (6  4.5), is obtained by taking the 
average2 of (10 2) and (4 5) respectively.  The differences 
of (10 2) and (4 5) divided by two computes to (4 –0.5) 
respectively.  Note that these computations are performed 
on the signal at full resolution. The averages and differ-
ences are designated as wavelet coefficients of the trans-
formed data with averages being referred to as approxi-
mations and differences the details.  While the details at 
level 1 are stored, the approximations become inputs in 
the level 2 transform. The process is applied iteratively on 
approximations until only one approximation and 1n
details over nlog scales or resolutions are left. 

The underlying idea in [2] is to sort the original data 
on each attribute, perform one level of Haar transform on 
each sorted attribute, and finally retain and replicate the 
strong (or approximation) coefficients to use them in the 
mining operation.  Ahluwalia, et al. [2] implement this 
idea through the privatization algorithm.  Fig. 2 illustrates 
this algorithm.  Fig. 2(a) shows the original data consisting 
of 6 tuples and two sensitive attributes, age and salary. Fig.  
2(b) shows all rows sorted by the first attribute, age.  Fig.  
 

1 f(x) represents a one-dimensional vector (x) as opposed to 
a two-dimensional vector (x, y).   

 
2 Haar wavelet uses 2, but to preserve energy the standard 

practice is to use sqrt 2. 
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Fig. 1. One-dimenaional Haar DWT transform.  We show how Haar 
transfom is computed for a single attribute.  DWT has the property to 
preserve underlying data patterns even when it suppresses low en-
ergy coefficients such as the detail.  
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2(c) shows the Haar transformed and duplicated values of 
age with the detail coefficients discarded.  Fig.  2(d) shows 
all rows sorted by the second attribute, salary.  Fig. 2(e) 
shows the duplicated Haar approximation coefficients of 
salary with the detail coefficients discarded.  The dataset in 
Fig.  2(e) is fully transformed and ready to be sent to an un-
trusted server for mining purposes.  Note that in [2], the 
data upon which mining occurs is largely at rest in the 
sense that it does not change.  Since the data does not 
change, it is transformed (or privatized) once and mined 
once.  This mining model is shown in Fig. 3.   

 
We extend the privacy preserving model illustrated in 

[2] to data in transition. This transition features change that 
occurs across source sites. An efficient way to track chang-
es in very large volumes of transactional data is proposed 
in [3].  Known as Target-Based Database Synchronization 
(TBDS), this approach requires a target system to synchro-
nize itself with the source systems by tracking only the 
differential in large source systems.  Hash values for corre-
sponding partitions of the source and the target databases 
are compared so that if these values differ, the tuples in the 
target partition can be dropped and reloaded from the 
source.  A table of partition definition guides this process. 

In a different work [4], the TBDS algorithm is applied 
in conjunction with the DWT algorithm to prove that dis-
crete wavelet transformation over changed data is viable 
because it generates highly accurate association rules and 
maintains data privacy when few changes occur between 
the source and the target. The approach used is called 
Wavelet Coefficient Maintenance (WCM).  

Our aim is to use changed data that is transformed 
with DWT to mine association rules safely and incremen-
tally.  We borrow ideas from aforementioned techniques 
and a technique known as Fast Update 2 (FUP2) [5] to 
generate frequent itemsets and rules incrementally in a 
large target centric environment. 

The essence of this paper is captured in Fig. 4.  At the 
onset, the data owner holds data synchronized with all its 

source systems as well as a transformation of this data; 
the data miner holds a copy of this transformation and 
the association rules generated on the transformation. A 
target system now seeks to incrementally capture changes 
across source systems as they occur.  These changes are 
denoted by the symbol and we call them raw deltas 
because they occur in the original data.  The target is syn-
chronized with the source upon capturing all of the raw 
deltas.  We denote synchronized data in the target by the 
symbol 'D  and call it updated raw data.  See step 1 in Fig. 
4.  The target system applies Haar transform on the raw 
deltas.  The transformed deltas are denoted by ' .  It then 
updates its first transformation with the transformed del-
tas. The updated transformed data is denoted by 'T . See 

step 2 in Fig. 4.  The target system exchanges only the delet-

ed transformed deltas, 
'

 and inserted transformed del-
tas, 

'  with the miner.  Finally, the data miner uses these 
to update his first set of association rules.  These are 
therefore the securely and incrementally updated associa-
tion rules denoted by 'R . See step 3 in Fig. 4. 

We assume that relatively few changes occur in the 
source databases and that they allow external systems 
only read access to data. Further we assume that the 
schema is identical in all source databases. Finally, we 
assume that both source and target databases as well as a 
third party mining engine are accessible for queries 
throughout the period in which rules are updated. Ideal-
ly, the solution is efficient, minimizes its demands on the 
source and target CPUs, minimizes its demands on the 
source and target primary and secondary memory, mini-
mizes the data sent across the network that connects the 
source and target, minimizes the data that is exchanged 
between the data owner and the data miner and interop-
erates between diverse database management systems 
(DBMSs).   

A brute-force target-based solution has the target da-
tabase retrieve and transform all records in each table 
from the source database (full replication and full trans-
formation). It then has the data miner compute rules over 
all transformed records (full rule generation) which pro-
vides for simplicity but may retrieve, transform and gen-
erate rules on much more data than necessary when there 
are few actual changes between large source and target 
databases.   

We propose a target-based rule maintenance solution 
while preserving the privacy of raw deltas as well as syn-
chronized data. We assume that after the very first syn-
chronization, the target database secures a table of full 

 

Fig. 2. Example of executing the privatization algorithm.  In our previous 
work, we take a heuristic approach to show that this algorithm allows 
preserving both the patterns and the privacy of the original data. 

 

Fig. 4. Dynamic Privacy Preserving Association Rule Mining.  This 
figure shows the steps in incremental privacy preserving association 
rule mining that is controlled by a target system. 

 

Fig. 3. Static Privacy Preserving Association Rule Mining.  This is 
a one-time mining model because the collection of data does not 
increase, decrease or change over time.  
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partition information (summary of initial synchronization 
between the source and the target systems) and full trans-
formation (replicated wavelet coefficients on first syn-
chronization) on its own space.  The miner (adversary) in 
turn secures a copy of the first full transformation, and a 
table with counts of all first frequent itemsets computed 
over the first full transformation on his space.  

In the presence of changes to the source, the target da-
tabase uses the content of the partition information table 
to retrieve complete raw tuples from the source database. 
We aim to decrease the number of retrieved tuples to de-
crease the number of tuples to transform and exchange 
with the adversary; for each table in the source database, 
the target database horizontally partitions the total order 
of tuples based on the partition start and end markers 
(row IDs of  previous synchronization) of the partition 
information table, summarizes the tuples in each partition 
with a hash of all data in the partition, and matches this 
hash summary with the corresponding hash values in the 
table of partition definition.  If the summaries match then 
we assume that the source table has not been subject to 
any change and nothing needs to be exchanged between 
the owner and the miner.  If the summaries do not match 
then the target database retrieves all tuples in the parti-
tion’s range from the source database, sorts each continu-
ous-valued attribute in ascending order, applies Discrete 
Wavelet Transform over it, and stores and duplicates the 
approximation coefficient; thus providing for column-
wise 2-anonymity in the attribute’s transformed domain. 
The transformed partition consisting of deleted and in-
serted deltas, is then passed to the data miner who com-
bines it with his very first mining result to efficiently 
compute the new set of frequent itemsets and rules. 

We summarize our contributions as follows. We pre-
sent the first study on privacy preserving association rule 
mining of fully-dynamic quantitative source databases, 
which can be modified by any sequence of insertions and 
deletions and which do not use their own resources to 
identify, extract, transfer and integrate the changes in a 
target database that keeps fully synchronized copies of 
their datasets. We believe that this problem has signifi-
cant relevance in many application areas such as retail, 
health and finance. 

Our proposed solution integrates in a single frame-
work, hash-based change detection, wavelet transform 
and Apriori based techniques to incrementally update 
association rules while preserving data privacy. We pre-
sent comparisons of accuracy, privacy and efficiency of 
the proposed approach with relevant privacy preserving 
data mining techniques (see section 5.1). Heuristics 
demonstrate the superiority of our method. 

Section 2 refines the problem statement and describes 
related solutions. Section 3 defines and reviews some 
basic concepts. Section 4 provides the details of our algo-
rithm and establishes some performance expectations on 
our solution relative to copying and transforming the en-
tire source database on the target and generating rules 
from scratch.  Section 5 presents empirical tests of our 
algorithm.  Section 6 analyzes the privacy our technique 
offers before concluding in Section 7. 

2 PROBLEM DEFINITION AND RELATED WORK 

2.1 Problem Definition 

We consider the problem of incrementally maintaining 
quantitative association rules in a dynamic environment 
while preserving the privacy of original data that is sub-
ject to change. In this environment the onus of tracking 
changes and privatizing changes is upon the target data-
base and the onus of incrementally mining association 
rules is upon an adversarial database.  The target and the 
adversarial databases need not be empty when rule 
maintenance starts.  The updated rules must match the 
rules generated on the updated original data.  The trans-
formed deltas sent to the miner should not reveal the raw 
deltas nor should the transformed deltas plugged in the 
previous transformation reveal synchronized data. 

In this instance of the problem, the data owner (the 
target database) seeks to minimize the load on the source 
databases.  Security concerns prevent source databases to 
allow access to their transaction logs or to alter their da-
tabase schema or to add triggers. The target database 
must therefore initiate and detect the actual change, trans-
form these changes and pass them to a third party mining 
engine for incremental mining.  The source databases 
simply responds to queries from the target database, 
much like any other client application that is accessing the 
source database. 

2.2 Related Work 

There is a rich body of work on privacy preserving asso-
ciation rule mining for categorical data [6], [7], [8], Boole-
an data [9], in a distributed mining environment [10], [11], 
in an environment where data is centralized [12], and 
where rules instead of data values are hidden [6], [7], [8], 
[9], [13], [14], [15], [16], [17], [18], [19], [20], [21]. 

The literature is also rife with work to selectively up-
date frequent itemsets [22], [23], [24], [25], [26], [27].  Most 
of this work addresses a variation of the problem than the 
one under consideration in this paper.  For instance, in 
[27], the authors are interested in incremental and interac-
tive high utility pattern mining, where the practical use-
fulness of frequent itemsets to the user is important. The 
users’ selections on the temporal aspect of the data to 
mine are explored in [26].  In [24], the problem of mining 
frequent itemsets on dynamic and distributed databases 
in different parallel and distributed environments is ad-
dressed. One past work deals with the problem of deter-
mining when to update the current model of association 
rules [28], whereas another updates the model after an 
arbitrary number of updates [25]. 

Techniques that are more conducive to the model pro-
posed in this work are described in [5], [28], [29]; these are 
all Apriori based.  The problem of maintaining associa-
tion rules in a centralized environment is studied in [5], 
[29].  Maintenance of association rules in a distributed 
environment is studied in [1].  However, incremental 
techniques to mine association rules with privacy protec-
tion in a fully dynamic centralized database have not 
been researched in the past.  Nor does the literature con-
tain work on incrementally mining privacy preserving 
association rules using target-only resources.  
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3 PRELIMINARIES 

3.1 Defining Privacy for Data Mining 

Typically, privacy is viewed in the context of individual 
data; Alice must not know that Bob’s annual salary is x 
amount of dollars or that he owns a property in down-
town Washington D.C. If Alice cannot trace the sala-
ry/property attribute values to Bob, Bob’s privacy is pro-
tected.  Here, privacy is seen as the ability to identify an 
individual.  However, there is another view.  Here, the 
aim is to learn from a body of data. The adversary gets to 
know the overall patterns and trends from the data collec-
tion.  Known as corporate privacy in contrast with indi-
vidual privacy, an adversary must be prevented from 
breaching this privacy.  Both views apply to data mining 
– the former falls under “data hiding” and the latter un-
der “rule hiding”.  Our approach to privacy is categorized 
as a data hiding approach [30]. Our goal is to hide sensi-
tive values in quantitative data.  
 
3.2 Association Rule Mining 

We use Apriori, the classic algorithm for learning associa-
tion rules.  The algorithm first finds all the sets of items 
that appear frequently enough to be considered signifi-
cant and it then derives from them the association rules 
that are strong enough to be considered interesting. The 
user determines the level of interestingness by specifying 
the minimum support threshold and minimum confi-
dence threshold.  Formal definitions of these metrics for 
an association rule of the form YX   are  

 
and respectively. 

 
X and Y are disjoint itemsets and N is the number of 

transactions in a dataset. Thus, while the support is a 
simple probability or a measure of the frequency of a rule, 
the confidence is a conditional probability or a measure of 
the strength of the relation between sets of items. 

3.3 Discrete Wavelet Transforms 

Discrete wavelet transform is used to analyze data by 
decomposing it into different frequency components and 
then studying each component with a resolution matched 
to its scale.   We use the Haar wavelet due to its simplici-
ty. For an input represented by a list of 2n numbers, the 
Haar wavelet transform simply pairs up input values, 
storing the difference and passing the sum. The difference 
is called the detail coefficients and the sum is called the 
approximation coefficients3. This process can be repeated 
recursively over approximation coefficients in the previ-
ous level. In our experiments, we apply one level of Haar 
wavelet transform. 

We use DWT in our algorithm to preserve patterns and 
privacy of the original data. Our motivation of using 
DWT is based on several properties of DWT.   

1. DWT allows a multi-resolution representation of 
discrete data.  Important patterns in the high res-
olution data are usually preserved in the low 

 

3 We divide the sum and difference by two in this paper. 
 

resolution data (i.e. in approximation coeffi-
cients).  

2. We can prune detail coefficients to provide pri-
vacy protection. Without the detail coefficients, 
the exact values of the original data cannot be re-
constructed from the transformed data because 
there would be infinitely many solutions towards 
solving for the original data from the approxima-
tion coefficients.  

3. DWT can be done very efficiently (in )(nO time 
for n input data points).   

 
Challenge of Using DWT in Our Context:  The main 
challenge of using DWT in the context of privacy preserv-
ing association rule mining is the order dependency of 
wavelet transforms.  In other words, completely different 
sets of coefficients are generated if the dataset is ordered 
differently. We have devised a method that optimally 
groups similar data values together so that association 
rules can be preserved.  The key idea is to sort the data on 
each attribute so that within-group data homogeneity [2] 
is maximized.  

3.4 Incremental Approaches 

Increments pose a major challenge in large systems.  One 
can always resort to naïve brute-force approaches that 
ignore knowledge previously discovered and replicate 
work already performed. However, this would result in 
an explosion in the amount of computational and I/O 
resources required.  Therefore all incremental approaches  
essentially exploit previous results.  While synchronizing 
databases requires a summary of previous synchroniza-
tion (the partition information) and updating transforms 
requires that all previous wavelet coefficients are availa-
ble, association rule maintenance relies on counts of all 
previous frequent itemsets.  We use these update ap-
proaches in conjunction to propose a target-based method 
to incrementally maintain association rules while preserv-
ing the privacy of updated data.  Fig. 5 shows an over-
view of our approach. 

 
It is important to note that while data elements that 

constitute raw deltas, the previous synchronization and 
the wavelet transform are all at the same grain in the 
owner’s database, this is not true for the data elements 
that constitute the miner’s database.  The miner’s reposi-
tory consists of transformed deltas and previously mined 
frequent items.  These are both at different levels of gran-
ularity, in the sense that frequent item sets are summa-
rized information while transformed deltas are not.  This 
makes the task of maintaining association rules in large 
datasets more complex than the task of maintaining raw 
and transformed data.  

 

Fig. 5. Incremental Approaches in Privacy Preserving Association Rule 
Mining.  This figure outlines the process with which we mine rules in-
crementally and securely. 
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4 METHODOLOGY 

We have devised a method to incrementally mine associa-
tion rules on data that is subject to change. This data re-
sides in several source systems that may be limited by 
space, time and security constraints. A target system that 
is designated as a single point of data collection must 
then rely on its own resources to detect the change and 
incrementally mask the data for mining purposes.  A 
third party data mining engine in turn must receive the 
incrementally masked data and use it to incrementally 
maintain association rules. We show that association rules 
generated from the incrementally masked data are mean-
ingful, the privacy of the incrementally masked data is 
high and the process of achieving both is efficient.  We 
describe our Incremental Rule Update algorithm in Sec-
tion 4.1 and outline factors that affect its performance in 
Section 4.2.  Section 4.3 presents limitations of our algo-
rithm. 

4.1 Target-Based Privatized Incremental Rule 
Update Algorithm 

The algorithm combines, in a single framework, tech-
niques for efficiently capturing and hiding modified data 
and for incrementally preserving patterns in large sys-
tems.  In our incremental rule update algorithm, the tar-
get database poses queries to the source database to re-
trieve information and tuples.  It then transforms sets of 
updated tuples to exchange them with a third party data 
mining engine, which uses them to incrementally gener-
ate association rules. 

We describe the Target-Based Privatized Incremental 

Rule Update (TB-PIRU) algorithm in the context of a 

single database table.  Multiple tables can be processed 

using one instantiation of the algorithm for each table, 

whether executed sequentially or concurrently.  We as-

sume that the source and the target databases are al-

ready synchronized and the target holds on its space a 

table of partition information of the current synchroni-

zation.  The partition information refers to partition start 

and end markers (row IDs) and hashes of the current 

synchronization.  Before releasing the present synchro-

nization to a miner, the target perturbs it and stores a 

copy of this perturbation on its space.  The miner runs 

the Apriori algorithm on this perturbation and stores 

both the perturbation as well as the counts of frequent 

itemsets on his database. We now seek to directly up-

date these rules in the presence of updates to the source. 

The essence of the algorithm, shown in Fig. 6, is to 

partition the source database table into variable-sized 

partitions using the partition start and end markers of 

the partition definition table, and then to compute the 

hash value of all tuples in each source partition. If the 

hash of the source partition differs from its counterpart 

in the partition definition, retrieve the partition from the 

source, sort it on each dimension in ascending order and 

apply the Haar wavelet transform on the sorted dimen-

sion. Retain only the approximation coefficient which is 

an average of two closest values. Since there are 

 

n rows but only 2/n  coefficients in each partition di-

mension, copy each coefficient to two consecutive rows.  

Send the new coefficients to the data miner. 

The owner may not update his previous transfor-

mation with new coefficients.  However, we assume that 

he does.  This allows retrieving from his database trans-

action logs, sets of all deleted and newly added trans-

formed tuples (
'

and 
'

respectively) since the last 

transformation.  Tuples with modified values for only a 

few attributes are considered as deletes followed by in-

serts.  New coefficients are sent to the miner in this for-

mat. Tuples consisting of deleted and newly added  

coefficients are shared with the miner without row IDs.   

The miner may also choose not to update his previous 

transformation. Again, we assume that he does.  Being 

malicious, he attempts to find the original values by 

plugging the transformed deltas in the previous  

transformation, but is unable to do so because he does 

not have the row IDs.   

Since association rules can be generated efficiently 

from the support counts of previous frequent itemsets 

kF , the miner keeps track of itemsets rather than rules.  

He generates association rules incrementally by combin-

ing previous frequents itemsets with sets of deleted and 

inserted tuples. 

Let t1…tn be the tuples in the target database’s syn-

chronized table and s1…sn be the tuples in the source 

database’s table totally ordered by their primary keys.   

 

 

Fig. 6. Target-Based Privatized Incremental Rule Update algorithm.  
This algorithm enumerates steps that were followed to update associa-
tion rules privately and incrementally using a target-centric approach. 
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Let hash() be a hash function common to both data-

bases, such as SHA-1.  Choose r to be the number of tu-

ples in a partition and let  rnp /  be the number of 

partitions in the target database.  Fig. 6 then describes 

the algorithm as executed at the target database. 

Depending on the implementation, the core of the TB- 
PIRU algorithm can be divided into six separate stages 
with each stage of the first three stages within a loop that 
iterates over all partitions: computing the hashes in the 
source database (steps 1.1 and 1.2), retrieving the updated 
records when hashes fail to match (steps 1.3.1 and 1.3.2), 
computing wavelet coefficients (steps 1.3.3 and 1.3.4), 
sending the new coefficients to the data miner (steps 
1.3.5), updating previous frequent itemsets by scanning 
the deleted and inserted deltas (step 4) and generating 
rules that satisfy the minimum confidence on new fre-
quent itemsets (step 5). Our implementation computes 
and updates rules immediately as differences are detected 
between source and target partitions.  Note that all tuples 
inserted in S that are smaller than t1 and larger than tn will 
have no corresponding matches in the target. Therefore 
hash computation is not required for these tuples. Note 
also that steps 1-3 are processed at the target (owner’s) 
site and steps 4-5 are processed at miner’s site. 

Fig. 7 illustrates the algorithm shown in Fig. 6. We as-
sume that the source and the target were once synchro-
nized.  Let the partition size be four rows per partition. 
The target database then stores on its space, tables of par-
tition definition (Partition Information of S)4, and transfor-
mation (Transformed Dataset T) of the initial synchroniza-
tion (Source Dataset S).  A copy of the transformation with 
rows IDs pruned off (Miner’s Transformed Dataset T) is 
exchanged with the miner. The source now undergoes 
some change (Updated Partition in S denoted by ).  Hash 
values identify that partition 1 has changed, as row 2 is 
deleted and row 3 is updated.  Hence the changed parti-
tion is sorted on each attribute and a mean is computed 
over two consecutive values and replicated.  The values 
in the odd row are rotated.  The transformed partition 
(Transformed Delta denoted by ' ) is then plugged in the 
previous transformation (Updated Transformation). This 
allows extracting from the log files of the target all delet-
ed,

'
, and newly computed coefficients, 

'
, (bottom 

far right). These coefficients are shared with the data min-
er to update rules incrementally.  Note that all relations in 
Fig. 7 have the same attributes as the Source Dataset S. 

4.2 Performance Factors 

The performance of TB-PIRU will depend on factors related  
with synchronization, privatization and computational  
complexity of the Apriori algorithm (since FUP2 computes  
frequent itemsets on sets of inserted and deleted tuples like 
Apriori).  

Synchronization is affected by the distribution of chang-
es in the source database.  In one extreme where the source 
and target database are already identical, the algorithm 
 

4 In the table Partition Information of S, “H1H1”, “H2H2” and 
“H3H3”represent concatenating hashes of three different partitions. 

 

will compute and exchange p hash values, which compris-
es less data to exchange than copying the entire source da-
tabase if the average length of r tuples is longer than the 
hash value.  In the other extreme where every partition 
contains some modified tuple in the source database, the  
algorithm will exchange more data than simply copying 
the entire source database to the target.  Specifically, the 
overhead consists of the set of p partition hashes (and the 
corresponding queries to create the hashes) and p SQL que-
ries to retrieve the tuples in each partition.  Synchroniza-
tion therefore favors fewer changes to numerous changes 
in the source. 

Privatization occurs by first sorting each attribute indi-
vidually and then computing and duplicating coefficients.  
If intermediate sort results are stored for each attribute in 
order to correctly compute and duplicate coefficients, the 
cost of the privatization grows quadratically with the 
number of attributes.  If coefficients are computed and du-
plicated directly with the help of an array that stores row 
IDs in sort order after the matrix is sorted on each attribute, 
the cost of privatization scales linearly with the number of  
records and attributes.  Due to higher space and time over 
heads of the former, privatization favors the latter ap-
proach. We call this approach In-Place DWT (IP-DWT) [2]. 

Computational complexity of Apriori takes a hit with 
large dataset size, high dimensionality and the number of 
passes over the dataset, among other factors.  FUP2 opti-
mizes primarily by minimizing the impact of these factors. 
It prunes the size of datasets to scan. It prunes the number 
of candidate new frequent itemsets to evaluate.  Finally, it 
prunes the number of total database scans. 

4.3 Algorithm Limitations 

There are three main limitations to our algorithm. First, our 
approach is meaningful only for data with continuous at-
tributes. When the data has categorical attributes, existing 
techniques [7], [8], [35] can be used in conjunction with our 
proposed approach. 

Second, hash collisions, although rare for high bit-length 
hash functions, are possibilities in every instance where a 
large space (tuples in a partition) is summarized by a 
smaller space (hash values). If any risk of a collision is un-
acceptable for the task then one should resort to exchang-
ing the raw tuples or lossless compressions of the tuples.  If 

 

Fig. 7. Example of executing the TB-PIRU algorithm with r=4 and p=3.  
This figure uses quantitative data to illustrate how we exchange data 
with a third party to mine association rules securely and incrementally. 
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there is some tolerance for the risk of a hash collision but 
the probability of collision for a hash function is too high 
then one can decrease the risk by one or a combination of 
concatenating hashes from different hash functions over 
the same data or by using overlapping or multiple partition 
schemes. 

Third, if the hash function can only handle a limited 
number of characters then multiple insertions into the 
source database into the middle of a partition could have 
the source database’s partition size exceed the hash capaci-
ty.  One can mitigate this limitation by first retrieving the 
number of tuples within the partition at the source data-
base and only asking for the hash of the source’s partition if 
the number of tuples in the partition matches between the 
target and the source.  

5 EXPERIMENTAL EVALUATION 

Our experiments indicate that our proposed approach not 
only performs incremental updates on rules efficiently 
when few changes are made to the raw data, but it also 
keeps the incrementally maintained association rules very 
similar to the association rules generated from incremen-
tally updated raw data. In so doing, it keeps the privacy 
level of the incrementally updated raw data as well as 
raw deltas sufficiently high. Both the source and target 
databases are operational, while updates take place on 
rules.  Our method causes no overhead for the source and 
does not alter it in any way.   

Section 5.1 describes the setup.  Section 5.2 presents the 
results for pattern preservation.  Section 5.3 reports the 
degree of privacy offered.  Section 5.4 reports the execution 
time.  Results on accuracy, privacy and performance ob-
tained from our approach are compared with results ob-
tained from existing benchmark approaches. 

 
5.1 Setup 

Change detection and extraction was conducted using 
source and target databases installed on two separate ma-
chines. The database synchronization algorithm was im-
plemented in JAVA version 1.6. The privatization algo-
rithm was implemented using Matlab R2007a.  For asso-
ciation rule mining, we used Oracle Data Miner 10.2. 

Datasets: The experiments were run over four real da-
tasets.  Datasets “Adult” and “Pima Indians” were ob-
tained from UCI Machine Learning Repository [31].  Da-
tasets  “Custom Checking” and “Sales Fact” are from the 
“Bank”  and “Grocery” databases in the Ralph Kimball 
collection of databases [32].  All experiments were per-
formed using numeric attributes. 

Privacy preserving algorithms: Two approaches kd-
tree and random projection serve as benchmarks to eval-
uate some parameters.  Kd-tree is a micro-aggregation 
technique to mask data and therefore bears resemblance 
to our wavelet based approach. However, it has not been 
used in privacy preserving association rule mining [33].  
We use it to compare accuracy and privacy obtained from 
our approach.  Random projection is a dimensionality 
reduction technique that has been used to preserve corre-
lations between attributes [34]; however it cannot be used 

to generate association rules because attributes in the 
transformed domain do not correspond to attributes in 
the original domain. Therefore random projection is used 
as a benchmark only in privacy comparisons. 

Data mining parameters: A minimum support of 0.1 
and 0.3 and a minimum confidence of 0.5 and 0.7 were 
used for all datasets. 

Rule quality metrics: We compared rules obtained 
from incrementally updated original data with incremen-
tally mined rules using the metrics recall and precision.  
 
Recall is defined as 
 

 
and precision is defined as 
 
where }'{ RD denotes the set of rules obtained from in-
crementally updated original data, }'{R denotes the set of  
incrementally mined rules, and }'{}'{ RD R  denotes 
the set of rules common to both.  

Bin sizes: To avoid overfitting, association analysis al-
lows discretizing continuous attributes.  Discretization 
replaces each continuous attribute value with its corre-
sponding discrete interval.  If the number of intervals is 
too large, there may be too few records in each interval to 
satisfy the minimum support and minimum confidence 
levels. As a result few rules are generated. On the other 
hand, if the number of intervals is too small, then some 
intervals may aggregate records which would otherwise 
generate unique rules.  The process of specifying the 
number of intervals is referred to as binning.  We use 
equiwidth binning with bin sizes 2, 5 and 8 to study the 
effect of bin size on rule preservation. 

Partition sizes: We use a fixed partition size of 100 
rows per partition in all datasets due to the limits in the 
size of our hash function’s input parameters.  Larger par-
titions would allow for fewer query exchanges between 
the target and the source at the expense of a higher prob-
ability that each partition would contain an update and 
need to be exchanged over the network. 

Percentage of changes: Partitions in the source table 
were randomly selected to change for each experiment. 
We experimented with 10% and 50% changes to parti-
tions in all datasets.  Changes were generated randomly 
between the minimum and maximum values of each at-
tribute. The number of partitions and the number of rows 
changed for 10% and 50% database changes are summa-
rized in Table 1. 

We measure the effectiveness of our proposed ap-
proach on three levels: pattern preservation, privacy 
preservation and execution time.  The details on each fol-
low.  

TABLE 1 
PERCENTAGE OF DATABASE CHANGES AT PARTITION SIZE 100 
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5.2 Preserving Patterns 

To measure the quality of rules obtained from our ap-
proach, we strove to find how closely they matched the 
rules generated from incrementally updated original da-
ta.  Recall measures the extent of patterns preserved and 
precision measures the extent of non-extraneous patterns 
generated.  High recall and precision indicate good pat-
tern preservation.  Typically, the strength of association 
rules is determined at varying combinations of minimum 
support and minimum confidence thresholds. We, there-
fore, provide results for rule accuracy at low and high 
thresholds. 

Low thresholds:  We calculated recall and precision on 
each dataset for three bin sizes  with 10% and 50% chang-
es to partitions at supmin =  10% and   confmin = 50%. Table 2(a) 
shows recall and precision for a bin size of 2. Table 2(b) 
shows recall and precision for a bin size of 5 and Table 
2(c) shows recall and precision for a bin size of 8. 

 
 
High thresholds: Recall and precision are also calcu-

lated on each dataset for three bin sizes  with 10% and 
50% changes to partitions at supmin =  30% and  confmin = 
70%. Table 3(a) shows recall and precision for a bin size of 
2.  Table 3(b) shows recall and precision for a bin size of 5 
and Table 3(c) shows recall and precision for a bin size of 
8. 

 
 

 

 
The figures indicate the strength of the proposed TB-

PIRU approach in incrementally preserving rules at vary-
ing thresholds.  We find that in general the average recall 
and precision values are both very high (above 90%) signi-
fying excellent pattern preservation regardless of the bin 
sizes, the percentage of partitions changed and minimum 
support and confidence thresholds. This is because both 
the incrementally updated original data, as well as the in-
crementally updated transformed data, on which rules are 
mined, are discretized before mining and because changes 
are generated within the domain of original values. Both 
factors contribute in assigning nearly the same interval to 
nearly the same number of data points, thus keeping corre-
lations between coefficients intact. 

TB-PIRU also shows higher recall and precision values 
in comparison with the kd-tree approach indicating that it 
preserves the underlying data patterns to a greater degree 
of accuracy than kd-tree.  This is due to the sort operation 
performed on each attribute before coefficient calculation. 
The Haar wavelet transform (component of TB-PIRU) is a 
bottom-up approach that computes approximations on two 
closest numeric values of each attribute.  Note that this is 
different from the kd-tree approach where similar values 
are grouped together only for the splitting attribute.  Kd-
tree works in a top-down greedy manner.  It preserves as-
sociations only if all attribute values are correlated.  If some 
attributes are not strongly correlated, their values fall un-
der different groups thereby destroying rules.  

 

TABLE 2 
RULE ACCURACY AND COMPARISON AT LOW THRESHOLDS 

 SUPPORT: 0.1, CONFIDENCE: 0.5 

 

(a) We used 2-Bin Discretization in the above table. 

 

(c) We used 8-Bin Discretization in the above table. 

 

(b) We used 5-Bin Discretization in the above table. 

TABLE 3 
RULE ACCURACY AND COMPARISON AT HIGH THRESHOLDS 

 SUPPORT: 0.3, CONFIDENCE: 0.7 

 

(a) We used 2-Bin Discretization in the above table. 

 

(c) We used 8-Bin Discretization in the above table. 

 

(b) We used 5-Bin Discretization in the above table. 
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In general, the accuracy of rules drops with an increase 
in the bin size.  This is especially true for the kd-tree.  While 
low recall is unacceptable, low precision can be mitigated 
by filtering extraneous rules. Lower averages for both TB-
PIRU and kd-tree in Tables 3(b) and 3(c) are attributed to 
the fact that higher bin size and higher minimum support 
and minimum confidence thresholds generate no rules for 
some datasets. This is shown by empty set symbols in Ta-
bles 3(b) and 3(c). 

5.3 Preserving Privacy 

There are two main instances in our proposed approach 
when privacy breaches can occur.  First, when the data own-
er passes transformed deltas to the data miner. Second, 
when the data miner plugs the received transformed delta in 
his previous transformation to estimate updated original 
values.  In the first case, we must ensure that the trans-
formed delta does not reveal any element of the raw delta on 
which it is based.  We refer to the high level of privacy ob-
tained in such case by authors of [4]. The authors use infor-
mation theory approach to prove that wavelet transforms do 
indeed provide higher levels of conditional privacy than 
random projection and kd-tree.  In the second case, care 
must be taken to prevent the adversary from inferring ele-
ments of incrementally updated original (synchronized) data 
from elements of incrementally updated transformed data.  
One way our algorithm takes care of this is by eliminating or 
rotating tuples in a partition with odd number of rows.  Ad-
ditionally, we use a widely accepted measure of privacy that 
takes as input both incrementally updated raw and trans-
formed data to test the privacy of the incrementally updated 
raw data.  It is based on confidence intervals [35].  It states 
that if an incrementally updated original attribute x  can be 
estimated with %c   confidence to lie in the interval   

then privacy is measured by the difference  
 

between the incrementally updated transformed data and 
the incrementally updated original data, normalized by 
the range of the incrementally updated original data, as 
follows:  
 
 
 
 where }max{x is the maximum value of attribute x  and  

},min{x  its minimum value.  We use the confidence in-
terval measure to compare the privacy achieved by our 
approach with privacies offered by kd-tree and random 
projection approaches.  We use 95% confidence interval in 
our experiments.  Fig. 8(a) shows the levels of privacy 
attained for 10% changes to source database partitions.  
Fig. 8(b) shows the levels of privacy attained for 50% 
changes to source database partitions.  Privacy of incre-
mentally updated raw data is preserved due to pruning 
of detail coefficients (true raw data cannot be reconstruct-
ed from approximation coefficients alone). 

The plots indicate that irrespective of the percentage of 
changes, our approach offers higher privacy than kd-tree 
and random projection.  In figures 8(a) and 8(b), the con-
fidence interval for all datasets transformed with TB- 

 

(a) 10% Changes        (b) 50% Changes 
Fig. 8. Privacy comparison with 10% and 50% database changes 

PIRU is above 1.  A confidence interval of 1.1 for adult 
dataset in Fig. 8(a) means that 95% of the times, the 
incrementally transformed data deviates from the original 
adult data in the range -55% to +55%.  A confidence in-
terval of 1.5 for custom checking dataset in Fig. 8(a) 
means that 95% of the times, the incrementally trans-
formed data deviate from the original custom checking 
data in the range -75% to +75% and so forth.  Intuitively, 
privacy should be higher when more data is changed. We 
see that in Fig. 8(b). 

5.4 Overhead of the Proposed Method 

There are three main overheads that interest us in the pre-
sent scenario.  The time it takes to detect and retrieve chang-
es in the source, the time it takes to transform the changes 
and the time it takes to update association rules.  We meas-
ured these times for our approach with 10% and 50% chang-
es to partitions in the source database.  We compared the  
total time to the time it takes a brute-force approach to com-
plete these operations. Fig. 9 shows this comparison at low 
data mining thresholds: supmin =  10% and   confmin = 50%.  

In the absence of our approach, one must resort to full 
replication with table-level locking, full transformation of 
the fully replicated data with IP-DWT and re-executing 
Apriori algorithm on the whole transformed data.  There 
is no information on the last synchronization (partition 
start and end markers and hashes) that can be exploited 
for the current synchronization, transformation and rule 
generation. So the fastest approach to transform the 
changed table would be to truncate the whole table and 
reload it from the source, then apply full transformation 
on the fully reloaded table and finally run Apriori on en-
tire transformation. This would mean that the entire table 
is locked during the full replication and full transfor-
mation period as well as while the entire transformation 
is transmitted to the mining engine, thereby disabling 
queries to the source, target and the mining engine dur-
ing that period.  

Our experiments plotted in Fig. 9 show that our ap-
proach consistently outperforms full replication, trans-
formation and rule generation (full RTRG) when the 
source is subject to 10% changes, strengthening the effica-
cy of our approach for small changes to the source data-
base.  For 50% changes our approach shows time savings 
for all except one dataset.  To analyze the graph in Fig. 9, 
we break down the execution time into the three main 
overheads incurred by TB-PIRU and full RTRG.  Table 4 
shows this breakdown at low data mining thresholds. 
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Fig. 9. Execution time with 10% and 50% database changes at low 

data mining thresholds.  The graph shows that the TB-PIRU algo-

rithm is an efficient approach when there are few changes in the 

source databases.  

 

While changes up to 10% result in increased efficiency 
for all algorithms that comprise TB-PIRU, 50% changes do 
not work well for some datasets and applications. We  
find that the time to detect 50% changes exceeds full 
replication time for datasets over 10,000 rows (adult and 
sales fact in Table 4). This is the effect of our algorithm 
exchanging more data than simply copying the source 
database to the target.  For such datasets, our algorithm 
should be used for fewer than 50% changes and one 
should resort to full replication for changes over that 
threshold.  We also find an unusually high cost to incre-
mentally mine 50% changes to the custom checking da-
taset. This high cost is also incurred for generating rules 
from scratch.  This is due to the high dimensionality of 
the custom checking dataset. We found that in custom 
checking, the number of frequent items grew with the 
dimensionality of the data which caused an increase in 
the computation and I/O costs because a large number of  
candidate itemsets were generated. 

 
Note that data mining parameters at low thresholds 

and high thresholds affect the execution time.  Fewer 
rules are generated at high thresholds thereby lowering 
the execution time.  A comparison of the time it takes to 
mine association rules at different thresholds is shown in 
Table 5.  

As evident from this analysis, there are undoubtedly 
operations in TB-PIRU that cause bottlenecks and delays 
individually, however implemented together, they prove 
to be efficient for all datasets when a small percentage of 
the datasets change and indicate higher efficiency for a 
majority of the datasets – Adult, Custom Checking and 
Pima Indians when half of the original datasets change.  

 
 

6 PRIVACY ANALYSIS 

Past work in data mining and data publishing has re-
vealed threats to privacy resulting from an adversary’s 
background knowledge.  Since it is hard to know what 
background knowledge an adversary might possess, sci-
entific research assumes a worst-case scenario when ana-
lyzing privacy.  One worst-case scenario can be seen in  
differential privacy [36], [37], in which the assumption is 
that the attackers know every row in the database except 
one.  The differential privacy model is the strongest and 
the most preferred model of privacy analysis today. 

In addition to background knowledge, multiple         
sequential releases of anonymized datasets may expose 
sensitive data. This problem has been studied in data 
publishing [38], [39].  However, there is no such study in 
data mining.  Chen et al. [37] measure the performance of 
association rule mining after applying differential priva-
cy, but their method applies to a static dataset.  

Since updates take place continuously, sanitized data 
is published in succession in our study as well.  The pri-
vacy protection we impose with discrete wavelet trans-
form can also be easily circumvented by inference and by 
comparing sequential publications of sanitized data. We, 
therefore, study an inference and a background 
knowledge attack on the data sanitized with DWT to un-
derstand its implications for our research.  

Our goal is to analyze privacy breaches with back-
ground knowledge and by inference from sequential re-
leases. So we bound the attacker’s knowledge to a few 
pieces of critical information such as knowledge of the 
encryption scheme and knowledge of the original data.   

Armed with this knowledge, we simulate a privacy at-
tack using payroll data. Fig. 10 shows salaries of employ-
ees of a hypothetical company (see top left Original Data 
D).  We partition this data using partition size 4 rows per 
partition (top center left Partition Information of D).  The 
transformation of the sensitive “salaries” data as per our 
technique is shown top center right (D Transformed to T). 
This data is shared with an adversary without row ids 
(top right Shared T).   

Let us assume that in the first round of update to D, 
row 1 is deleted.  Per our method, partition 1 with row 
IDs greater than and equal to R1 and less than R5 has 
changed (see First Update U1).  This partition is trans-
formed (see Transformed U1) and plugged in the previous 
transform T with the result shown in T'1.  T'1 is retained 
by the owner.  Deleted and inserted deltas, Δ'-1 and Δ'+ 1  

TABLE 5 
EXECUTION TIME TO INCREMENTALLY MINE RULES AT BOTH 

LOW AND HIGH DATA MINING THRESHOLDS 

Time is shown in seconds. 

Time is shown in seconds. 

TABLE 4 
BREAKDOWN OF EXECUTION TIME INTO MAIN OVERHEADS  

SUPPORT: 0.1, CONFIDENCE: 0.5  

 
Time is shown in seconds. 

 
Time is shown in seconds.  supmin =  10% and   confmin = 50%. 
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respectively,  are sent to the miner.  Partition Information 
after the first update is shown in PI After U1. 
    Next let us assume that in the second round of updates 
to D, rows R8 and R9 are deleted.  Per our method, parti-
tion 2 with all rows greater than and equal to R6 and less 
than R10 has undergone a change (see Second Update U2). 
Note that partition information changes with each round  
of updates.  Partition Information after the second update 
is shown in PI After U2. The transformation of partition 2 
(see Transformed U2), the update of T'1 to T'2 and sharing 
of Δ'-2 and Δ'+ 2 take place exactly as indicated for the first 
round of updates.  

 The three tables (far right) illustrate how privacy is af-
fected if entire datasets are transformed and the exchange 
of data between the data owner and the data miner takes 
place without an approach such as ours that focuses on 
identifying and transforming the deltas.  They serve as a 
comparison with the data that it is sanitized using our 
proposed TB-PIRU approach.  Note that T'1 Not Shared is 
obtained by applying DWT to D Sorted on Salary after re-
moving R1 and its corresponding salary value. Removing 
R1 leaves an odd number of rows, i.e. 9 in D Sorted on 
Salary, therefore the value 172 in the odd row R8 is rotat-
ed by computing an average with the value 36 in the first 
row R3. This results in the value in R8 becoming 104 in 
T'1 Not Shared.  

T'2 Not Shared is obtained by applying DWT on salary 
values that correspond to R3 and R6 of D Sorted on Salary 
and plugging these values in T'1 Not Shared. Since this is 
the second update both R8 and R9 and their correspond-
ing salary values are removed from D Sorted on Salary as 
well as T'1 Not Shared. 

 
 

We now inspect two cases of compromise in sensitive 
information - one with a lower degree of compromise and 
another with a higher degree of compromise. 
 Lower degree of compromise: we assume that the 

attacker knows the encryption scheme – in this case, 
the wavelet basis as well as the level of transform.   
We also assume that the two operations performed 
on the data - sort and duplicate – have become com-
mon knowledge.  

 Higher degree of compromise: We assume that in 
addition to the above, the attacker has managed to 
obtain complete information about some data ele-
ments such as names of individuals and their sensi-
tive data in plaintext.    

Lower degree of compromise: Let us assume that the data 
miner (the adversary in this case) already has a copy of 
the initial transformation with the row IDs (D Transformed 
to T).  In the absence of our approach, he receives a copy 
of T'1 Not Shared after the first update and a copy of T'2 
Not Shared after the second update.   
From D Transformed to T, he knows: 
 8413  RR                        (1)5

 11469  RR                       (2) 
From T'1 Not Shared, he knows:  
 9093  RR                        (3)            
From T'2 Not Shared, he knows: 
 9663  RR                        (4) 
This allows him to find the true values: 
 606,549,481,363  RRRR             (5)   
from four equations and four unknowns, if he has com-
plete knowledge of the encryption scheme. 

However, if the data owner shares only the trans-
formed partitions, Transformed U1 and Transformed U2 as 
we propose, then the data miner’s sanitized data looks 
like T'1 and T'2 after plugging the transformed partitions 
U1 and U2 in the previous transforms. The four equations 
now known to the data miner from sequential shared 
transforms are: 

 8413  RR        (see D Transformed to T)       (6) 
 11469  RR     (see D Transformed to T)       (7) 
 12193  RR     (see T'1)                                (8) 
 13663  RR     (see T'2)         (9) 

and these prevent him from solving for the true values of 
R1, R3, R6 and R9.  The values he would now calculate 
are: 

5.646,5.499,5.431,5.403  RRRR            (10) 
These discrepancies arise because partitions are created 
on sorted row IDs and transformations are created on 
sorted attribute values.  To prevent even this disclosure, 
we propose pruning row identities.  
    Higher degree of compromise: Let us now assume that 
in addition to the encryption scheme, the adversary has 
complete knowledge about two data samples (i.e. sample 
size is 1n ); he knows that Bob and Alice, identified by 
R2 and R8 earn six figure salaries, $110K and $172K re-
spectively.  From the very first transformation, he knows 
that R2 and R8 are 101 and 161 respectively.  This then 
allows him to compute two true contiguous values of R2 

 

5 We add values that correspond to rows R3, R1, R9 and R6. 

 

Fig. 10. Privacy Attacks due to background knowledge and multiple   

transforms. This   figure   shows   how privacy  breaches  can  occur  if  

individuals have background knowledge, sanitized data is published 

sequentially and there is no approach like TB-PIRU.  It serves as a 

comparison between what gets revealed and what doesn’t with and 

without our approach.  
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and R8, namely 92 and 150 (extreme right),   based on the 
formula,  

iii RRR   11 '2         (11) 
Where R denotes the true value 

'R denotes the transformed value 
i denotes the row id 

1i denotes the contiguous row id after sorting  

iR denotes the true value that corresponds to i  

1iR denotes the true value that corresponds to 1i . It is 
the contiguous true value of iR  

1' iR denotes the transformed value that corresponds to 
1i .  It is the transform of two true contiguous values 

iR and 1iR . 
    This demonstrates that background knowledge with an 
initial release of sanitized data poses a disclosure threat 
when the number of true known samples progressively 
increases.  However, if the rows IDs are not shared, risks 
and disclosures can be mitigated in that the identity of the 
individuals receiving these salaries is not revealed.   
      Background knowledge with sequential releases of 
sanitized data reduces disclosure risk slightly as evident 
from T'1, where the value of R2 is 73 instead of 101.  Since 
the value of R8 remains the same, only one true contigu-
ous value can be calculated.  Therefore, to mitigate priva-
cy breaches due to known plaintext (original data) and 
cipher text (privatized data) in sequential transforms, we 
propose updating rules only when the estimated differ-
ence between them before and after they are updated is 
large [35]. 

The privacy analysis conducted thus far applies to any 
quantitative data and is not specific to only payroll data. 
Since quantitative data is the most commonly used data 
in banking, finance, marketing and other related areas, 
obscuring quantitative data has numerous benefits. We 
emphasize that in section 5.3, we apply two different es-
tablished and proven techniques to measure the level of 
privacy obtained in quantitative data. These techniques 
serve to measure and ensure data confidentiality in gen-
eral. Our analysis of privacy is therefore heuristic in na-
ture. A more comprehensive analysis of privacy that for-
mally quantifies the kind of private information that gets 
revealed to an adversary for a given set of parameter val-
ues can be pursued in a future study. 

7 CONCLUSION 

Previous work on privacy preserving quantitative as-
sociation rule mining using discrete wavelet transform 
has been set in an environment where the collection of 
data is not transient and not subject to change. Since 
data is seldom static and at rest, that approach has lit-
tle practical significance. We propose a solution to in-
crementally mine quantitative association rules secure-
ly in a dynamic environment where the detection of 
change in the original data is initiated and controlled 
by a database other than the one in which changes 
originate. Tests show 90% -100% accuracy of the rules 
for most datasets even when 50% of the original data 

undergoes a change.  Comparisons indicate that the 
proposed TB-PIRU algorithm outperforms other ap-
proaches in preserving both data privacy and rules 
and is very efficient for 10% of changes in the original 
data, when this data is large in size.  We provide a 
heuristic analysis of privacy for numeric data.  A fu-
ture study is required to conduct a formal analysis of 
privacy. 
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