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ABSTRACT

Title of Dissertation: Relationships Among Security and Algebraic Properties of
Cryptographic Objects. and a Security Infrastructure for Agent Communication
Languages.

Muhammad Abdallah Rabi. Doctor of Philosophy. 1998

Dissertation directed byv: Dr. Timothy W. Finin. Professor. Department of Computer
Science and Electrical Engineering and Dr. Alan T. Sherman. Associate Professor.

Department of Computer Science and Electrical Engineering.

Modern cryptographic objects are used in solving an ever growing. increasingly diverse
set of problems such as authentication. digital signatures. and privacy. Our research
applies such objects in novel protocols for secret-kev agreement and digital signatures
and in a new security infrastructure for agent communication languages.

In Part I of this dissertation. we explore relationships among algebraic and security
properties of cryvptographic objects. Based on ideas proposed by Sherman. we start
by combining associativity and one-wayness to define associative one-way functions
(AOWTFs). We prove that partial AOWTFs exist if and only if P # NP. Moreover. we
present protocols that apply strong AOWFs to achieve unauthenticated secret-key
agreement and digital signatures.

In Part II. Despite security and privacy concerns agents might encounter whenever
they cross multiple administrative domains. agent communication languages stan-
dards lack the necessary constructs that enable secure cooperation among software
agents. We propose Secure Knowledge Query Manipulation Language (SKQML) as a

security infrastructure for KQML-speaking agents. SKQML enables KQML-speaking
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agents to authenticate one another. implement specific security policies based on au-
thorization methods. and whenever needed to ensure the privacy and confidentiality
of the messages exchanged. SKQMIL is simple. extensible. and at a level appropriate
for intelligent communicating agents. Moreover. SKQML provides security mecha-
nisms as an integral part of the communication language. We give details of the
svnthesis of public kev certificate standards and agent communication languages to
construct an infrastructure that meets the security needs of cooperating agents. \We
introduce three new performatives that facilitate the implementation of the security
policies of agents. In addition. we define a propositional security language that is
based on public kev certificate standards and we introduce new protocols for trust
management with detailed examples using a partial prototvpe implementation of this

infrastructure.
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Chapter 1.

Introduction

The impact of crvptographic problems on our daily life is growing fast. particularly
with the proliferation of the Internet and the World-Wide-Web. This growth is evi-
dent in the number of committees within the Internet Engineering Task Force (IETF)
working on security-related issues.

This dissertation. which comprises two loosely -coupled parts. studies the cryvpto-
graphic objects used in solving many crvptographic problems from two perspectives.
First. we explore the notion of combining algebraic and security properties of these
cryptographic objects. We introduce associative one-way functions and prove that
they exist if and only if P # NP. As evidence of their utility. we present two novel
protocols that apply strong forms of these functions to achieve secret-key agreement
and digital signatures. Second. we utilize existing public-kev cryptographic objects in
defining a security infrastructure for agent communication languages. The proposed

architecture allows KQMIL-speaking agents to authenticate one another. execute se-
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curity policies. and whenever needed to secure privacy and confidentiality.

1.1. Overview of Part I

In Part I of this dissertation. we examine the relationships among algebraic and
security properties of crvptographic objects. We investigate this novel concept of
combining algebraic and security properties of cryvptographic functions for the purpose
of enhancing and deepening our understanding of crvptography as well as for exploring
new applications from this understanding. This new approach provides researchers
with new directions in their search for secure and efficient solutions to cryvptographic
problems.

Two fundamental properties from algebra and crvptography are associativity (of
function application) and one-wayvness (of cryptographic functions). We combine
these two properties to introduce associative one-wayv functions. Throughout we work
in a worst-case complexity theoretic framework for studying one-way functions. In this
complexity theoretic framework. one-way functions are defined to be injective. honest
(the input is polynomially bounded by the output) functions which are computable
in polynomial time whose inverses are not computable in polyvnomial time [51]. We
say that a function is strong if inverting it is hard even if we know some parts of the
input to that function.

By construction. we prove the existence of associative one-way functions if and
only if P # NP. We describe how strong AOWTFs can be used to solve two cryp-

tographic problems: secret-key agreement and digital signatures. Finally. we discuss
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the security properties of the proposed secret kev agreement protocol.

Part I of this dissertation shows that such combination of algebraic and secu-
ritv properties is fruitful in solving cryptographic problems. Combining algebraic
(associativity of function applications) and cryptographic (one-wavness of a cryvpto-
graphic function) properties helped us develop new protocols to solve two important

cryptographic problems: secret keyv agreement and digital signatures.

1.2. Overview of Part 11

With the proliferation of the Internet and the World-Wide-Web. software agents are
set to become the foundation for Web-based services. Moreover. intelligent agents are
being built for a wide range of problem domains including document and information
retrieval. high performance scientific computing. distributed network management.
and electronic commerce just to name a few. Although distributed agent-based svs-
tems that support collaborative problem solving encounter security and privacy con-
cerns especially when theyv cross multiple administrative domains. one of the most
important infrastructural issues. security. has not been fully addressed in the agent
environment.

In Part II. we propose a security infrastructure for agent communication languages.
For two agents to communicate with each other by exchanging messages. thev must
agree on the syvntax and semantic of these messages. Agent communication languages
(ACLs) for instance KQML [23. 24. 28. 39] and FIPA ACL [29] are languages with

precisely defined syntax. semantics and pragmatics that are the basis for communi-
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cation among autonomous software agents. Despite the availability of many security
approaches. products. and tools. a consistent widelv adopted. and cost-effective solu-
tion must be found for a security infrastructure in agents environments.

Security mechanisms must be included as an integral part of agent environments.
Attaching security mechanisms to already built agent environments as “add-ons™ will
introduce more problems of interoperability. integration. and usability.

We employ public-key cryptographic objects in defining an infrastructure for agent
communication languages. We begin by identifving the security functional require-
ments for agent communication languages including authentication. authorization.
and privacy. Furthermore. security functions must be offered at the communication
language message level even though it could be achieved through lower level lavers
such as transport or network lavers: this approach ensures that agents will focus on
implementing their own security policies instead of dealing with low-level details in-
teracting with lower lavers. We show that the proposed architecture satisfies those
requirements by providing means to define groups. issue group membership certifi-
cates. enable authentication of agents. provide authorization based on access control
lists. and provide means to ensure message privacy.

We define the SKQML architecture for the KQML agent communication language.
First. We introduce three new performatives that facilitate the implementation of
security policies of agents. SKQML security performatives are based on existing
proposals for public-keyv infrastructures including: IETF Simple Public Keyv Infras-

tructure (SPKI). Distributed Trust Management [6]. and Rivest and Lampson [18]
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proposal on Simple Distributed Security Infrastructure (SDSI). and on earlier work
by Thirunvukkarasu. Finin. and Mayfield [57]. Second. we define a propositional se-
curity language that is based on public-key certificate standards: thus interoperability
and integration with other trust management engines can be easily achieved. Third.
we introduce new protocols for trust management with examples from a prototype
demo system that is based on a university environment.

One of the main results of part II of this dissertation is the introduction of an
agent security infrastructure that is based on the syvnthesis of open standards of public
kev certificates and agent communication languages with detailed examples from a

prototype implementation of this infrastructure.
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Part I

Relationships Among Security and
Algebraic Properties of

Cryptographic Objects
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Chapter 2.

Algebraic Properties in

Cryptography

In 1984. Sherman [35. 36| proposed the idea of combining algebraic and security prop-
erties of cryptographic objects as a new paradigm for solving cryptographic problems.
Such combinations can offer a beneficial synergism that can be utilized to solve cryp-
tographic problems. After reviewing the relevant cryvptographic literature. while we
found many examples of algebraic properties being studied. we did not find sources
where such combinations of algebraic and security properties were clearly stated as
new mechanisms for solving cryptographic problems. As Sherman observed. this ap-
proach provides the cryptographic research community with new building blocks for
solving cryptographic problems. however. combining algebraic and security properties
can expose vulnerabilities in some existing cryvptographic systems.

In this chapter. we summarize the application of the algebraic properties of cryp-

-1
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tographic functions and protocols in the published literature. First. we start our
discussion with the early work of Shannon on information theory [54. 53]. Second. we
discuss modern crvptography based on public kev crvptosystems with emphasis on
the algebraic properties and the structures used in solving some crvptographic prob-
lems. Finally. we give examples of algebraic structures that were used in exploring

complexity theoretic problems.

2.1. Early Work

Shannon [54. 53] started the study of secrecy systems which are considered the basis
for the information theoretic analysis of ciphers. The term secrecy system refers to a
basic mathematical structure that consists of a set of transformations of messages into
cryptograms. This transformation process consists of enciphering with a particular
key along with the reversible transformation called deciphering. Shannon studied the
algebra of secrecy syvstems and proved that: A secrecy svstem with multiplication and
weighted addition forms a “linear associative algebra”™ with a unit element. He also
developed an information theoretic framework for the study of group ciphers.

Based on Shannon’s work. Blom [7] studied the algebraic structure of the set of
enciphering transformations of pure ciphers. He gave an alternative definition of pure
ciphers along with the necessary and sufficient conditions for the product of two pure

ciphers to be pure.
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2.2. Modern Cryptography

The introduction of public keyv crvptosyvstems in 1976 opened the door for the study of
modern cryvptography. Diffie and Hellman [12. 13. 14. 15] challenged the cryptographic
communityv to find a practical public kev crvptosyvstem. which lead to the study
and solution of many interesting problems with significant applications in various
domains. In this section. we start by reviewing Diffie and Hellman work on public
kev crvptosystems and keyv distribution problem emphasizing the algebraic properties
that were used in their scheme. Second. we investigate Rivest-Shamir-Adelman work
on trapdoor public key cryvptosvstem. Finally. we review some work that exploits the
algebraic properties in the solution of cryvptographic problems. this includes the work

of Ingemarsson [31. 32]. Jaburek [61]. Bauspieb [27]. Rueppel [49]. and others.

2.2.1. Diffie and Hellman: Public Key Cryptography

The ever increasing need for secure transmission of information via electronic medium
prompted the growing interest in the study of public kev crvptography. In 1976. Diffie
and Hellman proposed public kev (asyvmimetric) cryptosystems contrary to (svmmet-
ric) private key cryptosyvstems. In a private kev cryptosystem. the sender and receiver
of information must agree in advance on a shared secret key. This shared secret key
must be exchanged via secure channels. In contrast. in public kev cryvptosyvstems.
all information is exchanged over insecure channels. The premise is that it is com-
putationally infeasible for an eavesdropper to extract the secret information by just

listening on the communication channels. Diffie and Hellman [60] proposed a solu-

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



10

tion to this public keyv exchange of information. They provided several conditions that
must be met in order for anv public keyv cryvptosystem to work properly. The idea of
trapdoor functions (functions that are easyv to compute. hard to invert in general. and
easy to invert with the knowledge of a trapdoor which is some information associated
with the function) was also introduced in their famous paper. Diffie and Hellman
did not give a practical implementation of their proposed public keyv crvptosystem
and left it to the cryptographic community to come up with concrete examples that
ensure public exchange of information. One of the related results of their famous
paper to our work is the secret keyv agreement protocol. Diffie and Hellman proposed
a new protocol to exchange secret kev and they alsc provided an implementation of
that protocol based on the assumption that computing discrete logarithms in finite
fields is a one-way function.

The basis of the Diffie-Hellman kev-exchange scheme can be viewed as computing
the binary function ¥ : Z, x Z, — Z, defined by ¥(g.r) = ¢* (mod p) whenever
I € Z,. where p is a large prime integer and ¢ is a primitive element modulo p. This
function is believed to be one-way function since it is easy to compute and there
is no known polynomial-time algorithm for computing discrete logarithms in finite
fields. Suppose Alice and Bob are to exchange a secret kev using Diffie-Hellman
scheme. They start by selecting p and g. Alice picks r € Z, at random and sends
U(g.r). g. and p to Bob. Next, Bob picks y € Z, at random and sends ¥(g.y) to
Alice. Finally. Alice computes ¥(¥(g.y).r) = (¢¥)* (mod p) and Bob computes

U(¥(g.r).y) = (g*) (mod p). which value thev adopt as their secret kev. This
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11

scheme depends of the associativity and commutativity of multiplication modulo p
and not the associativity nor commutativity of the function ¥ as defined. Our KAP
protocol relies on the associativity of the one-wayv function used.

Ingemarsson [31. 32] studied the algebraic structure of sets of one-way functions
that were used in Public Key Distribution Svstems (PKDS). Ingemarsson introduced
a new generalization of Diffie-Hellman PKDS that uses a binary one-wayv function
Y = f(\X.k). For a group to agree on a secret kev. the private kev for each member
J is r, which is kept secret. Each member j publishes his public key z; = f(a.r,)
using a one-way function f. where a is a publicly known parameter. When member :
wants to communicate with member j. he uses the key &, as the encryption key. The
key k,, = g(z,.r,) can be generated by applving the one-way function g on the public
keyv z, and r, by requiring the encrvption and decrvption keys to be inverses. hence
ky, = k. Let ;) = F; (o) = f(a.r,). define the mapping G as the set of all bijective
mappings from the set Z of public kevs into the set of encrvption and decryvption
kevs. Let k), = G, (3)) = g(z,.1,) and let G = {G,} for all 1 > r < M where M is

the number of participant in this PKDS.

Theorem 1 (Ingemarsson 1979) It is necessary and sufficient that the set of map-
pings that belongs to G. in PKDS is commutative or is the product of a commutative
set of mappings and any mapping in G. Multiplication is defined as successive map-

pings.

The proof is omitted.

A Conference Key Distribution System (CKDS) is defined as a system of Public
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Kev Distribution Systems (PKDS) as defined by Diffie and Hellman in their original
paper [60]. Ingemarsson and Tang [32] used the commutativity property of multipli-
cation in the finite multiplicative group Z, to “generalize” Diffie and Hellman key
agreement into a CKDS. It is worth noting that we shall refer to this work later in
our discussion of strong associative one-way functions.

As noted by Miller [40]. Diffie-Hellman secret key-agreement protocol only uses
the group Z, algebraic property. This property. associativity. prompted \liller to
propose a different implementation of Diffie-Hellman protocol based on the difficulty
of computing discrete logarithms in groups of points defined over some elliptic curves.
For a complete reference. see [10].

This exponential function and the corresponding discrete logarithm function can
be defined for every finite cyclic group. Diffie-Hellman's candidate for a one-way func-
tion was the exponentiation of elements of the multiplicative group over the finite field
Z,. Bender and Castagnoli [5] proposed a family of elliptic curves for cryptographic
use in which the determination of the order of the corresponding algebraic group is
much easier than the general case. Their proposed elliptic curves makes the group
operation simpler to compute.

Miller [40] noted that computing discrete logarithms for cyclic subgroups of groups
of points on an elliptic curves defined over a finite field. is much more difficult to com-
pute than that in the multiplicative group of a finite field proposed by Diffie-Hellman
scheme. thus providing evidence to the claim that exploiting algebraic properties

of the underlyving structures in cryptographic protocols will produce stronger more
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robust solutions to cryvptographic problems.

2.2.2. RSA Cryptosystem: Algebraic and Security Proper-
ties

Ever since the introduction of the concept of public kev crvptography by Diffie and
Hellman [60] in 1976. several attempts have been made to find practical public key
cryptosyvstems. In 1978. Rivest-Shamir-Adelman (RSA) syvstem was introduced as a
public kev cryptosyvstem that depends on both the difficulty of factoring large com-
posite integers and the difficulty of computing discrete logarithms in finite fields [16].
In RSA cryptosystem [8]. the message space is Z,. A participant creates his public

and secret kevs with the following procedure.
L. Select at random two large prime numbers p and q. let n = pq.
2. Select a small odd integer e such that ged(e. ®(n)) = 1.
3. Compute d as the multiplicative inverse of e. modulo ®(n).

4. Publish (e.n). the encrvption function P(M) = M¢ (mod n) = C. where

M € Z, and C is the cipher-text.

3. Keep (d.n) as the secret key.

D

. To decrypt a cipher-text C. use the function S(C) = M* (mod n).

If the cryptanalyst can determine ®(n). then he can compute d easily. One easy way

to compute ®(n) is to factor n. so if factoring larze integers is easy. then breaking
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the RSA cryptosystem is easv. The converse is unproven [8]. Now. let us examine
the algebraic properties in this crvptosystem. First. the set of message space forms a
group with respect to multiplication modulo n. The encryption/decryption operators
are homomorphisms over this group. The associativity of the multiplication modulo
n will guarantee that RSA cryvptosvstem will work properly. Thus. we have

(M¢)? (mod n) = (M%) (mod n)

Another algebraic property of RSA cryvptosystem that can be exploited in a neg-
ative sense is that RSA is multiplicative.

Formally.

Definition 1 For all M. M, € Z,. P : Z, = Z, is multiplicative if and only if

P(M)P(M,y) = P(M M)

This fact can be used to prove that if an adversarv had a procedure that could
efficiently decrvpt one percent of messages randomly chosen from Z,, and encrypted
with P. then she could employ a probabilistic algorithm to decrvpt every message
encrypted with P with high probability [8]. Also. forging digital signature of messages
that were signed by an RSA encryvption functions can be done by exploiting the
multiplicative property of the RSA encrvption function [11].

The The multiplicative property of the RSA function is not entirely a negative
property. Even. Goldreich. and Shamir [21] proved that the multiplicative property

of the RSA function do not endanger the security of a class of protocols called Ping-

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



15

Pong Protocols. One might ask whether or not the same kind of RSA functions can
be defined over different kind of algebraic structures besides the multiplicative group
Z:.

Varadharajan [59] examined possible trapdoor structures which can be used to
design public keyv cryvptosystems based on the factorization problem. Varadharajan
gave some examples of finite trapdoor svstems which might serve as the basis for
an extended RSA crvptosystem. Trapdoor finite rings are defined to be rings with
unity which are associative but not necessarily commutative. The trapdoor property
for a ring R is stated as follows: there exists some integer n > 0 such that r*~! =
r for all r € R. New trapdoor rings can be defined from existing ones by direct
component-wise addition and multiplications. Other possible structures that satisfv
the trapdoor property are groups. Groups by definition are associative and ¢" = ¢
where g is an element in any group and n is the order of that group. Varadharajan
gave a generalization of the RSA cryvptosyvstem in the ring of matrices over Z/mZ
where m is a composite integer. He proved that factorization of the modulus m is
needed to compute the order of the group formed by non-singular matrix messages.
upper triangular matrix messages with non-unity invertible diagonal elements and
orthogonal matrix messages. A new public key crvptosystem based on polynomials
of rings is also provided. His work exploits the algebraic properties of the ring of
rational numbers that were used in the original RSA cryptosystem and extends it to

other kind of algebraic structures such as trapdoor rings. groups. and semi-groups.
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2.2.3. Homomorphism in Shared Secrets

In this section we review homomorphism as a generalization of the property of the

RSA encryption function to anyv one-wav function.

Definition 2 Let (Gp.<) and (Ggr. D) be two groups with the corresponding group
operations. A one-way function f : Gp — Gg is homomoerphic if and only if f(r<y) =

f(r)= fly) forall r.y € Gp

Relving on the fact that many conjuncture one-way functions are homomorphic.
Cerecedo-Matsumoto-Imai [37] proposed an efficient and secure multi-party gener-
ation of digital signatures. Conjectured homomorphic one-wayv functions were also
used in many secret sharing schemes [22. 52. 44. 37. 2]. In [22. 37]. the verification
part of the “Non-interactive Verifiable Secret Sharing Protocol™. were completed us-
ing a homomorphic one-way functions. Verifiable secret sharing [2] is defined as the
problem of allowing a participant to hold a secret s. This secret s is constructed in a
way that guarantees a group of at least A participant to verifv the validity of the kev
from pieces distributed by the holder of the secret s. In any solution to this problem.
it is required that any subset of participant with a size less than A can not pool the

pieces together to construct s.

2.2.4. Related Work

In this subsection. we provide different examples of how the algebraic properties were

used in the published crvptographic literature.
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2.2.4..1 EIl Gamal’s Public Key Cryptosystem

In generalizing EL Gamal's public kev cryptosystem [17]. Jaburek [61] realized the
important rule that “associativity™ plaved in achieving the correct functionality of
the protocol. He proposed two associative operators “pseudo-addition™ and “pseudo-
exponentiation” to be used in his generalization of El Gamal's public key cryvptosys-
tem. Pseudo exponentiation uses a pseudo addition in place of multiplication in an
ordinary exponentiation. The proposed generalization of El Gamal's public kev cryp-
tosystem uses pseudo exponentiation as the basis for the new one-wayv function used
in this cryptosvstem.

A vear later. BauspieB-Knobloch-Wichmann [27] exploited some of the structure
that exists in Jaburek's ~pseudo-exponentiation” to invert pseudo exponentiation in

polynomial time.

2.2.4..2 Key Agreement Problem

Another example demonstrating how algebraic properties can be used in crypto-
graphic setting is clear in Rueppel work [49]. He proposed two protocols to solve the
kev agreement problem as defined in the original work of Diffie and Hellman. His
protocols are based on function composition of some suitable elementary functions.
Function composition is inherently associative. still he imposed commutativity on
the functions used. Rueppel proposed the following key agreement protocol based on
function composition. Suppose Alice and Bob are to agree on a secret key. they have

to do the following.
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1. Alice and Bob have to agree on a function F and a common starting point s,.

(V]
.

Alice randomly chooses a secret number n,. computes s(!) = 5, = F"' (). and

sends s'! to Bob.

3. Bob randomly chooses a secret number n,. computes 5% = 5, = F™2(54). and

sends s5?) to Alice.
1. Upon receiving 5s*'. Alice computes s!!?) = F?(s3)) = Fr(Fn2(s0)) = F™ 7" (50).
3. Upon receiving 51!, Bob computes 52! = F™2(51)) = Fra(Fri(sg)) = F™" ().

6. Since function application is associative. the two kevs 52 and 5*! must be

equal.
The function F must possess the following properties:

1. computing s, = F™(5¢) must be “easy’.

(V]

. inferring n from sy and s, must be “hard”™.
3. computing s'? from so. s'*. and s® must be “hard".

Rueppel did not formally define what he means by the terms “easy”™ or “hard”.
He noted that the this protocol is insecure in linear functions F. To generalize
this protocol. Rueppel allowed the function to change during the protocol. The two
functions g and h must satisfv the following condition: there exists m and n such
that g"(r) = h™(x) for all r in the domain of both functions. The new protocol for

secret keyv agreement is as follows:
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1. Alice and Bob agree on a common function F and a common starting point sg.

(V]
.

Alice randomly chooses a secret number n; and computes the description of the

function g,(.) = F™(.). Alice sends the function description g, to Bob.

3. Bob randomly chooses a secret number n, and computes the description of the

function g¢-(.) = F™(.). Bob sends the function description g¢» to Alice.

1. Alice computes s('2) = g} (s59) = (F™)" (59) = (F™"™(59)).

5. Bob computes s = g?(sg) = (F™)™(59) = (F™" ().

6. 512 = 521 is the secret kev.

The function F must satisfv the following conditions:

1. to compute g = F™ from F and n must be “easyv™.

[fV]

. to infer n from g and F must be ~hard™.

3. to compute ') from sq. F. g;and g» must be “hard".

The Diffie-Hellman key agreement protocol can be considered as a special case of
Rueppel’s generalized kev agreement protocol.
2.2.4..3 Computational Complexity of Group Ciphers

Kaliski. Rivest. and Sherman [33. 35| studied the computational complexity of group
ciphers. They provided an algorithm to break any group cipher in O(VK). where A" =

# kevs. Through performing cvcling experiments on the Data Encryption Standard.
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they proved that it is unlikely that the DES is a pure ciphers. A cipher is pure if for
any group of kevs /.j.and k. there exists some kev [ such that T,Tj_[Tk = T; where
T, denotes encryption under key w. The results of their experiments were consistent

with the hvpothesis that DES acts like a set of randomly selected permutations.

2.2.4..4 One-way Hash Functions

A final example of how algebraic properties were exploited in cryvptographic applica-
tion is clear in the work of Benaloh and de Mare [4]. They introduced a new candidate
for a one-way hash function which satisfy the ~quasi-commutativity™ property. For-

mally.

Definition 3 A function f: X x Y — X is quasi-commutative if for all r € X and
forall y,.y, € Y.

FUf(roy). y2) = f(f(x.y2)- )

One-way accumulators were defined by combining quasi-commutativity and one-
wayness of a set of hash functions. This new cryptographic primitive was used in
the construction of a space efficient distributed protocols for document time stamp-

ing and for membership testing.
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Chapter 3.

Associative One-Way Functions

We preciselv define the concept of an associative one-wav functions (AOWTFs) and
establish some of their basic properties. First. we prove that no AOWF is injective.
Second. we give a sufficient condition for which any multiplicative one-way function
can be easily converted into an AOWF. Next. generalizing a theorem of Selman [51].
we constructively prove that AOWTF exists if and only if P # NP. In addition. we
exhibit a plausible implementation of an AOWTF based on integer multiplication. We
present a novel protocol that enables two parties to agree on a secret kev. and we
discuss the security of this protocol. Finallyv. we generalize our protocol to enable two
or more parties to agree on a secret kev. and we present similar protocol for signing

documents.
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3.1. Definitions and Notations

Within our definitions. we shall deal exclusively with binary functions on the infinite
message space S = {0.1}" of all finite binary strings unless otherwise stated. Let
°o: 8 xS — S be anyv such functions. For any strings r.y € S. let |r| denote
the length of r and rj|y denote the concatenation of r and y. To ensure that the
difficulty of inverting an AOWTF (associative one-way function) not be caused simply
by its input being much longer than its output. we require that everv AOWF to be

honest in the following standard sense:

Definition 4 Any binary functiono : S xS — S is honest if and only if there erists
a polynomial p such that for every =z € image(o). there erists r.y € S such that

roy =z and ||+ ly| < p(]z]).

Because we do not require that AOWFs be injective. we must explain what it
means to invert a non-injective function. By inverting o we mean: given anv : €

tmage(o). find any r.y € S such that roy = :.

Definition 5 Any binary functiono : SxS — S is one-way if and only if o is honest:
o is computable in polynomial time: and inverting o is not computable in polynomial

tune.

In order for our kev-agreement protocol to work. we require a stronger notion of
one-wayness. \We require that an AOWF function to be difficult to invert. even if
either one of its input is given. By inverting o given its second argument. we mean

inverting the restricted function o, = o(.. y): that is. given any y € § and any = €

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



23

Image(o,). find any r € S such that ro y = =. Inverting o given its first argument is

similarly defined. Formally.

Definition 6 Any binary functiono: S x S — S is strong one-way if and only if o
is honest: o is computable in polynomial time: and inverting o given its first arqumnent
ts not computable in polynomual time and inverting o given its second argument 1s not

computable in polynomual time.

By associativity. we shall alwayvs mean associativity of function application. Since
we prove the existence of partial AOWFs. we need to extend the usual notion of

associativity to partial functions.!

Definition 7 Leto: S xS — S be any partial binary function. We say o is associa-
tive if and only if ro(yoz) = (roy)oz. If o is total. we require this equation to hold
forall r.y.z € S. If o is partial. we require this equation to hold for all r.y.z € S
such that each of (r.y). (y.z). (r.yo z). and (r o y.z) is an element of the domain

of o.

Combining Definitions 4-7 vields our definition of an AOWF.

Definition 8 Any binary functiono: S xS — S is a (strong) AOWF if and only if

o is both associative and (strongly) one-way.

Adding commutativity to associative one-wayv functions defines a commutative-

assoctative one-way function

'In their extension of our work. Hemaspaandra and Rothe [19] adopt a slightly different notion
of associativity.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



24

Definition 9 Any functiono:S xS — S is a (strong) commutative AOWF if and

only if o is comrmutative. associative. and (strongly) one-way function.

3.2. Basic Properties

The first basic fact about AOWTF is that there is no AOWTF that is injective. Second.
we give a sufficient condition for which any multiplicative one-way function can be

easily converted into an AOWF.
Proposition 1 No AOWF s injective.

Proof (By contradiction). Suppose there exited some injective AOWFo:S8xS —» S.
Given any = € S. we could compute a pre-image of = in constant time as follows. By
associativity of o. for any y € §. zo(yoz) = (2o y)o z. Since o is also injective.
:=zoyand yoz = z. Thus (z.y) and (y. =) would be pre-images of :. contradicting
the one-wavness of o. O

To construct an AOWTF. one would convert an existing one-way function into an

AOWTF. Proposition 2 gives a sufficient two-part condition to achieve that conversion.

Proposition 2 Let G = (G.x) be any Abelian semi-group: let f : G — G be any
multiplicative one-way function on G: and defineo : G x G - G byaob = f(a *b)

whenever a.b € G. If. for alla.b € G. a=* f(b) = b * f(a). then o is an AOWF.

Proof (Direct Proof). We must prove that o is one-way and associative.

One-wayness: Let = € image(o). Any pre-image (a.b) of - under o vields the pre-
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image a = b of = under f. Therefore. since f is one-way. so is o.
Associativity:

Let a.b.c € G. we must show that ao(boc¢) = (aob)oc.

(@aobyoc = flaxb)oc
= f((f(a) = f(b)) = ¢)
= f(f(a) = f(b)) = f(c)
= f(f(a)) = f(f(b)) = f(c)
ao(boc) =ao f(bxc)
=ao (f(b) = f(c))
= flax(f(b) = f(c)))
= fla) = f(f(b)) = f(f(c))

Furthermore. the hyvpothesis implies f(a) x f(f(c)) = f(¢) = f(f(a)). The desired

result follows from the commutativity and associativity of x. O

3.3. Existence Proof

Generalizing a theorem of Selman [51]. we constructively prove that AOWTFs exist if
and only if P # NP. Under the hypothesis P # VP. we prove the existence of partial
AOWTF. Our construction is based on the computation tree of any polynomial-time
nondeterministic Turing machine that accepts any language in NP — P. We begin by

reviewing Selman’s work.
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Theorem 2 (Selman. 1992) There exist one-way function if and only if P # NP.

Proof (By construction). See Selman [51]. To prove the sufficiency condition. Selman
considers anyv language 4 € VP — P and any .V P-machine ) that accepts 4. He
constructs a one-way function as the inverse of the function comp,; : S — S. defined
for anv r € § = {0.1}" as follows. If r € A. then compy/(r) is any accepting
configuration of M on input r: otherwise. compy(r) = L. Intuitively. compy/ is
one-way because it is easy to traverse \['s computation tree upwards but hard to
traverse this tree downward. In particular. it is hard to decide if r € A.

To extend Theorem 1 to AOWFs. we modify the comp function so that its inverse
is a binarv associative function. The idea for modification comes from a graphical

interpretation of the definition of associativity. see Figure 3.3.

Theorem 3 There erists a partial associative one-way function if and only if P #

NP

Proof (Necessity and sufficiency).
(=) Since every AOWTF is a one-way function. the proof follows from Theorem 2.
(<) Assume P # VP. then there exists some language 4 € VP — P. Let M be any
NP-machine that accepts 4. and let Cy, denote the set of all configurations of all
computations of 3/. We will construct a partial AOWF as any inverse of the function
acompyr : Cyy = Cyy x Cyyr. which we will now define.

First. for any r € Cy;. define the predicate ®,/(r) to be true if and only if there

exist some string w € 4 and some configurations yg, y; € Cy; in the computation tree
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of M on input w such that r € {yo. ¥} and r is the closest common ancestor of yq

and y;. Then. for any r € Cy,. define

(yo-y1) if ®@y(r) is true
acompy(r) = (3..1)

1 otherwise.
where (yg. ) is any pair of configurations as described in the definition of ®,,(r). It
is possible that yy = y;. The symbol L means undefined.

Now. define the partial function f : Cy x Cyy = Cy; to be any inverse of acomnp,;.
We will prove that f is honest: f is associative: f is computable in polvnomial time:
and f cannot be inverted in polynomial time.

[. Claim: f is honest. We must show that there exists some polvnomial p such
that. for all r € Cy;. lacompyr(x)| < p(lr]). This inequality holds for p being twice the
running time of M. It is true that 1 runs in polynomial time. and no configuration
can be larger than the time needed to compute it. Thus. f is honest.

2. Claim: f is assoctative. Let xr.y.: be anv configurations in Cy; such that each
of (. y). (y.z). (x. f(y.z)). and (f(x.y). =) is an element of domain(f).

By the definition of associativity. we must prove f(r. f(y.z)) = f(f(r.y).z): that
is. we must prove f(wg.z) = f(r.w,). where wg = f(r.y) and w, = f(y.z). By the
definition of f. there exists some w € 4 such that wy is the closest common ancestor
of r and y. and w is the closest common ancestor of y and z. along some computation
paths in the computation tree of M on input w. It follows that f(uy.z) = f(z. uw)

since this configuration is the closest common ancestor of wq and w,. See Figure 3.3.
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fle.wy) = flwe.2)

Figure 3.1: Pictorial view of a computation tree of M on input InitialCon figuration
depicting associativity of f = compi}. wo = f(r.y) is the closest common ancestor
of r and y. w, = f(y. =) is the closest common ancestor of y and z. thus f(r.uw;) =

flwo. 2)

3. Claimn: f is computable in polynomial time. Let (yo.y;) be any configurations
in domain( f). Thus. there exists w € A such that yy and y, are configurations along
some computation paths in the computation tree of M on input w. Since )M runs
in polynomial time. these paths are at most polvnomially long. By traversing these
paths upwards. f(yo.y;) can be computed in polynomial time as the closest common
ancestor of yy and y;. Hence. f is computable in polvnomial time. even though
recognizing domain( f) might take longer.

4. Claim: f~' is not computable in polynomial time. To compute f~! is to
compute acomnpy;. \Were acompy; polvnomial-time computable. we could decide A

in polynomial time as follows. Given any input string b. let r, be any child of the
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initial configuration of the computation of M on input b. Then b € A if and only if

acompy(ry) # L. Since A € P. acomp,; is not computable in polvnomial time. O

Proposition 3 There erists a commutative AOWF if and only if P # NP.

Proof: Observe that the AOWF f constructed in the proof of Theorem 2 is commu-
tative. because the closest common ancestor relation is commutative. Thus f is a
commutative AOWF. O

The function f constructed above is not a strong AOWF because. given any
L.y € Cyy such that r is the image of f restricted to the second argument y,. it
follows that f(y,.y;) = r.

Although recognizing domain( f) is as hard as recognizing 4. given any AOWF ¢
with domain(g) € P. it is possible to extend g to a total AOWF g. As observed by
Hemaspaandra and Rothe [19]. however. this straightforward construction does not
work. In our IPL paper [42]. we claimed that we can extend g to a total AOWF
as follows: let ¢ € Cy; be anyv string such that (c.¢) € domain(g). Then define

g(r.y) = g{r.y) whenever (r.y) € domain(g). and g(.r. y) = ¢ otherwise.
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3.4. Existence of Strong AOWFs

In this section. we present preliminary ideas and a proof sketch of the existence of
strong AOWFs under the complexity theoretic assumption of P # \NP.?

Before providing the details of our proof sketch. let us explain why the function
f that was constructed in the existence proof of AOWF in Theorem 3 is not a strong
AOWTF. Given any r.y € Cyy such that r is in the image of f restricted to the second
argument y. it follows that f(y.y) = r thus f is not a strong AOWTF.

To overcome this difficulty. we rely on a simple observation: deciding the satisfia-
bility of Boolean formulas is hard even if we know the satisfving assignment for parts
of the formulas under consideration. Our proof sketch uses the above observation to
construct a strong AOWTF. Briefly. If we consider the computation tree of a Turing
machine that decides SAT to be broken into levels where level zero corresponds to
the root of the tree. Moreover. each configuration belongs to a level and this is de-
termined by the number of variables that has been instantiated (meaning assigned a
Boolean value). Without loss of generality. if we assume that the lower the level. the
higher the number of the instantiated variables in that configuration at that level.
We define a function such that one has to solve partial formulas which is equivalent to
solving SAT. thus under the assumption that P # NP. this will make this function
a strong AOWF.

To prove the existence of a strong AOWF. we require that the domain and image

‘Recently we learned that Hemaspaandra and Rothe [19] independently proved the existence of
strong commutative AOWFs.
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in the definition of a strong AOWF to be in .VP. Formally.

Definition 10 Let D x D.R € NP. Any binary function o : D x D - R is strong
one-way if and only if o is honest: o is computable tn polynomial time: and both
tnverting o quven its first argument is not comnputable in polynomial time and inverting

o qiven its second argument is not computable in polynomial time.

One of the primary concerns of cryptography as noted by Selman [51] is to find
functions that are derived from problems that are in VP — P. For a function to be
computed in nondeterministic polynomial time would imply that its domain is also
recognizable in nondeterministic polynomial time. but the converse of this statement
is not necessarily true. Even if the domain of a function is computable in deterministic
polynomial time. this does not provide an algorithm to compute that function in
deterministic polyvnomial time.

We need the following results about the encoding of Boolean formulas into con-

junctive normal form formulas [3].

Theorem 4 For each Boolean formula F having m connectives. with Boolean vari-

ables ry.....1,. there erists an equivalent quantified boolean formula

3y 3y Jyn F'

where in F' there occur just the variables ry....rm.y,. .... yr. such that F' is a boolean

formula in CNF having cm connectives for some constant ¢ independent of F'.
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We can drop all the quantifiers from the formula 3y;3y»...3yx F' and the formula
F' is still satisfiable if and only if F is. This fact will simplify the formulas when we

do a counting argument on the sizes of these formulas later in the proof sketch.

Theorem 5 A strong AOWF exists if and only if P # \NP.

Proof Sketch (=) Since every Strong AOWF is an AOWF. the proof follows from

Theorem 3.

(<) By construction using SAT. Assume P # NP. Then SAT € VP — P. Let
M be any NP—-machine that accepts SAT as follows: Given a formula . nonde-
terministically guess an assignment and accept if and only if this assignment will
satisfv the formula w. Let Cy; denote the set of encodings of all satisfiable formulas
including formulas with partial instantiations of some variables —meaning. formulas
mayv have some of the variables replaced by corresponding valid assignments. Let us
assume that the encoding process will preserve the formula in such a way that we can
efficiently separate the formula from the instantiation of its variables. For simplicity.
we require that the instantiation process be completed starting with variables from
left to right. Given a formula w. if we instantiate the first A variables of «' to produce
formula w; and instantiate the first [ variables of «w to produce a formula ;. we sayv
that the formula «i is a prefir of formula «; if and only if A < [ and the first A
variables of both . and «; are instantiated with the same values.

Claim: Cyr € NP. Proof of claim: Given a string w. verify that « can be divided

into an encoding of the uninstantiated part and the partial instantiation of some of
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the variables of that formula. Then nondeterministically guess an assignment. verify
that this assignment satisfies the formula part of w. Accept if and only if the partial
instantiation is a prefix of the guessed assignment.

We will construct a partial Strong AOWTF as any inverse of the function acompy; :
Cyr — Cyy x Cyy which we will now define. Assume that K is the length of the longest
path in the computation tree of M on input w. Conceptually. we shall consider the
computation tree divided into VK levels where level zero corresponds to the root.
For each level i. there will be at least (i — 1) x VK instantiated variables and at most
t x VK instantiated variables. where i is the level height. We shall consider the root
of the computation tree as the level with height 0.

For anv r € Cy,. define the predicate ®,;(x) to be true if and onlyv if 3w €

SAT . (yo. 1) € Cyr x Cyy such that the following conditions are true:
1. ris a prefix of both yg and y;.

2. r is the closest ancestor of yy and y; which belongs to a lower level (closer to

the root) than both yg and y,.

The structure of the remaining part of the sketch proof parallels that of the proof of
Theorem 3.

Define acompy; : Cyy = Cyy x Cyy

(Yo.y1) Py(r) is true
acompy(r) =

1 otherwise
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Define f : Cy; x Cyy — Cyr to be any inverse of acompy;. We will prove that f is
f is honest: f is associative: f is computable in polvnomial time: and f cannot be

inverted in polynomial time even when given one part of the inverse image.

1. Claim: f is honest. \WWe must show that there exists some polvnomial p such
that. for all r € Cy;. |acompy(r)| < p(lr]). This inequality holds for p being
twice the running time of /. It is true that )/ runs in polvnomial time and
that no configuration can be larger than the time needed to compute it. Thus

f 1s honest.

(V]
.

Claim: f is associative. Let r.y. = be any configurations in Cy; such that each
of (£.y). (y.2). (. f(y.2)). and (f(x.y).z) is an element of domain(f). By the

definition of associativity. we must prove that f(f(r.y).z) = f(r. f(y. 2)).

By definition of f there exists a w € SAT such that wy = f(r.y) and w, =
fly.z). It follows that f(wg.z) = f(r.w,) since this instantiated formula is the
closest common ancestor of wg and w; that belongs to a lower level than the

levels of wq. wy.r. and =.

3. Claimn: f is computable in polynomial time. The function f is computable in
polvnomial time because it is easy to traverse a nondeterministic computation
tree upward. Let (yo.y,) be any instantiated formulas in domain(f). Thus.
there exists w € SAT such that yy and y, are instantiated formulas along some
computation paths in the computation tree of M on input w. Since M runs

in polynomial time. these paths are at most polynomially long. By traversing
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these paths upwards. f(ye.y:) can be computed in polyvnomial time as the closest
common ancestor of yg and y, that belongs to a higher level than both. Hence.
f 1s computable in polynomial time. even though recognizing the domain of f

may take longer time.

4. Claim: f~!' is not computable in polynomial time even with the knowledge of
any of the two input arguments.
Proof (By contradiction). Assume that there exists an algorithm A that runs
in polvnomial time such that A(r.y) = y and f(r) = (yo.y,). whenever
I.yo. y1 € Cyr. Intuitively. traversing the computation tree upward is hard since
the amount of work needed is equivalent to that of deciding SAT. Claim: We
can determine SAT in polynomial time. Given a formula w. we can decide if

w € SAT in polynomial time as follows:

(a) Assume w has m connectives. convert w into an equivalent formula w, in
conjunctive normal form as in Theorem 3.4. which has X = ¢m connectives.

where ¢ is the constant defined in Theorem 3.4.

(b) Regroup the formula w, clauses into new clauses with at most VK variables

in each clause. Rename the clauses into w,’s. where 0 </ < VK.
(¢) Now the resulting formula w is equivalent to wy = wo Awy A .. A w g

(d) In order to generate a padded formula

w,, = ((xoA ~ L)) V(LA ~ )V .. V(Lm A~ Lp)... V(I A~ I,)) Vg
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where ro.ry.....Im.....r, are new variables not in w;. m = VK. and
n =2vVK.
(e) Construct a new 1" by assigning all the variables ry. r,. .... r,, zero values
in the formula w..
(F) Construct 11y by assigning all the variables ry. ry. .... r, zero values in the
formula u-,.
(g) First we explain how to process If}. simulate running A(V.1Y). If A
does not return L then one of the following statements must be true about
I, = A0 1%):
i. 1y = 1. In this case halt and declare A invalid because it violates
the definition of f.
. {11 < || where |I17] denotes the number of instantiated variables
in 11", The number of instantiated variables of 117 is less than that of
I but it is true that they both belong to the same level. \We can run
A 1) = 11,0 We apply the same procedure that we emploved on
117, recursively.
iii. [117] > [T]. In this case. A had instantiated more of the variables in
.
Because there is at most log(\/—lé) variables. the algorithm can take at most
log(VK) steps. and the outcome is a satisfving assignment for w,. We can
verify the deduced satisfving assignment for wy. If the verification process

fails then we can conclude that A is an invalid algorithm and halt with a
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contradiction message.
(h) Next. we shall explain how to find the satisfving assignment for w..... v .
the process is analogous to that of the previous step. The satisfving as-

signment for w; can be computed by generating

w~ = ({(roA ~ r)V(riA ~ )V V(I A ~ Iy) V(Ip o A ~ 1))V (weAwy)

and 117, 11 will be constructing the same as above except that we initialize
wo with the satisfving assignment that we recovered in the previous step.
Run A(11.11%). find and verify the satisfving assignment for w; the same
way as for wy. We repeat the same process until we get all satisfving

assignments of each w, for all 1 <:< VK

Claim: w € SAT if and only if A(FT.115) # L at any step of the Algorithm A.
Claim proof:

(=) Given w € SAT. we need to show that A(1W.115) # L. The func-
tion f~! = acomp,; can be computed as follows: Let ¢ be the formula w«
with all variables of w instantiated with the satisfving assignment of w. Now.
F7HW) = (115.q) because w € SAT and q belongs to the last level of the

computation tree.

(<=) If for every step A(I1.11y) # L. we can find a satisfving assignment for w

as explained in Algorithm A. Hence. w € SAT.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



38

The above algorithm runs in polynomial time in the number of connectives in
the input formula. Hence. we decided SAT in polvnomial time. Contradicting

the assumption that P # VP. O
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3.5. Implementations

Although Theorem 3 constructively proves the existence of AOWFs (assuming P #
NP). our construction does not lead to a simple implementation. The process of
constructing an AOWF that is based on our existence proof is tedious. difficult to
write. and hard to understand. A partial list of things that an implementor of such
AOWTF needs to do includes: picking a language £ € NP with no known polyvnomial
time algorithm that can decide such a language. defining a Turing machine M that can
accept such a language. defining an encoding mechanism to encode the configurations
of M. and writing algorithms to find the closest common ancestor configuration in
the computation tree of M. This process is analogous to writing software using the
binary code constructs (op—code) of a particular machine. Therefore. in this section
we present preliminary attempts at constructing plausible examples of AOWTFs along

with summaries explaining reasons for failure.

3.5.1. Integer and Matrix Multiplication

Integer multiplication over large odd integers is an AOWTF. This operation is associa-
tive and easy to compute. Moreover. its inverse problem is integer factoring. which
is believed to be hard. This operation is also commutative. Integer multiplication.

however. is not strong AOWF.
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3.5.2. Logical OR

An alternative tyvpe of strong AOWTF is the bitwise logical OR function. Define the
function OR : {0.1}" x {0.1}* — {0.1}" by OR(xr.y) = cvy.r.y € {0.1}". If
lr} < ly} then pad r from left with zeros to have string of equal length. This OR
function is associative and commutative and offers some information-theoretic pro-

tection for some of its inputs.

3.5.3. Discrete Logarithms

Diffie-Hellman kev-exchange protocol uses the binary function ¥ : Z, x Z, — Z,
defined by ¥(g.r) = g* (mod p) whenever r € Z,. where p is a large prime integer
and g is a primitive element modulo p. This function is believed to be one-way
function since it is easy to compute and there is no known polynomial-time algorithm
for computing discrete logarithms in finite fields. Note that the function ¥ is not
associative since (¢%)? # ¢'**) for all r.y € Z,. thus ¥ can not be an AOWF.

Following is a summary of our attempt at defining an AOWF that is based on
computing W.

Let p be a large prime number and let g be a primitive root of the multiplicative
group Z, = {¢° (mod p).g' (mod p).---.¢°"* (mod p)}. Let Z; = {0.1.---.p—
2}. Both of Z, and Z7 have order p — 1. For any r € Z;. one can define the index

or discrete logarithm of r with respect to g. written inder, (r). as the unique
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m € Z; such that r = ¢™ (mod p). A bijective mapping between Z; and Z; can
be defined by mapping an r € Z; to inderpy(r) € Z;. An important problem in
complexity theory is to find efficient algorithm A such that. for any prime p. any
primitive root g modulo p. and any r € Z;. A(p.g. r) = inderp 4(x). The inverse of
the problem which is called discrete exponentiation is believed to be one-way. If
we choose p such that the prime factors of p — 1 are small with respect to p. one could
use Polhing-Hellman algorithm [50] to compute the discrete logarithms in polynomial
time. Thus. we require that the selected p and p — 1 have no small prime factors.

Let Z = Z; U {p — 1}. define the function o: Z x £ — Z as follows:

tnderp 4(y)

mderp_y(x)) inderp 4(y)

Vr.ye Z.roy=|yg (mod p) =r (mod p)

Where ¢ is a primitive root of Z,.

With a slight modification to our notion of one-wavness and the intractability
assumption of discrete logarithms. o is a strong AOWF.

First. o is associative. To prove associativity. we must show that Forallr.y. z € Z.
ro(yczy=(roy)o-:.

Let X' =inder,  (r).} = index, 4(y).and Z = inderp 4(=).
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(roy)oz =g¢%Y (mod p)o:

— qmde:p,g(g'\'y (mod p)}Z

= g"7  (mod p)

ro(yoz) =rog'? (mod p)

.\'mde.rp_y(gyz {mod p))

=9

=g Y% (mod p)

Second. o is easy to compute: To prove that. we need to slightly modify our notion
of one-wayness. In the original definition of AOWF. we required that the function
must be easy to compute on all elements in its domain. Our modification suggests
that AOWTF should be easy to compute on a randomly chosen subset of its domain.
Notice that we still require that the function be hard to invert every where.

o is easy to compute on a randomly selected subset of its domain: A user can

generate (r.inderxp ,(r)) pairs at random using the following algorithm:
1. Selects an 1'. y' € Z at random.
2. Compute r = g* (mod p) and y = ¢¥ (mod p) by applying repeated squar-

ing [8] which is an efficient algorithm to compute modular discrete exponentia-

tion.

Now. the user has access to a pair of random (r. inderp 4(x)) and (y. inderxp 4(y))-
The user can compute r o y = r'"%Zrs(¥) by repeated squaring algorithm since (s)he

has both r and inderp 4(y).
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Finally. the inversion of o is not computable in polynomial time. Given y..r o y.
every inversion algorithm A on input g*"de¢%rs(Ehtndesos(v)  (mod p) = r o y.y returns
I must run in non-polyvnomial time.

The previous attempt failed due to the following reason: o is not easy to compute

as stated above. Since inder,(y) is hard to compute so is £ o y = "),

3.5.4. Function Composition

Similar to the previous section. we present our attempt at defining a strong AOWF
that is based on function compositions as well as reasons for failure. \We assume the
following:

1. The existence of a family of bijections F, parameterized by a with domain

{L---R}.

(V]

Forall F,.G, € F,. if F, o G, and either F, or G, were given. an exhaustive

search is required to find the other permutation. o denotes function composition.
3. The length of a is polv-logarithmic in the size of A
4. Given a and F,(k). the fastest way to compute k is by exhaustive search.

For all F,.G, € F,. define o, : Fo, x F, = F, as

FnoaGazFQOGo

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



44

Associativity. computability in polynomial time. and honesty of o are trivial.
Strong one-wayness follows from our assumptions of existence of such family of bi-
jections which is what is wrong with our attempt since this is what we are trving to
define.

Davida. Desmedt. and Peralta [10] assumed the existence of a family of bijections
of a space N which require exhaustive search to invert. Theyv introduced a kev
exchange protocol that relies on the existence of such family of bijections. The security
of their protocol is proportional to the computational time complexity to invert a
member function multiplied by the space complexity required to store information by
both plavers participating in the protocol. Our assumption extends their assumptions
to include the hardness of computing decompositions of permutations even with the
knowledge of one part of the original component to the composition. The problem
of finding such a family of permutations F, that satisfv all assumptions is left as an
open problem.

Let D, be the set of all values of the parameterized keyvs. Given a € D,. define

F.(r) i=1
Fyl(r) =

FymU(F(0) i>1

where F, € F,

Let F,.G,. H, € F, three generators. Define

G ={LalLa = FP oGV o HH® }
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for some 0 < i.j. k< A.

The process of generating the elements of G is deterministic and runs in polvnomial
time. For more details. see [47]. Now. we have a subgroup of permutations that
is easily indexed. Let M = {1---|G|}. G = Lo.L,.---L.y;. Define the function
o: M x M — M as:

Vr.ye M.roy=:

such that there exists L,. L, such that r = inder(L,).y = inder(L,). and z =
tnder(L, o L,) where inder is a function that returns index of a permutation in

the indexed table of G.

3.5.5. Graph Coloring

Based on the conjecture that graph coloring is hard. we tried to define a strong AOWF
by aggregating subgraphs into graphs and extending the coloring of the subgraphs to
the newly created union. The above construction failed since it is casy to invert this

function by exploiting its reflexivity property.
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Chapter 4.

Applications of Strong AOWF

With growing use of electronic transactions. the need for a secure kev-agreement
protocols has increased significantly. For many transactions. the participants must
agree on a shared secret kev and hence the need for secure kev-agreement protocols. A
number of [ETF proposals for secret keyv agreement and management are being devel-
oped including ISAKMP and OAKLEY. The Internet Security Association and Rey
Management Protocol (ISAKMP) is a leading proposal within the [ETF to provide
standard key management for Internet protocols [38]. The Odckley Session Key Er-
change (Oakley) provides a hybrid Diffie-Hellman session key exchange for use within
the [SAKMP framework [41].

In simple terms. the secret kev-agreement problem is defined as follows: Two par-
ties want to share a secret kev & by sending messages back and forth over an insecure
communication channel which is wire-tapped by an eavesdropper. The security re-

quirement for sharing the key is that the eavesdropper can not deduce the secret key

46
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by listening to the channel.

A digital signature scheme provides a way for a user to sign messages so that the
signature can be verified by other users. Diffie and Hellman [13] proposed a scheme
in which any public-kev cryptosystem can be used to sign messages. Using any strong
AOWF. we provide an elegant mechanism for secret-kev agreement and digital sig-
natures. We present novel protocols for two-party secret-kev agreement. In addition.
we explain how strong AOWTFs can be applied to sign messages. We also present an
implementation of our two-party keyv-agreement protocol using discrete logarithms.
and we generalize our protocol and the Diffie-Hellman protocol to enable multi-party
kev agreement. Finally. we propose two protocols for solving two variations of the

digital multi-signatures problem.

4.1. Key Agreement Protocol (KAP)

Protocol KAP given below shows how Alice and Bob can agree on a secret key from

the set .M = {0.1}". were n is a positive integer.

I. Alice generates two random numbers r and y. Alice keeps r secret and
sends y and x o y to Bob.

(3]

Bob generates a random number =. Bob keeps z secret and sends yo =
back to Alice.

3. Alice computes £y = r o (y o z) and Bob computes kg = (roy)o:z.
Alice and Bob agree on k = kK, = kg as their secret key.

Figure 4.1: Key agreement protocol KAP. The key agreement protocol KAP applies
an associative one-way function o : M? — M to solve the Public-Key Distribution
Problem.
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Diffie and Hellman [60] informally define the Public-Key Distribution Problem
{(PKD) as follows. Two parties—say. Alice and Bob—wish to agree on a secret kev & €
M by sending messages back and forth over an insecure channel which is wire-tapped
by a passive enemy. To quantifv the main security requirement of this problem.
the enemy must not have more than an e-advantage in guessing k listening to the
communications over guessing k without listening to the communications. where € is
some small positive real number (sayv. ¢ = 0.01). A stronger version of this problem.
called the Uniform Public-Key Distribution Problem (UPKD). additionally requires
that & be chosen with a uniform distribution from .M and that neither Alice nor Bob

alone can bias the selection of k.

Figure 4.2: Pictorial view of protocol KAP. Alice sends y and .roy to Bob (keeping r
secret). and Bob sends yo = to Alice (keeping = secret). At the end of the protocol. the
passive eavesdropper Eve knows the values y. roy. and yo:. since each of these values
was sent over the insecure transmission line. But the one-wayvness of the associative
function o ensures that. from these values. the eavesdropper cannot deduce r. =. nor
the secret kev Ak =ro(yoz)=(roy)o-=:.

The protocol KAP given in Figures 1.1-4.2 shows how an associative one-way
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function might be used to solve PKD. In protocol KAP. Alice and Bob agree on a
secret kev chosen from the set M = {0.1}". where n is some positive integer. The
protocol uses a strong associative one-way function o : .M* — M. known to Alice.
Bob. and their enemy. During the message exchange period of the protocol. the
random numbers r. y. z are selected from the set M. In the last step of the protocol.
Alice computes her kev Ay = r o (yo ) and Bob computes his kev Ag = (roy)o::

the associativity of o ensures that A4 = kp.

4.1.1. An Implementation of Protocol KAP Using Discrete
Logarithms

In this section. we give an alternate implementation of the protocol KAP without
using an AOWTF. This implementation modifies Diffie and Hellman [60] key agreement
scheme to produce a function o. which although not AOWF. can be used to implement
protocol KAP. The basis of the Diffie-Hellman secret kev agreement protocol can be
viewed as computing the binary function v : Z, x Z, = Z, defined by v(g.r) = g*
(mod p) whenever r € Z,. where p is some large prime integer and g is a primitive
element modulo p. This function is a one-wayv function since it is easy to compute
in polynomial time and since there is no polyvnomial time algorithm for computing
discrete logarithms modulo p. Moreover. this function is strong in its first argument
because. in the discrete logarithm problem. g is known. But the function is not
associative because it is not true that g©**) = (¢*)? (mod p) for all r.y.z € Z,.

In the Diffie-Hellman scheme. after selecting p and g. Alice picks r € Z, at random
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and sends ¢'(g.r).g. and p to Bob. Next. Bob picks y € Z, at random and sends
v(g.y) to Alice. Finally. Alice computes v(v(g.r).y) = (¢¥)" (mod p) and Bob
computes t(g.r).y) = (¢g*)Y (mod p). which value they adopt as their secret kev.
This scheme depends not on the associativity but on the fact that ¢ (uv(g.y).r) =
v(uv(g.r).y) forallr.y € Z,.

To implement protocol KAP using the discrete logarithm. let p be any large prime

integer: let D = Zp x Z,: and define the binaryv function o : D x D — D as follows.

Given any r.y € D x D. let r = {(a,.b,) and y = (a,.b,) and define

(ays mod p.0) ifb,=1andb, =1

y

(ay* mod p.1) ifb, =0and b, =1

Loy =9
(a?* mod p.1) ifb, =1and b, =0

(a3 mod p.0) ifb, =0and b, =0

To use o in protocol KAP. Alice generates a large prime number p such that
p — 1 has at least one large prime factor. If p — | has only small prime factors. then
computing the discrete logarithms is easy.(See [50])

Alice selects r = (a,.1) where «, is a large prime number. also generates y =
(ay.1) where a, is a primitive root of p. Alice sends y. r o y and p to Bob. Bob
generates = = (a..0) where a. is a large prime. Bob computes y ¢ = . Both Alice

and Bob can compute the secret kev r o yo z. By computing the secret key from the
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partial data. we can guarantee that both Alice and Bob will have the same secret key.

roy = (ag* mod p.0)
yo: = (ay* mod p.1)

ro(yoz) = ((a% mod p)* mod p.0)

(roy)o: = ((ayr mod p)* mod p.0)

The secret kev is r o (y ¢ =) which is equal to (r ¢ y) o = even though o is not

associative.

4.2. Multi-Party Key Agreement Protocol (GKAP)

In this section we propose a generalized version of KAP. Suppose that V' participants
want to agree on one shared secret kev. The new GKAP utilizes a strong commutative
associative one-way function o.

Let the participant be P. P,.---. P, were n is the number of participants. Assume
that all the parties can communicate with at least one node P for some 1 < A < n.
The protocol starts by party P generating a large prime number y € Z. Each party
P, will generate a secret number r, for 1 < : < n and (s)he will compute r, o y.
Parricipant P, will send r, oy to Ps.

Since everv participant P, has access to Py. all participants should be able to
retrieve y and compute r, o y.

By the end of this step of GKAP. parties n through & will have in a public directory

all of the following information: y.r;oy. ryo0y. ---. £, 0y.
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To compute the secret keyv: Party P, will get all r,oy forall 1 <i<nandi#)
from the public directory of P and it will compute r, o (r;oy)o(ryoy)jo---o(r,- 0
y)o(r,-yoy)o---o(r,oy). Since o is commutative and associative. each party will

have ryor,o---or,oyo---oy.
N———r
n-1

By the end of this step of GRKAP. each partv will have the same secret key.

4.2.1. An Implementation of GKAP

[n this subsection we provide an implementation of GKAP that is based on the
difficulty of computing discrete logarithms.

Suppose we have .V parties who are to agree on a shared secret key. Let us name
them P, . P,.---.Py. The proposed implementation requires that the participant be
connected via a ring network. (This condition is not essential for this implementation
but it will make it easier to describe).

The implementation consists of .V iterations. By the end of each iteration one of
the parties will have the secret kev and by the end of the Nth iteration. all parties
will have the same secret key.

Party P, starts the GKAP by generating a large prime number p that will be
made public to all users. For this prime number. p — 1 must have at least one large
prime factor. P will also generate a which is a primitive root of the group Z; and
makes it public to every group member.

Each P, will also generate a secret key r, forall 1 <: < .V.

[teration one P; will compute a® mod p and sends it to P,. upon receiving this
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message P, will compute (a*! mod p)*2 mod p) and will pass it to P;. P; will repeat
the same process by raising whatever quantity (s)he receives to the power equal to
her/his secret kev module p and will pass it to the next partv. By the end of this
loop. Py will receive (ot o mod p) and he compute the shared secret key bv
raising this quantity to r, module p. So by the end of the first iteration Py will have
the shared secret kev (a®'"* " nod p).

In the second iteration GKAP starts with P, by computing o** mod p and it will
send to Py. upon receiving this message P; will compute (a*? mod p)** mod p) and
will pass it to P;.

Py will repeat the same process by raising whatever quantity (s)he receives to the
power equal to her/his secret kev module p and will pass it to the next partyv. By the
end of this loop. P; will receive (a*:™ " mod p) and he compute the shared secret

key by raising this quantity to r; module p.

So by the end of the second iteration P; will have the shared secret key

1
In

(a2 mod p). The process continues until all .V iteration are completed.
As observed by Ingemarsson. Tang. and Wong[32]. the Diffie-Hellman scheme can

be similarlv generalized.

4.3. Digital Signatures

As illustrated in Figure 4.3.. a strong associative one-way functions can be used to
sign messages. Suppose Alice wants to send a singed document to Bob. Let us

assume that there is an authenticated public directory in which evervone who needs
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to digitally sign a document must publish her/his public information. Let us assume
that there exists a strong associative one-way function o : M x M — M. Initially.
each user {” generates two numbers r-. y- € .M at random. keeps r;- secret. and
places the pair (y¢-. r¢ o y¢-) into the public directory. To sign anv message m € M.
the user computes the signature g;-(m) = m o r-. To verifv any message-signature
pair (m.o) from L. the recipient retrieves y;- and r- o y;- from the public directory
and computes g o yi- and mo (rp- o y-).

The recipient accepts o as a valid signature of m by U if and only if 0 o y;- =

mo (rg-oyr).

Public Directory
.‘\li('e Yyi. LA0Yyy

Bob yg. rgoyp

Figure 4.3: Pictorial view of a procedure for signing documents using a strong as-
sociative one-way function o : M x M — M. Initiallv. Alice places her public
information y,..r, 0y, in an authenticated public directory. To sign any message m.
Alice computes the signature m o r4 using her secret information r. To verifv the
message-signature pair (m.mour,). Bob checks if mo (r 0y4) = (mor,) oy, using
the public information for Alice y4.r 4o yy4.
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As with many other signature schemes. this scheme is vulnerable to what Rivest[48]
calls existential forgerv: given any valid message-signature pair (m.o;-(mn)). it is pos-
sible to forge signature of new messages of the form m’ = z o m. for anv : € M.
Specifically. forge o(-(m’) = m’orxr;- = (zom)orxe by computing o;-(m’) = zoa-(m) =
zo(mourr). To overcome this difficulty. one could use a public cryptographically-
secure hash function. as suggested by Davies and Price [9} and as typically done in
many signature schemes. When using a hash function h : M — M. the signer would
compute the signature h(m) o r- and assume that Eve cannot find anyv z € .M and
any intelligible message m’ € M such that h(m') = z o h(m).

A number of different schemes have been proposed to solve the digital signature
problem [46. 17]. Multi-party digital signature problem [37] modifies the digital sig-
nature problem by requiring that a number of participants be involved in the signing
process. In [37]. a distinction is made between two variations of this problems. Digital
Group Signatures and Digital Multi-Signatures. In the next two section we clarifv this

distinction and propose two new protocols to solve the above mentioned problems.

4.4. Digital Group Signatures

The following protocol allows any member of a group of signers to sign a message
M € M in the name of the group. Assume that there exists a strong AOWF o :
MxM = M. Let U = (.05, ....Ux be the set of NV signers and let G C P(L)
be the set of groups of users such that members of these groups can sign messages in

the name of that group. We assume the existence of authenticated public directory
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where users and groups of users can register their public information. Furthermore.
all valid groups and their members should be published in the public directory. The

steps for the protocol are:

1. Each group g,. where 1 < i < V will use our Generalized Kev-Agreement
Protocol to agree on a secret keyv r, for that group. They also agree on a public
kev y,. Theyv will compute r, o y, and publish the pair (y,..r, oy,) in the public

directory. Each member of that group will keep a copy of the secret keyv r,.

2. For user U of group g, to sign any message m € M. " computes the signature
or-(m) = m or, and sends the message-signature pair (m.o) to the intended

receiver.

3. To verify any message-signature pair (m.o) from U of group g;. the recipient
retrieves y, and r, o y, from the public directory and computes o o y, and m o
(o, o y,). The recipient accepts g as a valid signature of m by [, if and only if

goy, =mo(r,oy).

This scheme is still vulnerable to the same kind of attacks we described in our
discussion of the Digital Signature Protocol. The same procedures that were employved

to alleviate these problem still hold.

4.5. Digital Multi-Signatures Protocol

The following protocol allows a group of signers to sign the same message. Let us

assume that there exists a strong commutative AOWF o : M x M — M. Let
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U =U0,.0,.....Uy be the set of .V signers and let G C P(L") be the set of groups of
users that will be signing the same message. We assume the existence of authenticated
public directory where users and groups of users can register their public information.
Furthermore. all valid groups and their members should be published in the public

directory. The steps for the protocol are:

1. Each group g,. where 1 < i/ < .V will use our Generalized Kev-Agreement
Protocol to agree on a secret kev r, for that group. They also agree on a public
kev y,. They will compute r, oy, and publish the pair (y,.r, o y,) in the public

directory. Each member of that group will keep a copyv of the secret kev r,.

2. Each user U, will randomly select a secret kev (. computes ¢, oy,. and places

I, oy, in the public directory.

3. For a group ¢, to sign any message m € M. Let us assume that the members

of group g, are [',,.0",.....L,, . where & < V. User (,. where 1 < j < k can
start the process of signing by computing signature o, (m) = mour, o I, and
sends the message-signature-signers (m.oy,. I D,,) to any member of g, who did
not sign m vet. ID, will be a stack of users who have signed the message so

far. The top of the stack contains the identity of the last signer of the message

m.

4. Assume that user [, receives (m.or,.ID, ). User [, will verify the message-
signature-signers first by computing (mor,oux¢, Jo(y,oy,) = mo((r,oy,)o
J

(y, I, )) by retrieving y;. (£, o ¥;). and (y, o IL-.)) from the public directory.
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Associativity and commutativity of o will guarantee the equality in case of
validity of the message. After verifying the message-signature-signers. user U,
will compute a new message-signature-singers by computing o, (m) = mour,o
Iy, ©Ir, and sends the message-signature-signers (m.o¢,.[D, ID,) to any
member of ¢, who did not sign m vet.

5. Similarly. the process will continue until the last member of group g, gets the
message-signature-signers and completes the verification. Without loss of gen-
erality. let us assume that the last member is [',,. The final signature would be

o (m)=mour,ory, org, ©..0Ir, The message-signature pair is ready to

be sent to the receiver of the message.

6. To verifv any message-signature pair (. o) from group g,. the recipient retrieves
y, and r, oy, for all 1 < ; < lg,| from the public directory and computes

goy,0---oy, and o (r,oy,)o(re, oy)o---o(rr, ). The recipient accepts
[ g
9 ~1
o as a valid signature of m by group ¢, if and only if the last two quantities

computed were equal. Associativity and commutativity of o will guarantee

equality in case of a valid message-signature pair.
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Chapter 5.

Security of KAP, GKAP, Digital

Signatures Protocol

In this chapter we discuss the security of the protocol KAP by stating what it means
for this protocol to be secure and by observing some of the properties that this
protocol exhibits.

At the end of the protocol KAP. Eve knows y. r o y. and yo z. For the protocol
to be secure. Eve must not be able to guess the agreed-upon kev r o y o z with an
advantage. We assume that o is a strong AOWF on .M = {0.1}" and that . y. - are
chosen independently with uniform distribution from .M.

If Eve could compute = or =. then even could compute the kev as ro (y o z) or
(roy)oz. This direct attack is impossible because it would contradict the assumption
that o is a strong AOWF.

Thus. the only way in which KAP could possibly fail is if Eve could compute
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royo: without computing r or z. Equivalently. if the only way to compute royo:
is for Eve to find r and = from just knowing y. roy. and y o =. then KAP would be
secure.

One possible attack would be to compute r o yo = by applving o on a sequence of
terms drawn from the given values of y. r o y. and y o z. For example. if y" = y for
some r — | applications of o. then Eve could compute royoz = (roy)oy 2o(yo:).
Thus. for KAP to be secure. it must not be true that y" = y for some polyvnomially
bounded r.

The term secure will refer to computational security. A protocol is computation-
ally secure if and only if an enemy with polvnomially time-bounded computational
power can not crack the protocol in polvnomial time. From our discussions thus far.
the cracking of the Protocol KAP is achieved by computing the secret kev royo z
from the partial information on the public channels (i.e. y. roy. and yo z).

Ya0's [62] model of computational information theory is an elegant model in which
one can discuss some of the security measures for the proposed protocols. Intuitively.
the protocol KAP is computationally information-theoretically secure is equivalent to
proving that the amount of uncertainty (in bits) of the secret-keyv with the knowledge
of the partial information exchanged over the insecure channel. and the amount of
uncertainty (in bits) of the secret-key without this knowledge. are approximately

equal. For a preliminary discussion of such an approach. see [13].
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Chapter 6.

Conclusion

We have introduced the concept of an associative one-wayv function (AOWTF) as an
intriguing and useful new cryvptographic paradigm. We proved that partial AOWFs
exits if and only if P # VP. and we presented protocols for applyving strong AOWFs
to reach unauthenticated secret-key agreement and to sign documents. In addition.
we generalized the KAP protocol to enable two or more parties to agree on a secret
kev. and we presented similar protocols for signing documents by a member of a group
of signers or a group of signers.

We provided our initial proof of the existence of strong AOWFs under the com-
plexity theoretic assumption that P # NP. Although the security of protocol KAP
remains open. we gave some intuitive heuristic arguments suggesting the security of
the protocol KAP.

AOWTsS illustrate a beneficial synergism that can ensue when a crvptographic

object is endowed with a combination of algebraic and security properties. To ex-
61

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



62

plore such combinations. AOWF's are a natural place to start because thev combine
two of the most fundamental properties from algebra and crvptographic security:
associativity and one-wayness.

We conclude with four open problems. 1) Exhibit a plausible strong AOWF.
2) Prove (or disprove) that protocol KAP is secure. 3) What can be said about the
distribution of the agreed-upon kev in protocol KAP? 1) What other applications
do AOWTFs have? All of these questions would be particularly interesting to an-
swer in average-case models of complexity. such as those studied by Impagliazzo and
Rudich [30].

Although the security of Protocol KAP remains open. so does that of the Diffie-
Hellman protocol. Nevertheless. Protocol KAP and our digital signature method
are evidence that AOWFs—and more generallv. functions that combine fundamental
algebraic and security properties—offer elegant solutions to a variety of practical

cryvptographic problems.
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Chapter 7.

Introduction

With the proliferation of the Internet and the World-Wide-Web. software agents are
set to become the foundation for Web-based services. Intelligent agents are being
butlt for a wide range of problem domains including document and information re-
trieval. high performance scientific computing. distributed network management. and
electronic commerce. just to name a few.

Due to their decentralized nature. collaborating agents provide an ideal addition
to the distributed computing paradigm. Although distributed agent-based systems
that support collaborative problem solving encounter security and privacy concerns
especially when thev cross multiple administrative domains. one of the most impor-
tant infrastructural issues. security. has not been fullv addressed in the context of
agent environment. In Part II. we provide a securityv infrastructure for agent commu-
nication languages.

For two agents to communicate with each other by exchanging messages. they must
64
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agree on the svntax and semantic of these messages. Agent communication languages
(ACLs). for instance KQMIL [23. 24. 28. 39] and FIPA ACL [29]. are languages with
precisely defined svntax. semantics and pragmatics' that are the basis for communi-
cation among autonomous software agents. Despite the availability of many security
approaches. products. and tools. a consistent widelv adopted. and cost-effective so-
lution must be found for a security infrastructure in agents environments. Security
mechanisms must be included as an integral part of agent environments. Attaching
security mechanisms to already built agent environments as ~add-ons™ will introduce
more problems of interoperability. integration. and usability.

We employ public-keyv crvptographic objects in defining an infrastructure for agent
communication languages. We begin by identifving the security functional require-
ments for agent communication languages. including authentication. authorization.
and privacy. Furthermore. security functions must be offered at the communication
language message level even though it could be achieved through lower level lavers
such as transport or network lavers. This choice ensures that agents will focus on
implementing their own security policies instead of low-level interactions with lower
lavers. For instance. the Secure Socket Layer protocol meets some of the security
requirement of agents (i.e. authentication and confidentiality): though agents have to
implement a primitive set of security policies that are limited to the ones offered by the
underlying protocols. In order for agents to satisfv their complex security functions.

they have to define and implement their own proprietary security standards. These

!pragmatics describe the effects on the mental attitudes of the sender and receiver agents.
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proprietary standards will reduce the level of intelligent interactions among agents
thus contradicting the functional requirements for an open security infrastructure.
We show that the proposed architecture satisfies those requirements by providing
means to define groups. issue group membership certificates. enable authentication
of agents. provide authorization based on access control lists. and provide a means to
ensure message privacy.

We propose Secure Knowledge Query Manipulation Language (SKQMIL) as an ex-
tended KQML. KQML is a high-level communication language. thus KQML security
extension must be simple. high-level. and efficient. SKQML securitv performatives are
based on existing proposals for public-kev infrastructure which includes: IETF Simple
Public Key Infrastructure (SPKI). Distributed Trust Management [6]. and Rivest and
Lampson [18] proposal on Simple Distributed Security Infrastructure (SDSI/SPKI ).
and it is based on earlier work by Thirunvukkarasu. Finin. and Mayfield [57]. SKQML
is based on a public-key paradigm which provides a means to define groups of agents.
iIssue group membership certificates. to provide authorizations through access control
lists. and to implement specific security policies. In addition. SKQML will enable

authentication of agents. and a means to ensure message integrity and privacy.

7.1. Background and Related Work

Secure electronic communications became an essential requirement in our quest to
protect our own interests. For example. secure communications between customers

and their banks will ensure the safety and security of their money. secure authenti-
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cated communications between corporate main offices and local branches will guaran-
tee the integrity and authenticity of the exchanged electronic mail messages. These
examples are just two of the many applications where digital signatures schemes can
be used to ensure the security of these transactions. The need for security mechanisms
is growing. as is evident in the number of proposals for defining security mechanisms.
These proposals include: Secure Socket Laver (SSL) Protocol [26]. Secure Hypertext
Transfer Protocol (S-HTTP) [43]. Distributed Trust Management PolicyMaker [6].
Simple Distributed Security Infrastructure (SDSI) [36]. Simple Public Key Certificate
(SPKI) [18]. and Domain Name System Security Extensions (SECDNS) [16]. We start
by surveving a few of these proposals that show promise to fulfill the requirements
for a security infrastructure for agent based applications.

First. Blaze. Feigenbaum. and Lacy defined the problem of trust management as
such: ~a distinct component with aspects that include formulating security policies
and security credentials. determining whether a particular set of credential satisfv
the relevant policies. and deferring trust to third parties.” Their work is based on a
simple language for specifving trusted actions and trust relationships. The following
principles guided the DTM solution: a unified mechanism (a single language to de-
scribe policies. credentials. and trust relationship). flexibility. locality of control. and
the separation of mechanism from policy.

The PolicyMaker Trust Management System is a prototyvpe implementation of
their solution to the DTN problem. PolicyMaker accepts a set of local policy state-

ments. a collection of credentials. and an application specific string describing the
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proposed trusted action. Upon the receipt of a REQUEST querv (of the form:
key,.keys..... key, REQUESTS ActionString). Policy-Maker returns the result of
evaluation of the action by interpreting the policy statements and credentials which
are defined in terms of predicates (called Filters) associated with public kevs. Filters
reject or accept action based on what the holder of the associated secret kev is au-
thorized to do. Furthermore. certificates are signed assertions that bind a particular
authority structure (a set of public kevs) to a filter.

Assertions have the form: Source ASSERTS AuthorityStruct The PolicyvMaker
Trust Management Svstem WHERE Filter. A policy is an assertion (not signed) that
is accepted locally. Acceptance regards that the assertion source trusts the public
kevs in the authority structure with the action strings that satisfv the filter which are
programs written in a safe language: they can accept/reject or return an annotation
with restrictions to the original query.

Second. The Simple Public Kev Infrastructure (SPKI) provides mechanisms to
support security in a wide range of Internet applications. The Simple Public Keyv Cer-
tificate Internet-Draft defines a certificate and signature format that enables secure
authentication. authorization of access control. and confidentiality for the Internet.
A SPKI certificate has five conceptual fields: (ISSUER. SUBJECT. DELEGATION.
AUTHORITY. VALIDITY). For more details about the svntax as well as semantic
of the SPKI certificate. we encourage the reader to consult the Internet draft pro-
posal [18]. Note that SPKI certificates can be used to authorize action. give permission

or grant capability by binding a specific attribute to a public key and therefore to the
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kev-holder of the private key.
Finally. according to Rivest. the Simple Distributed Security Infrastructure (SDSI) [36]

Is

“a simple public-kev infrastructure design with a mean for defining groups
and issuing group membership certificates. In addition. SDSI provides
clear terminology for defining access control lists and security policies
with emphasis on localized name space rather than hierarchical global

name space.”

SDSI objects are textual s-erpressions. Principals are public digital signature
verification kevs with the ability to be his or her certification authority whenever
issuing certificates. SDSI main features include: linked localized name spaces. simple
data structure. flexible signatures. identity certificates have human readable content.
manual process for creating identity certificates. certificates also give name/value
bindings and assert membership. on-line Internet orientation. special consideration
for "standard roots”™ as well as DNS names. support for groups. roles. delegation cer-
tificates. and access control lists. The SPKI/SDSI proposal is a merger of the SPKI
proposal together with the SDSI [18]. Two basic forms of the general certificates
were defined in the latest SPKI standard. A name certificate which binds a name
in the namespace of the issuer. to a principal or group of principals and an autho-

zation certificate which binds an authorization (permission) to a principal or group
of principals. Each certificate participating in a trust computation is expressed as a

5-tuple (ISSUER. SUBJECT. DELEGATION. AUTHORIZATION, VALIDITY):
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e [SSUER: generates and signs certificates.

e SUBJECT: certificates grants this principal or group of principals its name or

authorization.

e DELEGATION: a boolean to grant permission to delegate the specified autho-

rization further if true and deny it otherwise.

o AUTHORIZATION: a structured field to express the authorization this certifi-

cate grants to the subject.

o VALIDITY: is a combination of dates (date range or expiration date) and on-line
checks (CRL: list of revoked certificates. Periodic revalidation. and One-time

revalidation) to test the validity period or conditions of the certificate.

The SDSI/SPKI trust computation engine assumes the existence of protected
storage to store ACL entries (An ACL is a certificate issued by Self to grant subjects
some form of authorization). This trust computation engine is referred to as the
Verifier since it processes certificates together with its own ACL entries to determine
if the prover (the entity that is wishing access or digitally signs a document) deserves

access or if some signed documents are valid.

7.2. Agent Communication Languages (ACL)

An ACL is a language with well defined syntax. semantics and pragmatics that is used

in communication between autonomous software agents. In this section. we will give
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background information on two such ACL languages: KQML and FIPA's ACL. Both
KQML and FIPA's ACL are based on speech act theory (which is derived from the
linguistic analysis of human communications). Messages are actions or communicative

acts that have effects on the mental attitudes of the sender and receiver agents [29].

7.2.1. Knowledge Query and Manipulation Language (KQML)

KQML [28. 23. 24] is a communication language and protocol that enables au-
tonomous. asynchronous software agents to share their knowledge and work towards
cooperative problem solving. [t was developed as part of the Knowledge Sharing Ef-
fort. The KQML language can be thought of as consisting of three lavers: the content
layer. the message laver. and the communication laver. The content layver bears the
actual content of the message. in the program’s own representation language. The
communication level encodes a set of message features that describe the lower-level
communication parameters such as the identity of the sender and recipient. and a
unique identifier associated with the communication. The message laver forms the
core of the KQML language. and determines the kinds of interactions one can have
with a KQML-speaking agent.

A primary function of the message laver is to identify the protocol to be used
to deliver the message and to supply a speech act or performative which the sender
attaches to the content (such that it is an assertion. a querv. a command. or any of
a set of known performatives). In addition. since the content may be opaque to a

KQML-speaking agent, this laver also includes optional features which describe the
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content language. the ontology it assumes. and some type of description of the content
(such as a descriptor naming a topic within the ontology). These features make it
possible for KQML implementations to analvze. route. and properly deliver messages

although their content is inaccessible.

7.2.2. FIPA ACL

The Foundation for Intelligent Physical Agents (FIPA) Agent Communication Lan-
guage (ACL) is part of the FIPA effort to provide specification for generic agent
technologies. The first set of specification include specifications for agent manage-
ment. agent communication language. and agent-software integration. The specifi-
cation consist of a set of message types and their semantics. The FIPA ACL [29]
is based on speech act theory where messages are actions or communicative acts.
Everv communicative act is one of five primitive acts: thev include: acts to provide
information on the truth value of a proposition or the value of the object requested.
confirm or cancel the information about a proposition. and request to execute some
action. FIPA ACL allows complex interactions between agents by enabling determin-
istic sequencing or non-deterministic alternatives of acts. as well as a set of high level
interaction protocols. such as requesting and ordering an action or contract net.
Finally. FIPA ACL messages are represented as s-erpressions. The first element
identifies the act being communicated. A sequence of message parameters follows
the act tvpe: each parameter is described by a kevword followed by a colon and a

parameter value which is an s-expression. Examples of parameters: sender. receiver.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



3

content. language. and ontology. The content value is a sentence in the language
supplied in the language kevword parameter. This sentence is the proposition that is
being communicated. We will describe in more details some message types. parame-
ters. protocols. and languages defined in the FIPA ACL specifications in the following

chapter.
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Chapter 8.

Secure Knowledge Query

Manipulation Language (SKQML)

KQMIL as a communication language between agents specifies message formats as well
as protocols for knowledge sharing. Currently. KQML does not have any performa-
tives that enable security mechanisms for communications among cooperating agents
over an open networked environments. In this chapter. we propose Secure Knowledge
Query Manipulation Language (SKQML) as an extended KQML. SKQML allows
agents to communicate securelv over open networks (i.e. Internet). We propose a
security infrastructure based on a public-kev paradigm that will provide a means to
define groups of agents. issue group membership certificates. issue access control lists
(ACL) certificates to provide authorizations and implementation of specific security
policies. Also. SKQMIL enables agents to authenticate one another. to ensure message

integrity. and whenever needed. message privacy and confidentiality.
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8.1. Agents Security Functional Requirements

The decentralized peer-to-peer nature of agent-based applications requires a solution
to the trust management problem identified in [6] and summarized in Chapter 7. In
this section. we summarize the functional requirements and capabilities as proposed
T

in [57]. We also identifv the following new requirements:

e Authentication of principals. Agents should be capable of proving their identi-

ties to other agents as well as verifving the identity of other agents.

e Security of communication between agents which may require authentication of
agent identities. Security also requires message integrity and optionally confi-

dentiality and protection of messages in transit.

e Preservation of message integritv. Agents should be able to detect intentional

or accidental corruption of messages.

e Detection of message duplication or replay. A rogue agent mayv record a legiti-
mate conversation and later play it back to disguise its identity. Agents should
be able to detect and take corrective measures to prevent such plavback security

attacks.

e Non-repudiation of messages. An agent should be accountable for the messages
that thev have sent or received. i.e. theyv should not be able to denyv having

sent or received messages.
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e Prevention of message hijacking. A rogue agent should not be able to extract
the authentication information from an authenticated message and use it to

masquerade as a legitimate agent.

e Security auditing that will allow agents to be identified correctly under all cir-

cumstances.

The security architecture for KQML must also satisfv the following requirements:
Independence of KQML performative and the application semantic. simplicity. inde-
pendence of transport layer. independence of global clock or clock syvnchronization.
authentication by cryvpto-unaware agents. and support for a wide variety of crypto-
graphic systems and standards. Finally. the security architecture of the KQML must
support delegation. An agent must be able to delegate one or more of its capabilities
to one or more agents. With delegation comes the need for agents to define groups of

agents as well as the ability to define access control mechanisms within these groups.

8.2. Agent Security Architecture

Before introducing SKQML. we must define what we mean by ~agent-identity” and

~agent-name  as well as the binding that exists between them.

8.2.1. Naming Agents

Associated with an agent identity is the agent’s name. Finin. Potluri. and others [38]

recognized the need for agents to be named and provided a solution based on Agent
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Domains. One obvious requirement for naming agents is that agents must have names
that are independent of anv implementation details (i.e. transport mechanisms. [P
address. port numbers. etc.). In their solution to the agent-naming problem. Finin
et al. proposed the use of agent domains. which are organized into agent domain
hierarchies. Name resolution of agents will be performed by agent-name-server agents
that use a distributed protocol similar to that used by the Internet domain name
servers (DNS).

Their proposal does not require the addition of any new KQMIL performatives
or parameters and it does not support authentication of agents. Thus to be able to
achieve authentication. their agent naming proposal must be extended. One approach
to achieve that is to add constructs to the Agent Name Server protocol in a fashion
similar to that proposed in the new DNSSEC protocol [16].

Recently. members of the Jackal project provided another solution to the agent-
naming problem [20]. Jackal is a Java implementation of the KQML agent communi-
cation language environment. Jackal uses a hierarchical naming scheme for names that
are unique across time and space. Future plans include extending Jackal’s solution
to include Uniform Resource Locator (URL) based naming and addressing schemes.
Jackal's naming scheme is based on part of the concept of localized name space de-
fined in the SDSI/SPKI proposal for simple public key certificate [36]. SDSI/SPKI
localized name spaces solved the problems inherent in global name spaces as existed
in the X.500 and X.509 global world-wide directory. Localized name spaces allows an

agent to have different names according to the role they play while cooperating with
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other agents.

With this background. we must define exactly what constitutes an “agent identity”
and how to bind this identity to an agent’s name.

Based on the efforts of the teams identified with SPKI [18]. SDSI [36]. DTM [6].
and DNSSEC [16]. we propose identifving agents by their public kevs. An agent
represents a “principal”. A principal. as defined in the literature [36. 18. 6. 16]. is
"an entity that supplies a service or requests an action in a distributed computing
environment.” As stipulated by the SDSI/SPKI proposal. agents speak by signing
statements. Agents as principals will be considered the kevholders of the private
(secret) key. Agents sign with their private kev: thus the role of the public-keyv is one
of signature verification.

In the following sections. we lay out the groundwork for agent security by defining
the following: Security Server Agent. new performatives and parameters needed to im-
plement the security functions identified earlier. SSBL propositional content language.

and finally trust management protocols associated with the security performatives.

8.2.2. Security Server Agent

We propose the following architecture in which a special agent named Security Server
Agent (SSA) will be responsible for distributing certificates and other signed state-
ments on behalf of the principal agent (see Figure 8.1). Using SDSI/SPKI term for
the trust computation engine. SSA is considered the Verifier which is the entity that

processes certificates against its own access control list entries to determine if another

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



9

agent deserves access or if a signed document has a valid signature. We propose a
one-to-one mapping between agents in SKQML and their SSA servers. this mapping
makes the SSA part verifier and part prover whenever its corresponding agent is

participating in a trust management decision.

( Agent Name Sebver SKQML Security Architecture UMBC_Dom%‘,{

Name Deleg
Certs Certs

request sign-object

e

| request
Namg Namg| Deleg issue-
Certs] Certs|| Certs] acl-
erts
entry-
cert

request Acl EnlriP}.

| S —
verify-signature

NASA-Domain

Figure 8.1: Overview of the SKQMIL Security Architecture.

This SSA could be part of the intra-agent composition. In other words. a KQML
speaking agent will have sub-agents (threads) that are responsible for maintaining
a local name space directory if it chooses to do so: or it could defer all the direc-
tory services to specialized agents (Facilitators. Brokers. or even specialized Agent
Name Server agents). The SKQML-speaking agent can choose to do its own trust
management processing or it could defer that to a specialized SSA agent. To avoid

the potential explosion of the number of agents. a group of agents from a particular
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domain could share one SSA for all their trust management functions. These agents
must provide the shared SSA with their secret-kevs. their access control list entries.
and other authorization tags in order for the SSA to participate in trust management
decisions on behalf of these agents. Thus agents should be extremely trustful of the
SSA agent if they elect to delegate all or some of the trust management functionality
to the SSA agent.

[n the following sections. we elaborate on the details of the proposed extensions
that are needed in order to meet the security functional requirements identified earlier.
These details include the new KQML performatives (actions in another ACL) and
parameters. SPKI-SDSI-based language for trust management as well as ontology
denoting the meaning of the symbols in the content expression. and finally a number of
protocols that help in interpreting messages exchanged during a conversation between

SKQMIL -speaking agents.

8.3. New KQML Performatives and Parameters

This section defines the individual message tyvpes that are needed to extend KQML
with constructs (performatives and parameters) to enable security and trust man-
agement. \We start by reviewing some of the KQML message syvntax and semantics.
A KQML message performative [35. 34. 28] is expressed as an ASCII string using s-
erpression language. see Figure 8.2 for complete definitions of the KQML grammar
(Figure 8.2 is borrowed from [35]). The KQML messages are human readable. simple

to parse. and easyv to transport.
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<expr>

<word>
<character>
<special>

<quotation>
<comma-expr>

<string>
<stringchar>

<performative>::

(<word> {whitespace> :<word> <whitespace> <expr>}=*)
<word> | <quotation> | <string> |

(<word> {<whitespace> <expr>}=)
<character><character>x

<alphabetic> | <numeric> | <special>

<t >P=1l+1=-1=1/71&101 "1 71_1

el s %4l :1.1v]?

'<expr> | ‘<comma-expr>

<word> | <quotation> | <strimg> | ,<comma-expr> |
(<word> {<whitespace> <comma-expr>}=*)
‘‘<stringchar>=’’ | #<digit><digit>=*’’<ascii>=*
\<ascii> | <ascii>-\-<double-quote>

81

Figure 8.2: KQML string syntax in BNF.

KQMIL performatives have parameters that are indexed by kevwords. These pa-

rameters must begin with a =" and must precede the corresponding value. KQML

defines a set of reserved parameters with precise semantics including sender. receiver.

from. to. reply-with. in-reply-to. language. and ontology. For a complete description

of the semantics of the KQML messages and the reserved parameters. see [35. 34. 28].

8.3.1. Message Parameters

A KQML message has a set of well defined parameters. The following is a review

of these parameters and a description of the new parameters for the SKQML. See

Table 8.1. KQML message parameters may occur in any order. The only required

parameter is the :receiver parameter.
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Message Parameter

Meaning

:sender

denotes the identity of the sender of the message. This
identity could be the name of the agent using a local-
ized name space of fullv qualified name supplied by
the ANS.

:receiver

denotes the identity or identities or the recipient of
the message. Multiple agent names can be included in
an n-tuple. This notion of multicast does not exist in
the pragmatic of the current KQML but it does exit
in the FIPA ACL proposl.[29]

:from

the origin of the performative in :content when the
forward performative is used.

:to

the final destination of the performative in :content
when the forward performative is used.

:reply-with

introduces the expected label (expression) which will
be used in response to the current message. This la-
bel can be used to follow up on current or previous
conversations.

:reply-by

denotes the time and/or date which indicates the lat-
est time/date bv which the sender expects a reply
from the receiver. This is a new parameter to be
added to the reserved set of parameters of any SKQML
message.

:in-reply-to

denotes the expected label (expression) in response to
a previous action to which this message is a reply.

:langauge

denotes the name of the representation language of
the :content parameter for the action of the current
message.

:ontology

denotes the name of the ontology which is used to give
term definitions for the symbols used in the :content
parameter.

:protocol

introduces an identifier denoting the protocol which
the sender is emploving. This protocol name will aid
the receiver in interpreting the :content parameter
expressions. For example. a protocol to help estab-
lish the level of cooperation the sender of a request
performative is expecting from the reciever while pro-
cessing security related certificates.

:conversation-id

a label that can be used as an aid in an on-going con-
versations between communicating agents. This label
could also helps in the interpretation of the :content
parameter expression.

Table 8.1: Summary of SKQML message parameters and their meanings.
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The expression associated with the :content parameter is what is being communi-
cated to the receiver. The content can be encoded in any language specified in the
:language parameter. The syvntax of the SDSI-SPKI-based language SSBL. which
will be used whenever security functions are required. is described in Section S.4.
Based on acts (performatives) that were introduced in FIPA ACL proposal Part

2 [29]. we propose the following performatives to be part of SKQML.

8.3.2. Request Performative

The pragmatics of the request performative can be described as follows: The sending
agent requests that the receiving agent perform some action described in the content
parameter and specified in the :language parameter. The request performative can
be used with the proposed SSBL (see Section 8.4.). or it could be used with anv other
content language. As noted in the FIPA ACL standard document. the request act
could be used to build composite conversations between agents by having the actions
that are included in the content of the request to be themselves communicative acts.

[t is worth noting that the new performative request is different than the KQML
performative achieve in a number of ways. First. the meaning of achieve per-
formative is that the sender would like the reciever to make something true of its
environment while the in request performative the sender is requesting the receiver
to execute a specific action. Second. it is true that one could argue that the achieve
performative could be used in place of the request performative but that would

require changing the semantic of the achieve to explicitly state that regardless of
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request

Summary

the sending agent requests that the receiving agent per-
form some action described in the content parameter
and specified in the :1language parameter.

Message content

expression containing the action to be performed

Descritption

the sending agent requests that the receiving agent to
perform some action described in the content parameter
and specified in the :language parameter. The receiver
can do one of the following:

e choose to accept to perform the action and inform
the sender with the results of the execution of the
action by sending a tell performative in case of
sucess or sending a failure performative (See de-
tails of failure performative in Table 8.4) in case
the attempt to execute the action ended in fail-
ure. Note that the failure message will contain
an explanation for what happened in the :content
parameter.

e choose to refuse to perform the action by sending a
refuse performative explaining the reason for re-
fusal. See details of refuse performative in Ta-
ble 8.3.

Note that the SDSI-SPKI-Lang will be used to build
the expressions that are part of the :content parame-
ter whenever security related functions are used.

Table 8.2: Request performative definition

84

whether the content language is manipulative. declartive. or procedural. Since one of

our design goals is to propose an infrastrucutre that does not alter the current KQML

standard semantics as far as the current performatives are concerned. we opted to de-

fine the new performative request instead of changing the semantics of the acheive

performative. This choice simplifies adding the new infrastructure to current KQML

implementation.
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Throughout this dissertation. we use a university setting as a demonstration envi-
ronment. All examples of communicating agents will be based on this environement.
we assume the existence of the following subset of SKKQML-speaking software agents
as a limited sample representative of possible agents in any unviersity setting. Reg-
isteration. Accounts-Pavable. Administration. and Student-Agent(s). Each one
of these agents is uniquely identified by its public kev. Later in Section 8.4.. we ex-
plain how agents can send messages with request to themselves to generate their
own kevs. create their own access control list entries. gencrate auto-certificates. and
perform many other functions that are needed for agents to participate in carrving
out university related secure actions and secure functions.

Using the SSBL (See Section 8.6) language to describe the content language in
all of our examples. Thanks to the MIT SDSI team for their implementation of the
SPKI/SDSI certificate standards: we used their implementation [25] in working out

the detailed examples throughout this dissertation.

8.3.2..1 Request performative example

Agent Registration requests that agent Accounts-Payable validate that student Sam
George has no outstanding balance. He does so by providing Accounts-Payable with a
certificate that student Sam George supplied with his registration form as evidence of
his eligibility to register. See Figure 8.3. The sender agent requests that the receiving
agent employv a MostCooperative protocol: in other words. it is asking the receiving

agent to try to get all required certificates in its effort to resolve this trust management
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request before responding to the sender with a list of missing certificates.

{request
:sender Registration
:receiver AccountsPayable
:Teply-with validity-checkl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(action AccountsPayable
(check-authorization
(sequence
(cert
(issuer (hash mdS |¥IojiXGq2xdleZzt+bpYQg==1))
(subject (name
(hash md5
{HnI4+GLQRWg]j/sB8IgTiCw==1) Sam George))
(tag (eligible-to-register))
)

(signature
(hash mdS [iAbKfSzthRCSmuyT/uCdWg==|)
(public-key
rsa-pkcsl-mdS
(e 2118)
(n
| AKBKJPG49s LRYDpAs2hGACjPcg4b9STL ] ixg1HedxMI
AqI2a3dB/BVOgBbHhDX/aNWfJdo7Hv2caV6DolU+9/Uik=|))
| VazQKWIA488H+s3x0q0j+G/hr2/1eH) I0yhnK8Y4MArJy2
STMIuMqS5PrHhAHgNxc36nfcv6u/DhnfP9a3KnvWQ==])

Figure 8.3: Request performative example.

8.3.3. Refuse Performative

An agent sending the performative refuse is informing its recipient that the sending
agent refuses to perform the action that has been requested by the receiver earlier.
The sending agent could attach an explanation for the refusal. The action to perform
is described in the :content parameter and specified in the :language parameter as

well. See Figure 8.3 for a full description of this performative.
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refuse

Summary the sending agent refuses to perform an action that has
been requested by the receiver earlier. The sending agent
attaches an explanation for the refusal. The action to
perform is described in the content parameter and spec-
ified in the :language parameter.

Message content | a sequence of s-erpressions to describe both the action
requested as well as a proposition describing the reasons
for refusal.

Descritption the sending agent refuses to perform the action requested
as part of the message content of an earlier message with
the request performative as the action being communi-
cated. The sending agent of the refuse act is entitled to
deny the execution of any request made from any other
agent. The receiving agent of a refuse message can in-
terpret this message as either the action has not been
done or the action is not feasible from the point of view
of the sender or the reason for the refusal as presented in
the content of the message being sent.

Table 8.3: Refuse performative definition

8.3.3..1 Refuse performative example

Agent Accounts-Payable sends a refuse message to agent Registration in reply to
a request that was sent earlier. See the example described in Figure 8.2. The
Accounts-Payable agent explains the reason for refusal by including the s-erpression
(insuffictent-authorization-proofs validity-receipt-missing) as part of the value of the
:content parameter. Note that in the refuse example described in Figure 8.4. if
the value for the :protocol parameter was SemiCooperative or MostCooperative. the
receiving agent would have included a tag with the required certificates in the first
protocol. In this case. the receiving agent would also include the same tag with a list

containing the remaining certificate that the receiving agent tried to get and failed
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thus requesting that the sender try to get those missing certificates by

itself. The result of performing the action (or not performing in this case) is included
as a sequence of certificates and tag signatures. Also included is the action that was
requested earlier. One could rely on the :in-reply-with field. but for completeness

of the response. we recommend including the requested action as well.

8.3.4. Failure Performative

The failure performative is included so that the sending agent can inform the receiving
agent that the request (that the receiving agent had requested earlier) failed and the
reason for failure. The reason for failure is included in the expression assigned to the

content parameter

using the specified :language. This performative in different from the tell perfor-
mative due to the fact that the sending agent does not require the receving agent
to modify it beliefs nor its Virtual Knowledge Base (V'KB). See Table 8.4 for full

description of this performative.

8.3.4..1 Failure action example

Agent Regustration requests that agent Accounts-Payable validates that student Sam
George has no outstanding balance by providing .1ccounts-Payable with a certificate
that student Sam George supplied with his registration form as evidence of his el-

igibility to register. Agent Accounts-Payable tries to verify the authenticity of the
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(refuse

:content
(result

:sender AccountPayable
:receiver Registration
:in-reply-to validity-checkl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative

(action AccountsPayable
(check-authorization
(sequence
(cert
(issuer (hash md5 |YIojiXGq2xdleZzt+bpYQg==1))
(subject (name
(hash md5
|HnI4+GLQRWgj/sB8IgTiCw==|) Sam George))
(tag (eligible-to-register)))
(signature
(hash mdS [iAbKf5zthRCSmuyT/uCdWg==|)
(public-key
rsa-pkcsi-mdS
(e #11#) (n
| AKBKJPG49s1RYDpAs2hGACjPcgdb9STL j ixg1HedxMI
AqI2a3dB/BV0OgBbHhDX/aNWfJdo7Hv2caV6DoU+9/Uik=1))
| VazQKWIA488H+s3x0q0j+G/hr2/1eHJI0yhmK8Y4MQr Jy2
STMIwMqSPrHhAHgNxc36nfcv6u/DhnfP9a3KnvWQ==1))))

(sequence
(cert
(issuer (hash md5 |YIojiXGq2xdleZzt+bpYQg==1))
(subject (public-key rsa-pkcs1-mdS
(e #11#) (n
| APvZ9UAXPUM/tYHYnoCuXUjJUN4fTh/SANGh/UwCPLbtcK
vTrA9H1NV+CMGTu j4pps4F0dDm6ZzywA JEWHOQbX0=1)))
(tag (reason-for-refusal
(insufficient-authorization-proof
validity-missing))))
(signature
(hash mdS |6mFSrWWdbZKN3qYfP+5+eA==|)
(public-key rsa-pkcsi-md5
(e #11%) (n
| AKBKJPG49s1RYDpAs2hGACjPcgab9STL jixg1HedxMIAq
12a3dB/BVOgBbHhDX/aNWf Jdo7Hv2caV6DoU+9/Uik=1))
| Zqx/yWMI4MWVRcF1dAPmYiC91losZKD135wj/X6PRTonVY
Clpsn50IeB8Z18kIhWMudV2itPtynyooK2ziZklqg==1)) )

Figure 8.4: Refuse performative example

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.

89



90

failure

Summary the sending agent informs the receiving agent that the
request that the receiving agent had requested earlier
failed. The reason for failure is included in the expression
assigned to the :content parameter using the specified
:language.
Message content | expression containing a tuple of the action to be per-
formed and an s-erpression explaining the reason for
failure.
Descritption the sending agent requests that the receiving agent be
informed that the action described in an s-expression in
the content parameter and specified in the :language
parameter did fail. The receiver can do choose to believe
one of the following:

e the action requested earlier was not executed.

e the sender tried and failed to perform the action.
and the sender is explaining the reason for refusal
by sending a failure performative.

SDSI-SPKI-Lang will be used to build the content

expressions.

Table 8.4: Failure performative definition.

certificate and fails due to database error in its internal database and it is send-
ing a failure message to inform the Registration agent with this information. See

Figure 8.5.

8.4. SDSI-SPKI-Based Language (SSBL) and On-

tology

We define the SDSI-SPKI-Based Language (SSBL) which is a propositional content

language. This language can represent SDSI/SPKI actions and the results of the
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(failure
:sender  AccountsPayable
:receiver Registration
:in-reply-to validity-checkl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(result
(action AccountsPayable
(check-authorization
(sequence
(cert
(issuer (hash mdS |YIojiXGq2xdleZzt+bpYQg==1))
(subject (name
(hash md5
|HnI4+GLQRWgj/sB8IgT1iCw==|) Sam George))
(tag (eligible-to-register)))
(signature
(hash md5 |iAbKfSzthRCSmuyT/uCdWg==|)
(public-key rsa-pkcs1-mdS
(e #11#) (n
| AKBKJPG49s1RYDpAs2hGACjPcg4b9STL jixglHedxMI
AqI2a3dB/BVOgBbHhDX/aNWfJdo7Hv2caV6DoU+9/Uik=[))
| VazQKWIA488H+s3x0q0j+G/hr2/1eHJI0yhmK8Y4MQrJy2
STMIwMQSPrHhAHgNxc36nfcv6u/DhnfP9a3KnvWQ==[))) )
(sequence
(cert
(issuer (hash md5 |YIojiXGq2xdleZzt+bpYQg==1))
(subject (public-key rsa-pkcsi-md5
(e #11#) (n
| APvZOUAXPUM/tYHYnoCuXU j JUN4f Th/SANGh/UuCPLbtc
KvTrA9H1NV+CMGTu j4pps4F0dDm6ZzywA JEwWHOQbX0=1)))
(tag (reason-for-failure
(internal-database-error read-error))))
(signature
(hash md5 |jqb714Rn+FpMEWSmE IXVkA==])
(public-key
rsa~-pkcsl-md5
(e #11%)
(n
| AKBKJPG49s1RYDpAs2hGACjPcg4b9STL jixglHedxMIAq
I12a3dB/BV0gBbHhDX/aNWf Jdo7Hv2caV6DoU+9/Uik=1))
IAJJT1kBjct0jbXRZEgYkgU/KaIDil4FCN7XPEe9i0Tpy81
fMLKvgeNJskTfe/z50nRvhSKeD6sTyIeph1PAHBnI=1))

Figure 8.5: Failure performative example.
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execution of these actions. See Figure 8.6 for a full description of the SSBL grammar

in BNF form.

The definition of the SDSPExpr terms are included in Appendix 1. which contains
the SDSI/SPKI grammar written in BNF form as published in the Internet draft {18].
The expression “(result SSBLActionExpr SSBLTerm )~ is responsible for getting the
result of execution of the "SSBLActionExpr™: it will be returned in the value of the
“SSBLTerm™. See the pragmatics of the SSBL language for more examples of the

“result” expression.

8.4.1. Pragmatics of the SSBL Language

There are two types of actions: Intra-Agent and Inter-Agent. Intra-agent actions are
those actions requested using the request performative and sent by an agent to itself
to initialize its name certificate database. generate public-key pairs. generate auto-
certificates. and generate delegation certificates. The Inter-agent actions are those
requested using the request performative where the action included in the :content
is to be performed by the trust management engine of the :receiver agent and
the result of execution returned to the sender agent either via a tell performative.

failure. or deny.

8.4.1..1 Inter-agent actions

register-agent: The sender is registering itself with the Agent Name Server (ANS)

agent: or any other agent capable of holding name certificates. assigned to the receiver
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SSBLExpr

SSBLTerm

SSBLActionExpr

SSBLFuncTerm
SSBLSFuncTerm
SSBLAgent
SSBLFuncSymbol

SDSPExpr

SSBLContentExpr :

SSBLSFuncSymbol :

1= SSBLExpr
| SSBLActionExpr.

ti= f9(f ‘‘result’’ SSBLActionExpr SSBLTerm

I “true”
I ¢“false’’
|  ¢‘‘undecided’’.

::=  SDSPExpr

| SSBLFuncTerm
| SSBLActionExpr.
= “f(f* ‘‘action’’ SSBLAgent SSBLFuncTerm

| ¢<(¢¢ ‘‘self-action’’ SSBLSFuncTerm ¢¢)’’.

€¢(*‘ SSBLFuncSymbol SSBLTerm* ‘‘)’’.
“¢(“*‘ SSBLSFuncSymbol SSBLTerms= ‘¢)’’.
AgentName.

: ‘‘authenticate-agent-by-name’’

[ ‘‘authenticate-agent-by-key’’

| ‘‘sign-object’’

| ‘‘hash-object’’

| check-authorization’’

| ¢‘check-membership’’

|

[

|

|

I

€ ¢

‘‘verify-signature’’
‘flist-required-cert’’
¢ ‘add-to-group’’
register-agent’’
‘reconfirm’’

(4N 4

3

:= ‘‘generate-key’’
| ‘‘issue-auto-cert’’

| ‘‘issue-local-name-cert’’

| ‘‘issue-acl-entry-cert’’

| f‘issue-delg-cert’’

| ¢‘issue-group-member-cert’’
| ‘‘encrypt-object’’

| ‘‘decrypt-object’’.

::= <5-tuple>

| <acl>
| <ecrl> | <delta-crl> | <reval>
| <sequence>.

Kl)]l

tf))r
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field. The process of registering an agent with ANS starts by sending a request
performative with the parameter content field containing the action register-agent
and either the s-erpression containging the auto-certificate or a name certificate
with a public keyv as an s-erpression that represents a SDSI-SPKI public-kev object
as well as the name that the registering agent would like to assume.

In the example described in Figure 8.7. agent SamGeorgedgent is acting on behalf
of student Sam George and is trving to add its public key and any related information

to the localized name space of the Registration agent.

authenticate-agent-by-name: The sending agent requests that the receiving agent
verifv that it has a valid name certificate that matches the certificate included in
the content of the request message. The receiver object can respond with a tell
message that has a :content value that contains a result SSBL construct with
either true or false. In the example described in Figure 8.8. agent Registration asks
agent VerificationServer. which might be a public server where agents could register
their names. to authenticate that Sam George s public keyv is bound to that name in

their certificate database.

authenticate-agent-by-key: The sending agent requests that the receiving agent
verify that it has a valid a certificate that matches the certificate included in the
content of the request message. This certificate includes the public-key SDSI object.
The receiver object can respond with a tell message that has a :content value that
contains a result SSBL construct with either true or false. In the following example.

it is not enough to return a true or false value to the authentication of the public key:
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(request
:sender SamGeorgeAgent
:receiver Registration
:reply-with validity-checkl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(action SamGeorgeAgent |
(register-agent ,
(name
(public-key
rsa-pkcs1-mds

(e #11#)

(n
|AJ24Vi1To6SMzm76GeGB16£Bm330qV9xDe/zkjgY1Ir7nAUXuJEjOic7
J1808TEE6bSWK jyLHeeivquXnGYV8AO=|)) Sam George)

(signature

(hash md5 |3yZ51jNZx70YnNSLwqQlCw==|)
(public-key
rsa-pkcs1-md5
(e #11#)
(n
| AK1B6EvdWXqs05myvSjSiLYw3rQlV0IdoQnX6rX1RjUvzIqWZH26qsk8
GLLdchRDOL5qGWZDsSEsBSpO7xF6jCsE=1))
| ATiCAmOzpQt jFSMpHdCMWjovUHGg3rzz jnn8PgCK7bVhFRT4LV33148mNi
YHfaQkCY3vSoMthfyXDQSRSZjfiZU=1)
)
)
)

Figure 8.7: Register-agent action example.

one would like to know more about the agent owning that keyv. In this case. the result
of the execution of the action should return an auto-certificate that matches the kev

provided. See Figure 8.9 for an example of this action.

sign-object: The sender object requests that the receiver sign the enclosed object
with the receiver public key. It will return a SDSI sequence object with the signature
object of the supplied object. It will return the SDSI sequence object via a result

SSBL construct contained within the body of the content parameter of a tell per-
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(request
:sender Registration
:receiver VerificationServer
:reply-with validity-~checkl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(action Registration
(authenticate-agent-by-name
(name
(public-key
rsa-pkcs1l-md5S

(e #11#)

(n
[AJ24VilTo6SMzm76GeGB16£Bm330qV9xDe/2zkjgY1Ir7TnAUXuJEj0ic?
J1808TEE6bSWK jyLHeeivquXaGYV8AO=|)) Sam George)

)
)

Figure 8.8: Authenticate-agent-byv-name action example.

formative. In the following example Sam George would like to add a course which is
closed. Sam sends a request with sign-object action with the object being a SDSI-
SPKI sequence object that contains a sequence of a certificate from Sam Geogre to
the CS. Authorization. Agent. Sam’s request is to enlist in the CNSC-340 Seciton 0101

and is signed by his public-key. See Figure 8.10 for details of this example.
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(request

:sender Registration

:receiver VerificationServer

:reply-with validity-checkl

:language SDSI-SPKI-Lang

:ontology SDSI-SPKI-Ontology

:protocol MostCooperative

:content

(action Registration
(authenticate-agent-by-name

(public-key

rsa-pkcsi-md5

(e #11#)

(n
|AJ24Vi1To6SMzm76GeGB16£Bm330qV9xDe/zk jgY1Ir7nAUXuJEjOic7
J1808TEE6bSWKjyLHeeivquXnGYV8A0=]))

)
)

Figure 8.9: Authenticate-agent-byv-key action example.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.

97



(request
:sender SamGeorgeAgent
:receiver CS.Authorization.Agent
:reply-with validity-checkl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(action CS.Authorization.Agent

(sign-object

(sequence

(cert

(issuer (hash md5 [YIojiXGq2xdleZzt+bpYQg==|) )

(subject (name (public-key

rsa-pkcsl-md5

(e #11#)

(n
}AL1+h6t0VTsOVWXL6pTQ3dhthMINK103MZH jxOH6quvx Jy2FwkkEZSMk
W7ukM/ 1ZWFoE+p7CQdK6MIb8k2BOWAU=1) )

CS Authorization Agent)

)

(tag (add-to-a-close-course CMSC341 0101) )
)

(signature
(hash md5 |S3I4JNb6CoCYQIWQ3QnuoA==])
(public-key

rsa-pkcsl-md5

(e #11#)

(n
{AJ24Vi1To6SMzm76GeGB16£Bm330qV9xDe/zk jgY1 Ir7TnAUXuJEjOic7
J1808TEE6bSWK jyLHeeivquXnGYV8AO=]))

| AICHGXfsR/5W/L1kWd78k1ytk3QRk5mo0P9uX08An9GVICMeQqqT2ufUEL
12PrsTrBSLX8WnNrS+rQ7/iBbg3sc=|)
)

Figure 8.10: Sign-object action example.
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hash-object: The sender object requests that the receiver object hash the enclosed
object using the hash algorithm mentioned in the content message. It will return the
hashed object via a result SSBL construct contained within the body of the content
parameter of a tell performative. In the following example SamGeorgeAgent asks
a HashingService agent to hash an SDSI-SPKI object (a certificate in this case). See

Figure 8.11 for details of this example.

(request
:sender SamGeorgeAgent
:receiver HashingService
:reply-with hash-requestl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(action HashingService
(hash-object
(hash md5
(cert
(issuer (hash mdS |YIojiXGq2xdleZzt+bpYQg==1) )
(subject (name (public-key
rsa-pkcsl-mdS
(e #11#)
(n
[AL1+h6t0VTsOVWXL6pTQ3dhthMONK103MZHjxOH6quvxJy2FwkkEzSMk
W7ukM/1ZWFoE+p7CQdKEMIb8k2BOWAU=|))
CS Authorization Agent)
)
(tag (add-to-a-close-course) (CMSC341) (0101) )
)

Figure 8.11: Hash-object action example.

The HashingService object hashes the object and sends a tell message. This
message is a SDSI-SPKI hash object. which an s-exrpression where the first argument
is the object hashed and the second argument is the hash of the object. See Figure 8.12

for details description of the result of the example described in Figure 8.11.
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(tell
:sender SamGeorgeAgent
:receiver HashingService
:in-reply-to hash-requestl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(reuslt
(action HashingService
(hash-object
(hash mdS
(cert
(issuer (hash md5 |YIojiXGq2xdleZzt+bpYQg=={) )
(subject (name (public-key
rsa-pkcs1-md5
(e #11#)
(n
}AL1+h6t0VTsOVWXL6pTQ3dhthMINK103MZH jxOH6quvxJy2FwkkEZzSMk
W7ukM/ 1ZWFoE+p7CQdK6MJIb8k2BOWAU=|))
CS Authorization Agent)

)
(tag (add-to-a-close-course) (CMSC341) (0101) )
)
)
)
(hash md5 [|S3I4JNb6CoCYQJWQR3QnuoA==1)
)
)

Figure 8.12: Result hash-object action example.

check-authorization: The sender object requests that the receiver object checks
the validity of an authorization certficate. The receiver object can respond with a
tell message that has a :content value that contains a resutl SSBL construct with
either true or false. or it can respond with a result that contains the certificate that
the receiver holds signed with the receiver’s own key. In the example described in
Figure 8.13. UMBC.BookStore sends a request to the CS.Graduate.Director asking
for an authorization check. In this check. the content of the message contains the

supporting certificates that the agent Dr..John. Doe provided with his request to assign
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a textbook for a course he will be teaching.

(request
:sender UMBC.BookStore
:receiver CS.Graduate.Director
:reply-with
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(action CS.Graduate.Director
(check-authorization
(name (public-key
rsa-pkcs1-mdS
(e #11#)
(n
| AMe4fYne5QUHtc7x+YpaBifsj8DmmyJHD1j4r41v515VvGtHGaMGSWWx
3WVolyijXBGN40rCT13YPSCcLeqfklk=]))
Dr. John Doe)
(cert
(issuer (name (hash md5 |DANk488/QulrnQGwqA5TxQ==|) "Faculty List")
)
(subject (name "Dr. John Doe") )
)
(signature
(hash md5 |cKYOUP8eIxdqPX3fFkJWDw==])
(public-key
rsa-pkcs1-mdS
(e #11#)
(n
|AJaUToWnaPT4yg3MEO3gbnqJr jupEFomLVh+P3Nnyf YGbh85Lx80aTWp
V499qfw+I10Ktkw3Q1£+7VxI02Qg530=1))
|K45110dhc9/8vhSr98aJAwSEQFQA28SYRIUh23ZLo+A6jsu63GT46/j1Yq
7+eix1Tai5JONRM3d920W0+/G+8g==1) )
)
)

Figure 8.13: Check-authorization action example.

check-membership: The sender object requests that the receiver object check that
an agent is a member of a particular group. The receiver object can respond with a
tell message that has a :content value that contains a resutl SSBL construct with
either true or false. or it can respond with a result that contains the certificate that the
receiver holds signed with the receiver's own key. In Figure 8.14. John. Adams would

like to know if Dr. .John Doe is a member of the faculty of the CSEE Department.
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(request
:sender John.Adams
:receiver CSEE.Graduate.Director
:reply-with
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(action CSEE.Graduate.Director
(check-membership

(name "Dr. John Doe")

(name "Faculty List")
)
)

Figure 8.14: Check-membership action example.

The CSEE.Graduate. Director could send back a tell performative with his own cer-

tificate for the group membership of Dr..John.Doe in the faculty list. See Figure 8.15.

(tell
:sender CSEE.Chairperson
:receiver CSEE.Chairperson
:in-reply-with membtestl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(result
(action CSEE.Graduate.Director
(check-membership
(name "Dr. John Doe')
(name "Faculty List")
)
(cert
(issuer (name (hash md5 |DANk488/QulrnQGwqASTxQ==|) "Faculty List"))
(subject (name "Dr. John Doe") ))))

Figure 8.15: Check-membership example result.

verify-signature: The sender object requests that the receiver object check that
the signature included is valid. The receiver object can respond with a tell message

that has a :content value that contains a resutl SSBL construct with
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(request

:sender UMBC.BookStore
:receiver CS.Graduate.Director
:reply-with validsignaturel
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative

:content

(action CS.Graduate.Director
(verify-signature

(sequence

(name (public-key

rsa-pkcsl-md5

(e #11#)

(n
|AMe4fYneS5QUHtc7x+YpaBifs j8DmmyJHDi j4r41v515VvGtHGaMGSWWx
3WVolyijXBGN40rCT13YP5CcLeqfklk=1))

Dr. John Doe)

(cert

(issuer (name (hash md5 |DANk488/QulrnQGwqASTxQ==|) "Faculty List") )

(subject (name "Dr. John Doe") ) )

(signature
(hash md5 |cKYOUP8eIxdqPX3fFkJWDw==|)
(public-key
rsa-pkcsl-md5
(e #11#)
(n
|AJaUToWnaPT4yg3ME03gbnqJr JupEFomLVh+P3Nnyf YGbhSSLx80aTWp
V499qfu+I10Ktkw3Q1£+7VxI02Qg530=1))
{K4S110odhc9/8vhSr98aJAwSEQFQA28SYRfUh23ZLo+A6jsu63GT46/j1Yq
7+eix1TaiSJONRM3d920W0+/G+8g==1 ) ) ) ) )

Figure 8.16: Verifv-signature example.

either true or false. or it can respond with a result that contains the certificate that the
receiver holds signed with the receiver's own kev. In Figure 8.16. UMBC.BookStore
sends a request to the CS.Graduate. Director asking for a signature check with the con-
tent of the message containing the supporting certificates that the agent Dr.John. Doe
provided with his request to assign a texbook for a course he will be teaching. This

action could be used as another way to perform authorizatio check.
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list-required-cert: The sender object requests that the receiver object return a
list of required certificates. The receiver object can respond with a tell mes-
sage that has a :content value that contains a resutl SSBL construct with a se-
quence of tag certificate (not signed of course). In Figure 8.17. John.Adams asks the
CSEE . Graduate. Director for a list of required certificates for the course included in
the adding-course tag. The CSEE.Graduate. Director might return a list of prerequiste

courses that the student has to take. or a proof of eligiblity to register.

(request
:sender John.Adams
:receiver CSEE.Graduate.Director
:reply-with requiredlistl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(action CSEE.Graduate.Director
(list-required-cert
(adding-course CMSC641 0101 Spring 1998)
)
)
)

Figure 8.17: List-required-cert example.

add-to-group: The sender object requests that the receiver object add the sender’s
name to the group identified by the name certificate included in the content of the
request message. The receiver object can respond with a tell message that has a
:content value that contains a resutl SSBL construct with either true or false in
case of sucess or failure respectively. or it can respond with a result that contains
the certificate that the receiver created as a result of the addition signed with the
receiver's own key. In figure 8.18. John.Adams requests that Dr..John.Doe add his

name to the phd-student-list.
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(request
:sender John.Adams
:receiver Dr.John.Doe
:reply-with groupadditionl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(action Dr.John.Doe
(add-to-group
(phd-student-list (name John Adams) ) !
)
)
)

Figure 8.18: Add-to-group action example.

reconfirm: The sender object requests that the receiver agent reconfirm the validity
of the certificate included in the body of the content of the request message. Either
true or false in case of success or failure. respectively. or it can respond with a result
that contains the certificate that the receiver created as a result of the addition signed
with the receiver's own kev. In Figure 8.19. John. Adams asks the Registeration agent

to reconfirm the SDSI-SPKI object (sequence) that was issued to him earlier.
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(request
:sender John.Adams
:receiver Registeration
:reply-with reconfirmi
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol Cooperative
:content
(action Registeration
(reconfirm
(sequence
(cert
(issuer (hash md5 |YIojiXGq2xdleZzt+bpYQg==|) )
(subject (name
(public-key

rsa-pkcsl-md5

(e #11#)

(n
JAL1+h6t0VTsQVWXL6pTQ3dhthMINK103MZH jxOHEquvx Jy2FwkkEzSMk
W7ukM/1ZWFoE+p7CQdK6MIb8k2BOWAU=])

)

CS Authorization Agent)

)

(tag (add-to-a-close-course CMSC341 0101) )
)

(signature
(hash md5 |S3I4JNb6CoCYQJIWQ3QnuoA==|)
(public-key

rsa-pkcsl-mdS

(e #11#)

(n
{AJ24Vi1To6SMzm76GeGB16£Bm330qV9xDe/zkjgY1Ir7nAUXuJEjOic?
J1808TEE6bSWK jyLHeeivquXnGYV8AQ={)

)
|AIcHGXfsR/5W/L1kWd78k1ytk3QRkSmo0P9uX08An9GVICMeQqqT2ufUE]L
12PrsTrBSLX8WnNrS+rQ7/iBbq3sc=1{)

)

)
)
)

Figure 8.19: Reconfirm action example.
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8.4.1..2 Intra-agent actions

[n intra-agent actions. all messages are sent within the same sender agent to itself.
We allow this capabilitv so implemenation interpreters of the SSBL language can use
the same set of Application Programming Interfaces (APIs) for Inter-agent as well as

[ntra-agent actions.

generate-key: An agent will send a message to itself with a self-action construct
of the SSBL Language to generate a pair of public and private kevs. The private key
will be used to sign messages and will remain private (hidden) in its own memory.
The corresponding public part will be available upon request by other agents. so it
will be used in signing (encryvpting) messages sent to the holder of the secret keyv that
matches this public kev. The generate-kev action takes a SDSI-SPKI tag argument
that specifies the generating method. In our example we used the tag pgp with a kev

length of 1024. See Figure 8.20 for a detailed description of this example.

(request
:sender Dr.John.Doe
:receiver Dr.John.Doce
:reply-with autocertl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI~Ontology
:protocol MostCooperative
:content

(self-action Dr.John.Doe

(generate-key

(tag (pgp 1024))) )
)

Figure 8.20: Generate-kev action example.

issue-auto-cert: An agent can use this self-action to generate an auto-certificate

that includes whatever the agent would like the rest of the agent world to know about
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(request

:sender Dr.John.Doe

:receiver Dr.John.Doe

:reply-with autocertil

:language SDSI-SPKI-Lang

:ontology SDSI-SPKI-Ontology

:protocol MostCooperative

:content

(self-action Dr.John.Doe

(issue-auto-cert

(name (public-key rsa-pkcsi-md5
(e #11#) (n
| AMe4fYne5QUHtc7x+YpaBifsj8DmmyJHDij4r41lv515VvGtHGaMGSWWx
3WVolyijXBGN40rCT13YP5CcLeqfkik=]))
Dr. Jone Doe ) ) ) )

Figure 8.21: Issue-auto-cert action example.
itself. See Figure 8.21 for an example of this action.

The CSEE.Chairperson will return the tell statement described in Figure 8.22.

(tell
:sender CSEE.Chairperson
:receiver CSEE.Chairperson
:in-reply-with csauthagent
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(result
(self-action Dr.John.Doe
(issue-auto-cert
(name (putlic-key rsa-pkcsl-md5
(e 2118) (n
| AMe4fYne5QUHtc7x+YpaBifsj8DmmyJHDi j4r4lv515VvGtHGaMGSwWx
3WVoly: jXBGN4OrCT13YPSCcLeqfklk=|)) Dr. Jone Doe }))
(signature
(hash md5 |Nh8KtKptiINdIEo6nLgdSQ==|)
(public-key rsa-pkcsl-mdS
(e #118) (n
{AMe4£fYneSQUHtc7x+YpaBifsj8DmmyJHD1 j4r4lvS15VvGtHGaMGSWrx
3WVolyijXBGN4OrCT13YPSCcLeqfkik=1))
|QVB+£8v1lvjJplcP9/qvzRK491i j9aNd/Sf1X1GONn7U9YqWwLRIMORi10X7g
1hgzT1+ez+EZ5KJhGj7RK1b2wvuYu==1)) )

Figure 8.22: The result of issue-auto-cert exmaple.

issue-local-name-cert: An agent can use this self-action to issue a local name

certificate. This certificate will be stored in the agent’s name certificates database.
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In the following example. agent CSEE. Chairperson defines a local name entry in his lo-
calized name space for the CS. Authorization. Agent and he named it CS Authorization

Agent. See Figure 8.23 for a detailed description.

(request
:sender  CSEE.Chairperson
:receiver CSEE.Chairperson
:reply-vith csauthagent
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(self-action CSEE.Chairperson
(issue-local-name-cert
(name (public-key rsa-pkcsl-mdS
(e #118) (n
IAL1+h6t0VTsOVWXL6pTQ3dhthMINK103MZH j xOH6quvx ]y 2Fwkk EZ2SMi
W7ukM/1ZWFoE+p7CQdK6MIb8k2BOwAU=1))
CS Authorization Agent)) ))

Figure 8.23: Issue-local-name-cert example.

The CSEE.Chairperson will return the tell statement described in Figure 8.24.

(tell
:sender  CSEE.Chairperson
:receiver CSEE.Chairperson
:in-reply-vith csauthagent
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(result
(self-action CSEE.Chairperson
(issue~local-name-cert
(name (public-key rsa-pkcsi-mdS
(e 8118) (n
{AL1+h6t0VTSOVWXL6pTQ3dhthMINK103MZH j xOHEquvx Jy2F wkkEZzSMk
W7ukM/1ZWFoE+p7CQdK6MIb8k2BOWAU=1))
CS Authorization Agent)))

(signature
(hash mdS |tdSsVJehuxupnkLFkq?Ipu==|)
(public~key rsa-pkcsl-mdS
(e #118) (n
1AJ24Vi1To65Mzm76GeGB16£Bm330qV9xDe/zkjgY11r7nAUXuJEjOic?
J1808TEE6bSWK j yLHeeivquXnGYV8AO=]))
|EyneCgX4MwjroyTse82P8GZUICzKKYscxD1/ngdK7aTitBiITujcLvmCxo
Ynybo3irP81chGEMI1KOFhTohlug==1))
)

Figure 8.24: The result of issue-local-name-cert exmaple.
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issue-acl-entry-cert: An agent can use this self-action to issue an acl entry
that will be stored in the acl certificates database. In the following example. the
CSEE.Chairperson issues an acl entry for the agent which is known to the Chair-
person by SvstemAdmin to have both “Root-Administrator™ access to the ftp server

running on the machine named chairperson.umbc.edu. See Figure 8.25.

(request
:sender CSEE.Chairperson
:receiver CSEE.Chairperson
:reply-with systemadminl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(self-action CSEE.Chairperson
(issue-acl-entry-cert

(acl

(entry

(name (hash md5 |tdSsVJehuxupnkLFkq7Ipw==|) systemadmin
(tag (ftp chairperson-machine.umbc.edu Administrator root)) )

Figure 8.25: Issue-acl-entry-cert example.

issue-delg-cert: An agent can use this self-action to issuc a delegation certificate
that will be stored in the delegation certificates database. Suppose that Dr. John
Doe was assigned to teach CMSC341 and he would like to send a request to the
UMBC'.BookStore with information about the textbook that he is assigning for this
course. Before Dr. .John Doe sends the UMBC.BookStore the information. he must

gencrate a certificate (delegation) to the UMBC. BookStore. See Figure 8.26.

The Dr.John.Doe will return the tell statement described in Figure 8.27.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



111

(request
:sender Dr.JohnDoe
:receiver Dr.JohnDoe
:reply-with textbookl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(self-action Dr.John.Doe
(issue-deleg-cert
(cert
(issuer (hash mdS |DANk488/QulrnQGwqASTxQ=={) )
(subject
(public-key
rsa-pkcsl-md5
(e #11#)
(n
|ALLT2qn0uQX0d+1yAeClvoGXgcGgckxVF119SGUSBt1J3e0a6Ayzf33v
R+yShi/2IMSK9jq8TKtXavNOS5gAoMDk=[))

)

(tag (course-info course-name CMSC341
section 0101
semester Spring
year 1998
book-title Principles of Programming Languages
edition Second edition
Author Bruce J. MacLennan

Figure 8.26: Issue-Deleg-cert action example.

issue-group-member-cert: An agent can use this self-action to issue a group
certificate which is a kind of a name certificate.

In the following example. the Graduate. Director issues a certificate for certifving that
Dr.John.Doe is a member of the faculty list. See Figure 8.28. Dr..John.Doe is known

to him with the following localized name:

(name (public-key rsa-pkcsi-md5 (e #11#) (n
| AMe4fYne5QUHtc7x+YpaBifsj8DmmyJHDi j4r41v515VvGtHGaMGSWWx

3WVolyijXBGN40rCT13YP5CcLeqfkik={))
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(tell

:sender Dr.JohnDoe
:receiver Dr.JohnDoe
:in-reply-with textbookl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content

(result
(self-action Dr.John.Doe
(issue-deleg-cert
(cert
(issuer (hash md5 |DANk488/QulrnQGwgA5TxQ==1) )
(subject
(public-key
rsa-pkcsl-mdS
(e #118#)
(n
| ALLT2qn0uQX0d+1yAeClvoGXgcGgckxVF119SGUSBt1J3e0a6Ayzf33v
R+yShi/2IMSK9jq8TKtXavNOSgAoMDk=1))

)
(tag (course-info course-name CMSC341
section 010t
semester Spring
year 1998
book-title Principles of Programming Languages
edition Second edition
Author Bruce J. MacLennan
)
)
)
(signature

(hash mdS [Tf50NVwDC2sQF4MBPeD++g==|)
(public-key rsa-pkcsl-mdS
(e #11#) (n
| AMe4fYne5QUHtc7x+YpaBifsj8DmmyJHD1j4r4lv515VvGtHGaMGSWWx
3WVolyijXBGN40rCT13YP5CcLeqfkik=1))
| ScHmuXfVm6261icb+PYVZryF0i02EgTM4aETNxUaB8(Qeb69QD/bpiwlo33i
X0SqKE1lyJL9Y/i3s1Ag5u6zMH8nA==|))
)
)

Figure 8.27: The result of issue-deleg-cert action example.
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Dr. John Doe).

(request
:sender Graduate.Director
:receiver Graduate.Director
:reply-with facultylistl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(self-action Graduate.Director
(issue-group-member-cert
(cert
(issuer (name (hash mdS |DANk488/QulrnQGwgqAS5TxQ==|) "Faculty List") )
(subject (name "Dr. John Doe") ))))
)

Figure 8.28: Issue-group-member-cert example.

The Dr.John.Doe will return the following tell statement described in Figure 8.29.

encrypt-object: An agent can use this self-action to encrypt an object with its
own kev. The agent encrypts the content of the object(s) mentioned in the content
message. [t will return the encrypted object via a result SSBL construct contained

within the body of the content parameter of a tell performative. See Figure 8.30.

decrypt-object: An agent can use this self-action to decrypt an encrypted object
with its own key. The agent decrvpts the content of the object included with the
encryption key given the content message. [t will return the decrypted object via
a result SSBL construct contained within the body of the content parameter of a

tell performative. See Figure 8.31.
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(tell
:sender Graduate.Director
:receiver Graduate.Director
:in-reply-with facultylistl
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MostCooperative
:content
(result
(self-action Graduate.Director
(issue-group-member-cert
(cert
(issuer (name (bash md5 |DANk488/QulrnQGuwqAS5TxQ==|) "Faculty List") )
(subject (name "Dr. John Doe") ))))
(signature
(hash md5 |cKYQUP8eIxdqPX3fFkJWDw=={)
(public-key
rsa-pkcs1-md5S
(e #11#)
(n
[AJaUToWnaPT4yg3MEO3gbnqJr JupEFomLVh+P3NnyfYGbh85Lx80aTwWp
V499qfw+I10Ktkw3Q1f+7VxI102Qg530=]))
|K45110dhc9/8vhSr98aJAWSEQFQA28SYRfUh23ZLo+A6jsu63GT46/ j1Yq
7+eix1Tai5JONRM3d920W0+/G+8g==])
)
)

Figure 8.29: The result of issue-group-member-cert example.
We assume that KQML-speaking agents will use a basic agent ontology. which
provides a small set of classes. attributes. and relations. The major assumption in
our ontology is that it borrows most of the definitions of its classes. attributes. and

relations from the SDSI/SPKI data structures and syntax.

e Principal is a term that refers to a signature kev or the private part of the

public-key pair. It is used to sign messages on behalf of this agent.

o Public-kev <SDSI Public-Kev Object> is a term that refers to a SDSI public-

key object. which will be used to verify the signatures of certificates signed by
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(request
:sender Dr.John.Doe
:receiver Dr.John.Doe
:reply-to encryp-sucess
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MosCooperative
:content

(self-action Dr.John.Doe
(encrypt-object

(key

(public-key

rsa-pkcs1-mdS

(e #11#)

(n

| AMe4fYneSQUHt c7x+YpaBifsj8DmmyJHDij4r41v515VvGtHGaMGSWWx

3WVolyijXBGN40OrCT13YPSCcLegqfkik=[))
)

(tag (password Linux2.0 amgine))
(tag (password WinNT amginel)) )
)

Figure 8.30: Encrvpt-object action example.

the principal agent bound to this kev.

e Kev-holder is an entity that holds the secret kev. It is the agent that is holding

that kev or the human that this agent is representing.

e Name is a string of the form A, N}V, --- N, where | < k. Every name is part
of a name space which is localized to the agent that holds the name certificate

for that name.

e Certificate is a digitally signed record containing a name and public keyv.

e Name Certificate is a certificate that binds a name to a principal or to a group

of principals.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



116

(request
:sender Dr.John.Doe
:receiver Dr.John.Doe
:reply-to encryp-sucess
:language SDSI-SPKI-Lang
:ontology SDSI-SPKI-Ontology
:protocol MosCooperative
:content
(self-action Dr.John.Doe
(decrypt-object
(key
(public-key
rsa-pkcs1-md5
(e #11#)
(n
[ AMe4fYne5QUHtc7x+YpaBifs j8DmmyJHDi j4r41v515VvGtHGaMGSWWx
3WVolyijXBGN40rCT13YP5CcLeqfkik=1))
IAJr1i8/01AvVyjeGbHZXLkerwqA1RYricbsZP2hon1h70m3a729pEfQbky
tcBAHSENcZ8bc6fcowShLRIW2i+5k=1)
))

Figure 8.31: Decrypt-object action example.

e Authorization Certificate is a certificate that binds an authorization to a prin-

cipal or a group of principals.

8.5. Protocols for Trust Management

A protocol is a set of actions and responses to these actions that must be fullfilled
in order to be compliant with the protocol. We define a number of protocols for
trust management of certificates. To specifv what is expected from an agent while

responding to a request performative: we define three levels of cooperative attitudes.
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8.5.1. Cooperative
Agents agree to minimal cooperation whenever trust management issues are involved.
This agreement means that an agent is not going to go out of its way to gather the

needed certificates: neither will the agent volunteer information about those needed

certificates to the requesting agent.

8.5.2. SemiCooperative

The sending agent requests that the receiving agent be somewhat more cooperative
than in the Cooperative attitude. Agents might inform others with the kind of cer-

tificate required to carry at the trust management issues being discussed.

8.5.3. MostCooperative

The sending agent requests that the receiving agent tryv to retreive whatever it deems
necessary to carry the trust management issues discussed among them. The receiving
agent can respond with a deny performative if it senses that this level of cooperation
requires performing actions beyvond those it is permitted to perform in order to carry

out its trust management obligations.

8.6. SKQML High-level Design

[n this section we detail a high-level design for possible implemenations of the SKQML

architecture with an emphasis on the integration of this implementation using the
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Jackal package. e start by reviewing the high-level designs of the Jackal the
SDSI/SPKI implementations. both of them are written in the Java programming

language.

8.6.1. Jackal High-level Design Overview

Jackal is a Java package that allows applications written in Java to communicate via
KQML. Jackal's main features include communications using KQML. built-in support
for KIF. multiple agents in one Java Virtual Machine. multiple transport protocols
support. conversation policies that are based on KQML semantics. blocking and no-
blocking message-waiting protocols. and flexible agent naming implemenations.

The Jackal architecture is composed of four components and a suite of APIs that
can be used to access most of the services offered by this architecture. The components

are:

L. Transport component. The transport component is responsible for sending and

receiving messages for an agent.

2. Conversation component. The converstation component filters messages through

individual contexts.

3. Routing component. The routing component is responsible for coordination of

outgoing messages of an agent.

4. Distribution component. The distribution component distributes messages within

an agent.
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8.6.2. SDSI 2.0 High-level Design Overview

The Java implementation of SDSI 2.0 consists of three major packages: sdst. sdsti.control.
and sdsi.serpr. The sdst package is the main package which contains a number
of classes designed to represent SDSI objects such as certificates. kevs. signatures.
and principal. The sdis.sexpr package implements a S-erpression language and the
sdsi.control. which contains classes that represents the command-line interface and a

graphical user interface.

8.6.3. SKQML High-level Design

The proposed architecture fits in nicelv with the current JACKAL implemenation

and the SDSI/SPKI Java implemenation for the following reasons:

1. The JACKAL naming services are loosely based on the SDSI notion of localized
name spaces and can be extended to incorporate the required authentication of

agent identities.

2. The SDSI-SPKI 2.0 [25] MIT Implementation is built using C libraries that
can be linked to the existing JACKAL implementation. There is no need to

reimplement the trust management engine.

3. The SDSI-SPKI 2.0 Java implementation is currently under development. It

can be used to implement the trust management engine in JACKAL.

4. The modular design of the JACKAL system can be easily extended to include

other modules to process trust management issues involves SKQML-speaking
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agents.

5. The Java Cryptographic and Security extension can be used as part of the overall
cryptographic objects that participate in the new JACKAL enviornment. This

extension can be used to implemenat the lower-level cryptographic constructs.

In the rest of this section. we describe our high-level design that integrates Jackal.
SDSI 2.0. and SKQMIL.

To descibe our high-level design. we shall descibe a sequence of interactions that
will take place in a system that integrates Jackal. SDSI 2.0. and SKQML. The Message
Handler module in the Jackal implementation must be modified to incorporate the
security extensions that we identified in SKQML. Upon detecting that the message
received is one that represents an SKQML performative. Jackal's Message Handler
will create an instance of the SSBLParser. See Figures 8.32 and 8.33.

Figures 8.32 and 8.33 represent class diagrams (using the Unified Modeling Lan-
guage notaiton) of two possible alternatives for implementing SKQML. Each approach
has its advantages. Whenever the set of actions of the SKQML is extended. the ap-
proach depicted in Figure 8.32 can be easilv extended without modification to the
source code implementation of the class SKQAMLObject. In contrast. the approach
depicted in Figure 8.33 models the security features supported by an agent as an
object or instance of a class. Such an object has a set of operations that implements
the security actions one can execute as a thread in implementing a security policy of
a particular agent. Although this approach represents a purer object-oriented design

than does the first approach. one has to modify the source code in order to extend
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SKQML with new actions.

Without loss of generality. let us focus our disscution on the approach depicted
in Figure 8.33. The SSBLParser will parse the message. create an instance of the
SKQMLObject class. and invoke a method (action) based on the tvpe of action re-
quested in the original SKQML message.lt will also return the result of invocation to
the thread that started the SSBLParser.

The implementation of SKQML by integrating Jackal and SDSI 2.0 must be real-
ized preserving the modularity of the system’s components. Whenever possible. the
implementation of the operations represent the foundation of SKQML must be dele-
gated to the appropriate classes. For instance. to invoke the action generate-key. one
could construct two SDSI 2.0 objects SDSIRSAPublicKey and SDSIRSA PrivateKey

to generate a pair of public-kev pairs based on the RSA algorithm.
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SecurityController

MessageHandler

controls
SSBLParser SSBLObject
hash-object reconfirm sign-object add-to-groyp | | list-rgquired-cert
Register-agent .
verify-signgture checkmembership check-authorization
SRegister-agent
authenticate-by-key authenticate-by-name

issue-local-name-cert

issue-acl-entry-cert

issue-group-member-cert

generate-key

issue-auto-cert encrypt-object’

issue-delg-cert decrypt-object

Figure 8.32: A high-level design for SKQML.
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MessageHandler SecurityController

— ——/——controfs-—
| SSBLObject
"4 L[\
SSBLParser —— SKQMLOb]eCt_
&>SDSIPrivateKey : privkey
&>SDSIPublicKey : pubkey
&List<ACL> : aclEntries
Scanner &lList<Cert»: certList
&List<Auth> : delgList
:getNextTokeno ®generate-key)
opname29 ®issue-auto-cert(

®issue-delg-cer(
®issue-local-name-cert(
®issue-acl-entry-cert®
®issue-group-member-cert)
$encrypt-object)
Sdecrypt-object?)
®authenticate-by-key(Q
®authenticate-by-name(
$check-autharization)
®check-membershipQ
$verifysignature)
$jist-required-cert(
¥add-to-group
®sign-object)
$reconfirm(
®hash-object)
®register-agent()

Figure 8.33: A more object-oriented high-level design for SKQMIL.
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Chapter 9.

Conclusion

The proposed SKQMIL fixes the lack of security constructs in the agent communication
languages standards by providing an infrastructure for security that is based on open
crvptographic certificate standards. This approach guarantees interoperability as well
as ease of integration with existing and vet-to-be-implemented trust management
engines. Our proposal allows agents to participate in trust management issues at a
level that is appropriate for meaningful interactions among agents.

SKQMIL as a security infrastructure for agent communication languages comprises
new performatives. propositional security language. and new protocols for trust man-
agement. To illustrate how SKQML works. we presented detailed examples built
using a partial prototype implementation of this security infrastructure.

A number of evaluation criteria where considered in choosing the SDSI/SPKI
standard as the underlyving public kev certificate standard for the description and

implementation of SKQMIL. These criteria include: open standards. ease of use. ease
124
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of implementation. wide adoption and usage. seamless integration with KQML. and
maximal coverage of the security policy needs of KQML-speaking agents. In evaluat-
ing how well SKQML design met its objectives we considered the following evaluation
criteria: security policy. access control. security testing. open standards. ease of in-
tegration with existing KQML environments. expandability. and extensibility. The
SDSI/SKI-KQMIL integration met most of the evaluation criteria as detailed through-
out Part II of this dissertation.

Our discussion of SKQML security model addressed authentication. privacy. and
implementation of security policies. Our discussion of the proposed performatives
and of the SSBL language did not. however. touch on the following issues: detection
of message duplication or replay. non-repudiation of messages. prevention of message
hijacking. and security auditing. We leave these issues as open research problems.

In conclusion. SKQML is simple. extensible. at a level appropriate for intelli-
gent agents. requires very few additional new performatives. is based on public-kev
cryptographic standards. and provides security functions as an integral part of the

communication language.
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Appendix 1

Simple Public—Key Certificate BNF

This appendix contains a complete specification of the BNF for the SDSI-SPKI
certificate standard. It is copied from the Internet Draft for the Simple Public Key
Certificate [36]. This specification is included because it completes the definition of
the proposed SSBL propositional language.

Top Level Objects

The list of BNF rules that follows is sorted alphabetically. not grouped by kind of

definition. The top level objects defined are:

e < H-tuple >: an object defined for documentation purposes only. The actual

contents of a 3-tuple are implementation dependent.

< acl >: an object for local use which might be implementation dependent. An

ACL is not expected to be communicated from machine to machine.

e < crl>. < delta-crl > and < reval >: objects returned from on-line tests.

e < sequence >: the object carrving kevs and certificates from machine to ma-

chine.

Alphabetical List of BNF Rules
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<6-tuple>:: <issuer5> <subject5> <delegb> <tag-body5> <valid5> ;
<acl-entry>:: " (" "entry" <subj-obj> <deleg>? <tag> <valid>?
<comment>? ")"

<acl>:: " (" "acl" <version>? <acl-entry>* ")"

<byte-string>:: <bytes> | <display-type> <bytes> ;

<bytes>:: <decimal> ":" {binary byte string of that length} ;
<cert-display>:: "(" "display" <byte-string> ")" ;
<cert>:: "(" "cert" <version>? <cert-display>? <issuer> <issuer-loc>?

<subject> <subject-loc>? <deleg>? <tag> <valid>? <comment>? ")"
<comment>:: " (" '"comment" <byte-string> ")" ;
<crl>:: "(" "crl" <version> <hash-list> <valid-basic> ")" ;

<date>:: <byte-string> ;

<ddigit>:: "0" | <nzddigit> ;
<decimal>:: <nzddigit> <ddigit>* | "0" ;
<delegb>:: "t" | "f" ;

<deleg>:: "(" "propagate" ")" ;
<delta-crl>:: " (" "delta-crl" <version> <hash-of-crl> <hash-list>
<valid-basic> ")" ;

<display-type>:: "[" <bytes> u]u :

<fq-name5>:: "(" “"name" <key5> <names> ")" ;
<fq-name>:: " (" "name" <principal> <names> ")" ;
<general-op>:: "(" "do" <byte-string> <s-part>* ")"
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<gte>:: "g" | "ge" ;

<hash-alg-name>:: "md5" | "shal" | <uri> ;
<hash-~list>:: " (" "canceled" <hash>* ")" ;
<hash-of-crl>:: <hash> ;

<hash-of-key>:: <hash> ;

<hash-op>:: “(" "do" "hash" <hash-alg-name> ")" ;

<hash-value>:: <byte-string> ;

<hash>:: "(" "hash" <hash-alg-name> <hash-value> <uri>? ")"

<i-name5>:: "(" "name" <key5> <name> ")"

<issuer-loc>:: "(" "issuer-info" <uri>* ")"

<issuer-name>:: " (" "issuer" " (" "name" <principal> <byte-string> ")" ")"
<issuer5>:: <key5> | <i-name5> | "self" ;

<issuer>:: "(" "issuer" <principal> ")" ;

<k-val>:: <byte-string> ;

<key5>:: <pub-key> | <sec-key> ;

<keyholder-obj>:: <principal> | <name> ;

<keyholder>:: "(" "keyholder" <keyholder-obj> ")" ;

<low-lim>:: <gte> <byte-string> ;

<lte>:: "1" | "le" ;

<n-val>:: <byte-string> ;

<name-cert>:: " (" "cert" <version>? <cert-display>? <issuer-name>

<subject> <valid> <comment> ")" ;
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<name>:: <relative-name> | <fq-name> ;

<names>:: <byte-string>+ ;

<not-after>:: "(" "not-after" <date> ")" ;
<not-before>:: " (" "not-before" <date> ")"
<ndeigit>:: "1" I n2n | ll3|l I 1t4n l ||5|| I |t6n | ll7ll I ll8ll I ugn ;

<0bj"ha5h>:: "(" "object—hash" <hash> u)n :

<one-valid>:: "(" "one-time" <byte-string> ")" ;
<online-test>:: "(" "online" <online-type> <uri> <principal> <s-part>* ")" ;
<online-type>:: “crl" | "reval" | "one-time" ;

<op>:: <hash-op> | <general-op> ;

<principal>:: <pub-key> | <hash-of-key> ;

<pub-key>:: "(" "public-key" <pub-sig-alg-id> <s-expr>#* <uri>*x ")"
<pub-sig-alg-id>:: "rsa-pkcsl-md5" | "rsa-pkcsl-shal" | "dsa-shal" |
<uri>

<range-ordering>:: "alpha" | "numeric" | "time" | "binary" | "date" ;
<relative-name>:: " (" '"name" <names> ")" ;

<reval-body>:: <one-valid> | <valid-basic> ;

<reval>:: "(" "reval" <version> <subj-hash> <reval-body> ")" ;
<s-expr>:: " (" <byte-string> <s-part>* ")"

<s-part>:: <byte-string> | <s-expr> ;

<sec-key>:: "(" "secret-key" <sec-sig-alg-id> <s-expr>* <urid>* ")"

<sec-sig-alg-id>:: "hmac-md5" | "hmac-shal" | "des-cbc-mac" | <uri> ;
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<seq-ent>:: <cert> | <name-cert> | <pub-key> | <signature> [ <op> ;
<sequence>:: "(" "sequence" <seq-ent>* ")"

<sig-val>:: <s-part> ;

<signature>:: " (" "signature" <hash> <principal> <sig-val> ")" ;
<simple-tag>:: "(" <byte-string> <tag-expr>* ")"
<subj-hash>:: "(" "cert" <hash> ")" ;

<subj-obj>:: <principal> | <name> | <obj-hash> | <sec-key> |

<keyholder> | <subj-thresh> ;

<subj-thresh>:: "(" "k-of-n" <k-val> <n-val> <subj-obj>* ")" ;

<subject-loc>:: "(" "subject-info" <urid>* ")"

<subject5>:: <key5> | <fq-name5> | <obj-hash> | <keyholder> |
<subj-thresh> ;

<subject>:: "(" "subject" <subj-obj> ")" ;

<tag-body5>:: <tag-expr> | "null" ;

<tag-expr>:: <simple-tag> | <tag-set> | <tag-string> ;

<tag-prefix>:: "(* "*" "prefix" <byte-string> ")" ;

<tag-range>:: "(" "*" "range" <range-ordering> <low-lim>? <up-lim>?")"
<tag-set>:: "(" "x" "set" <tag-expr>x ")"

<tag-star>:: "(" "tag" "(*)" ")" ;

<tag-string>:: <byte-string> | <tag-range> | <tag-prefix> ;
<tag>:: <tag-star> | "(" "tag" <tag-expr> ")"

<up-lim>:: <1lte> <byte-string> ;
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<uri>:: <byte-string> ;

<valid-basic>:: <not-before>? <not-after>? ;
<valid5>:: <valid-basic> | "null" ;
<valid>:: <valid-basic> <online-test>?

<version>:: "(" "version" <byte-string> ")" ;
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