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Abstract—Cloud-based electronic health records (EHR) systems provide important security controls by encrypting patient data. However, these records cannot be queried without
decrypting the entire record. This incurs a huge amount of
burden in network bandwidth and the client-side computation.
As the volume of cloud-based EHRs reaches Big Data levels,
it is essential to search over these encrypted patient records
without decrypting them to ensure that the medical caregivers
can efficiently access the EHRs. This is especially critical if the
caregivers have access to only certain sections of the patient
EHR and should not decrypt the whole record. In this paper, we
present our novel approach that facilitates searchable encryption
of large EHR systems using Attribute-based Encryption (ABE)
and multi-keyword search techniques. Our framework outsources
key search features to the cloud side. This way, our system can
perform keyword searches on encrypted data with significantly
reduced costs of network bandwidth and client-side computation.
Index Terms—Attribute Based Encryption, Attribute Based
Access Control, Searchable Encryption, Electronic health Record,
Knowledge Graph (Ontology), Cloud Computing, Cloud Security

I. I NTRODUCTION
A cloud-based Electronic Health Record (EHR) system
helps a health organization record patient information in one
place and take advantage of cloud-based storage services [4],
[20], [21], [22]. Cloud storage provides a higher degree of
efficiency and elasticity, as well as substantial cost savings.
Medical centers have embraced cloud-based technology to
manage and operate efficiently with their official records.
Multiple research projects have been designed with such a
focus on secure, cloud-based EHR approaches [21], [4].
On the other hand, storing EHR on third-party cloud
services is associated with an increased risk of attack and
data breaches leading to patient security issues. Governing
bodies such as the Economic and Clinical Health Information Technology (HITECH) [26] and the Health Insurance
Portability and Accountability Act (HIPAA) [11], [27] have
recognized this issue. Therefore, incorporating an EHR system
that conforms with all relevant laws and regulations facilitates
a convenient and smooth sharing of patient data.

Motivation. Joshi et al. [17] presented a cloud-based electronic health records (EHR) system that provides important
security guarantees. First, the health records are uploaded on
the cloud server in an encrypted form to protect data privacy.
Second, the system provides an access control mechanism so
that only the right people can decrypt a given health record.
Lastly, the system provides a tool for managing the access
control policy easily but with rigor.
However, their system doesn’t provide a key search. Owing
to the large volume of data in the cloud, users may need to
search through encrypted data. For example, physicians may
search for a specific symptom or disease through encrypted
EHRs on the cloud to choose patients requiring immediate
treatment. Physicians may also need to find particular patients
with a viral illness to prevent the community from the spread.
When using the aforementioned system, due to lack of the
keyword search feature, when a doctor wants to find a record
with a specific illness system, the entire encrypted health
records must be downloaded and then decrypted to find the
right records. This incurs a huge amount of burden in-network
bandwidth and the client-side computation.
A. Our Work
In this paper, we present our novel approach that facilitates searchable encryption of large EHR systems using
Attribute based Encryption (ABE) and multi-keyword search
techniques. Our framework outsources key search features to
the cloud side. This way, our system can perform a keyword
search with significantly reduced costs of network bandwidth
and client-side computation. We follow the approach of Joshi
et al. [17], and our framework uses an ABE [13] that provides owner-enforced fine-grained access control for encrypted
data. In particular, we have implemented the ciphertext-policy
ABE encryption scheme [6] in our system. Our system also
implements a semantically rich, policy-driven framework that
utilizes ABAC [15] to determine an individual’s access to
the system. We have used Semantic Web Technologies to incorporate this framework. We established a HIPAA-consistent
knowledge graph (ontology) by referring to the HIPAA [16]
knowledge graph built in our previous research. Our system

derives user and EHR field attributes to implement safe
access management and assignment-based encryption from the
knowledge graph.
Keyword search. To support keyword search, we employ the
attribute-based searchable encryption scheme [31], [24] that
enables a user to create a small data (called a token) that is
associated with a keyword she is interested in. For security,
the association is secret; that is, the token itself doesn’t reveal
what keyword(s) it embeds.
Given this token, the cloud server can run the search
algorithm over the ciphertexts to determine which ciphertexts
have the secretly associated keyword(s). Only the encrypted
containing the keyword will be sent back to the receiver. This
way, our system provides keyword search with significantly
reduced network bandwidth and client-side computation costs
compared with the previous work [17].
We have implemented the m2-ABKS scheme [24] that
allows users to search encrypted data in an efficient way.
Edge computing. Through conforming to edge computing
[28] standards, we deliver a workaround. Edge computing
relates to the concept of needing to run data processing before
transferring it to the cloud. Likewise, we enact an access
control function on data within the organizational perimeter,
which we describe as the ‘edge’ in our framework. This means
that users are verified inside the company boundaries, which
maintains their identity’s obscurity. We have also introduced a
rigorous encryption method within the organizational frontier
that safeguards data security against privacy threats before
transferring it to the cloud. The institutional border, therefore,
proves to be a potent edge in protecting data privacy.
Threat model. We require the system to be robust against any
corrupted user who tries to gain information on the ciphertext
that she can’t decrypt with her decryption key. Further, we
require the system to be robust even against a coalition of
users who try to gain information about the ciphertext that no
individual member of the coalition can decrypt with her own
decryption key alone.
Cloud users, once placing their files in the cloud, typically
classify cloud vendors through two major adversary models,
the honest-but-curious adversary model, and the malicious
adversary model [23]. We assume that the cloud server can
be corrupted in an honest-but-curious manner. The cloud
server runs the programs and algorithms accurately. Still, it
could try to gain information on the encrypted data either by
careful inspection or by observing the network communication
between users.
B. Organization
The remainder of the paper is structured as follows – We
discuss related work in Section II, preliminaries in section
III, our system architecture in Section IV, and our system
implementation in Section V. Future works and conclusions
are summarized in Section VI and VII, respectively.

II. R ELATED W ORK
A. Searchability
Given the short time frame is provided to the doctors when
they make the decisions, fast and efficient searchability is
needed for every health information system, especially in the
trend of evidence-based medicine. Dawes and Sampson [10]
reviewed ninety studies on information-seeking behavior in
clinical practice. They pointed out that the lack of time is the
primary factor that hinders the usability of information systems
in clinical settings.
Holden [14] conducted twenty research interviews with
physicians using EHR systems. Physicians reported that system response speed is one of the barriers to EHR uses. In
this background, the demands of data encryption increased
in EHRs’ big transition to cloud-based storage, and usability
decrease problem is raised because there is a lack of practical data management solutions for encrypted data, including
searchability [29]. Thus, we addressed the searchability issues
as the next step of our previous research.
B. Policy Compliance
In the United States, personal health information is protected
by various laws, the most representative of which is the Health
Insurance Portability and Accountability Act (HIPAA) since
1996. The health data protected by these laws are called
electronic protected health information (ePHI) [8]. The Health
Information Technology for Economic and Clinical Health Act
(HITECH Act) facilitates the exchange of ePHI while allowing
the broader and more rigorous application of HIPAA privacy
and security rules [1].
However, these regulations do not specify encryption standards or algorithms. Also, encryption of data in data access
control and transmission is designated as addressable, not
required. This created room for various interpretations and
became a source of contention when sharing ePHI.
C. Attribute Based Encryption
ABE [13] is one of the solutions to preserving data protection and attacks. It was identified as one of the EHR system
security innovations [2], [5], [25]. ABE may be divided into
key-policy ABE (KP-ABE) [3] on CP-ABE [6], depending
on where the policy lies. In CP-ABE, the policy lies in a
ciphertext, and each user receives a set of attributes according
to her access credentials. The policy is usually described
as a Boolean formula with a particular set of attributes as
input. A secure CP-ABE scheme guarantees that a user can
successfully decrypt a given ciphertext only when the user’s
attributes satisfy the ciphertext policy. Because an individual
ciphertext can specify a policy that designates attributes that
data users need to possess for decryption, CP-ABE is deemed
more appropriate for access management in the cloud setting.
Joshi et al. [17] used CP-ABE to establish attributed-based
access control (ABAC) that is semantically rich in data access.
The model assesses classified access choices dependent on the
user attributes and EHR’s fields. The model does not enforce

overhead access regulation on the patient. The central system
manages both EHR safe access and allocation.
D. Searchable Encryption
Encryption has arisen as a decisive method for preserving
data security and anonymity to protect personal privacy. The
conception of valid and reliable information retrieval procedures over encrypted data are of paramount concern as encryption greatly obsoletes the conventional private information
retrieval over plaintext.
The traditional situation, followed by several searchable
encryption schemes [9], [19], [30], [18], is the outsourced
cloud storage under which there are three parties: data owner,
data user, and the cloud service provider (CSP). The data
owner initially encrypts confidential data, building indexes,
then outsourcing ciphertext and indexes to CSP. Data user
needs creating a search token and apply it to CSP for the
desired keyword. After this, CSP conducts a ciphertext scan
and displays related data.
Boneh et al. [7] introduced the public key encryption with
the keyword search system. Subsequently, several public key
SE schemes were introduced that rely on a single keyword
search [9], [19] or multi-keyword search [30], [18], [12].
Though, such systems are also only valid in single-user
situations, which are, in fact, inefficient and unscalable.
In this paper, we implement the m2-ABKS [24] scheme
concentrating on the multi-owner case to enable an attributebased multi-keyword search using the CP-ABE scheme over
encrypted files.
III. P RELIMINARIES
In this section, we describe CP-ABE and attribute-based
searchable encryption schemes.
A. CP-ABE
A ciphertext-policy ABE consists of four algorithms
(Setup, Enc, KeyGen, Dec):
•

•

•

•

Setup(1λ , X , M) → (mpk, msk). The setup algorithm
gets as input the security parameter λ, the attribute
universe X , and the message space M. It outputs the
public parameter mpk and the master secret key msk.
KeyGen(mpk, msk, x) → skx . The key generation algorithm gets as input msk and attributes x. It outputs a
secret key skx .
Enc(mpk, f, m) → ctf . The encryption algorithm gets
as input mpk, and a boolean formula f over X , and a
message m ∈ M. It outputs a cipehrtext ctf .
Dec(mpk, skx , ctf ) → m. The decryption algorithm gets
as input skx and ctf such that f (x) = 1. It outputs a
message m.

Correctness. We require for all x ∈ X and all Boolean
formula f over X such that f (x) = 1, and all m ∈ M,
Pr[Dec(mpk, skx , Enc(mpk, f, m)) = m] = 1,

where the probability is taken over (mpk, msk) ←
Setup(1λ , X , M) and skx ← KeyGen(mpk, msk, x), and the
random coins of Enc.
Security. For a stateful adversary A and security parameter
ABE
λ, we define an experiment ExptA
(λ) as follows:
ABE
ExptA (λ):
f ∗ ← A(1λ );
(mpk, msk) ← Setup(1λ , X , M);
(m0 , m1 ) ← AKeyGen(msk,·) (mpk);
b ←R {0, 1};
ctf ∗ ← Enc(mpk, f ∗ , mb );
b0 ← AKeyGen(msk,·) (ctf ∗ )
If b = b0 output 1; otherwise output 0.
In the above, all queries x that A makes to oracle
KeyGen(msk, ·) should satisfy f ∗ (x) 6= 1.
A CP-ABE scheme ABE is said to be selectively secure
ABE
if for all polynomial adversary A, | Pr[ExptA
(λ)] − 1/2| is
negligible in λ.
In this work, we use a CP-ABE scheme from [6] that
satisfies the above security requirement.
B. Attribute-based Searchable Encryption
Let X be the attribute universe and W = {w1 , . . . , wm }
be the keyword dictionary, D = {d1 , . . . , dp } be the record
set. An attribute-based searchable encryption consists of the
following algorithms:
λ
• Setup(1 , X ) ← (mpk, msk). As with CP-ABE, the
setup algorithm creates the public parameter mpk and
the master secret key msk.
• KeyGen(mpk, msk, x) → skx . As with CP-ABE, the key
generation algorithm gets as input msk and attributes x.
It outputs a secret key skx .
• EncInd(mpk, f, W ) → If . The encrypted index algorithm gets as input mpk, and a boolean formula f over
X , and a set of keywords W . It outputs an encrypted
index If for W .
0
• Token(skx , W ) → tx . The token generation algorithm
gets as input skx and a set of query keywords W 0 . It
outputs a token tx .
• Search(mpk, If , tx ) → 0/1. The search algorithm gets
as input mpk, If and tx . If f (x) = 1 and the embedded
keywords in tx and If match, it outputs true; otherwise
it outputs false.
Note that this algorithm can be performed without the
master secret key msk or a decryptor’s secret key skx .
Therefore, a third party cloud server can run this algorithm.
Correctness. We require for all x ∈ X and all Boolean
formula f over X such that f (x) = 1, and all set of keywords
W,
Pr[Search(mpk, EncInd(mpk, f, W ), Token(skx , W )) = 1] = 1,
where the probability is taken over (mpk, msk) ←
Setup(1λ , X , M) and skx ← KeyGen(mpk, msk, x), and the
random coins of EncInd and Token.

Fig. 1. System Architecture

Security. For a stateful adversary A and security parameter
ABKS
(λ) as follows:
λ, we define an experiment ExptA
ABKS
ExptA (λ):
f ∗ ← A(1λ );
(mpk, msk) ← Setup(1λ , X , M);
skf ∗ ← KeyGen(msk, f ∗ );
(W0 , W1 ) ← AKeyGen(msk,·),Token(skf ∗ ,·) (mpk);
b ←R {0, 1};
If ∗ ← EncInd(mpk, f ∗ , Wb );
b0 ← AKeyGen(msk,·),Token(skf ∗ ,·) (ctf ∗ )
If b = b0 output 1; otherwise output 0.
In the above, all queries x that A makes to oracle
KeyGen(msk, ·) should satisfy f ∗ (x) 6= 1. In addition, all
queries W to Token should satisfy W 6∈ {W0 , W1 }.
An attribute-based searchable encryption ABKS is said
to be selectively secure, if for all polynomial adversary A
ABKS
| Pr[ExptA
(λ)] − 1/2| is negligible in λ.
In this paper, we use the m2-ABKS [24] scheme that
satisfies the above security requirement.
IV. S YSTEM A RCHITECTURE
We describe our overall EHR system architecture (Figure 1)
and various sub-modules in detail.
Participants and system components. Our system comprises
multiple users, authorities, and data owners coming from a
broad medical universe. A single cloud service provider (CSP)
stores all EHR records and the encrypted indexes.
Any login request to the system passes a detailed check
using the Access Manager module. Each user gets access
privileges depending on their attributes checked with the
organization policy. Patients are the data owners, so they have
complete read access to their EHR records. An adversary
can be undermining the cloud service provider as well. In

this scenario, we believe a compromised supplier of cloud
resources would act in an honest-but-curious manner [23].
The complete structure is split into two main parts, defining
the secure edge as the operational border that contains the
Access Manager module and Encryption and Token Origination module. Organizations regulate these modules, so they
are regarded as trusted entities. The other part involves the
untrusted provider of cloud services.
Use cases. Our system has several use cases depending
on whether users want to read, write, or search through the
encrypted EHRs.
At first, the user requests access to the EHR management
system. The Access Manager module first assesses the submission by reviewing ABAC rules specified in compliance
with the private organization policy. Access is authorized if
the attributes match the organization’s policies.
When a user edits a field, the system automatically encrypts
revised information of the accessed EHR fields using the
Encryption and Token Origination module. This unit derives
user attributes from the central ontology housed with the CSP.
The Key Production Engine for EHR provides encryption keys
for encryption. The encrypted text then updates the ontology.
In the case of a search operation, the user provides the
search keyword in the form of a query. The Key Production
Engine for Encrypted Index provides the keys for searching.
Token Origination unit generates a trapdoor using the keyword
and keys. The trapdoor is later submitted to the CSP and
matched against the encrypted Indexes. If there is a match,
the user gets the corresponding EHR.
We will explain each of the sub-modules in-depth in the
next few sections.

JuniorDoctor(?jd) ˆ Certification(?c) ˆ
SeniorDoctor(?sd) ˆ HospitalWard(?hw) ˆ
EHR(Prescription) ˆ EHR(BillingInfo) ˆ
EHR(DoctorNotes) ˆ EHR(ImmunizationDates) ˆ
worksIn(?sd, ?hw) ˆ worksIn(?jd, ?hw) ˆ
isCertifiedBy(?jd, ?c) ˆ reportsTo(?jd, ?sd) ˆ
canModifyPrescription(?sd, true) ˆ
canModifyBillingInfo(?sd, true) ˆ
canModifyDoctorNotes(?sd, true) ˆ
canModifyImmunizationDates(?sd, true) ->
canReadPrescription(?jd, true) ˆ
canReadBillingInfo(?jd, true) ˆ
canModifyDoctorNotes(?jd, true) ˆ
canModifyImmunizationDates(?jd, true)

JuniorDoctor(?jd) ˆ Certification(?c) ˆ
SeniorDoctor(?sd) ˆ HospitalWard(?hw) ˆ
EHR(Prescription) ˆ EHR(BillingInfo) ˆ
EHR(Medication) ˆ EHR(DoctorNotes) ˆ
EHR(Allergies) ˆ EHR(Diagnoses) ˆ
worksIn(?sd, ?hw) ˆ worksIn(?jd, ?hw) ˆ
isCertifiedBy(?jd, ?c) ˆ reportsTo(?jd, ?sd) ˆ
canModifyPrescription(?sd, true) ˆ
canModifyBillingInfo(?sd, true) ˆ
canModifyMedication(?sd, true) ˆ
canModifyDoctorNotes(?sd, true) ˆ
canModifyAllergies(?sd, true) ˆ
canModifyDiagnoses(?sd, true) ->
canModifyPrescription(?jd, true) ˆ
canModifyBillingInfo(?jd, true) ˆ
canModifyMedication(?jd, true) ˆ
canModifyDoctorNotes(?sd, true) ˆ
canModifyAllergies(?sd, true) ˆ
canModifyDiagnoses(?jd, true)

Fig. 2. A SWRL rule for a junior physician with a partial access

A. Access Manager Module
ABAC is the fundamental principle behind this module.
There are three sub-modules, Healthcare Centre Knowledge
Base, Rule-Based Reasoning Engine, and the Policy Unit,
within this module:
• The Healthcare Centre Knowledge Base sub-module uses
an ontology to preserve all details of every individual
belonging to the healthcare organization.
• Policy Unit holds the control policies.
• Rule-Based Engine utilizes Semantic Web Rule Language
(SWRL) to leverage the security rules to execute access
management decisions. Rule-Based Engine derives the
semantics of the user and document from the Healthcare
Centre Knowledge Base, which is present in the form of
an ontology, to give access decisions.
Example: A junior physician. Figure 2 shows an example
SWRL rule for a junior physician with access to EHR fields
based on the access of a senior physician to whom the junior
physician reports in the same hospital ward.
The Junior Doctor has partial access, i.e., modify access to
two fields in the EHR, which are Allergies and Doctor Notes.
The rest of the fields are only for reading. Often the access
fields of a doctor vary within the various department. A junior
doctor in a different department may have access to limited
fields but may have full control.
Figure 3 shows an example SWRL rule for a junior doctor
with full access to EHR fields based on the access of a senior
physician to whom the junior physician reports in the same
hospital ward.
B. Encryption and Token Origination Module
As shown in Figure 1, this module contains several submodules including the Healthcare Centre Knowledge Base,
Attribute Extraction Engine, Encryption Unit, Key Production
Engine for EHR, Key Production Engine for Encrypted Index,
and Token Origination Unit.
The main principles underlying this module ABE [6] and
SE [24]. Our system runs CP-ABE [6] and m2-ABKS [24] in
parallel. We implemented CP-ABE scheme [6] for encrypting
and decrypting EHRs. m2-ABKS scheme [24] allowed searching through the encrypted EHR in our framework.

Fig. 3. A SWRL rule for a junior physician with the full access

Fig. 4. Token generation process

The attribute extraction engine queries the EHR ontology
to obtain user attributes and EHR fields and authorization to
read or write data. Data users’ attributes combine with the
master key and public key to produce separate private keys
for EHR and Encrypted Index. Private keys for EHR operate
as the encryption/decryption keys to protect the EHR, and
Private keys for Encrypted Index allows searching through the
encrypted data. After editing an EHR field, a new node is built
in the ontology and the corresponding EHR field and stored
within the cloud server.
There are separate Key Production Engines that provide
distinct keys for encrypting, decrypting, or searching through
encrypted EHRs. In the case of a search operation, the user
provides the search keyword in the form of a query. The Key
Production Engine for Encrypted Index provides the keys for
searching.
The token Origination unit generates a trapdoor using the
keyword and keys, as shown in Figure 4. The trapdoor
is a query for searching through the encrypted index. The
trapdoor is later submitted to the CSP and matched against
the encrypted Indexes. If there is a match, the user gets the
corresponding EHR. If a user wants to decrypt a particular
EHR fetched by the CSP, it obtains the decryption keys from
the Key Production Engine for EHR.

could look at the knowledge exchanged within and outside
the organization. To tackle this, inside the organizational
perimeter, we implement an access control mechanism on data,
which we define as the ’edge’ in our system. Therefore, users
are verified inside the organization’s limits, which preserves
the anonymity of their identification. We have implemented a
rigorous encryption process within the organizational frontier
using the Encryption and Token Origination module to safeguard data protection against privacy threats before moving it
to the cloud.
V. I MPLEMENTATION
Fig. 5. Encrypted index generation process

C. EHR Ontology
The EHR ontology is designed following accordance with
HIPAA [16] privacy and security rules. As an information
graph, it records user and EHR attributes. The attributes of
the EHR include Allergies, Billing Information, Prescription,
Diagnosis, Doctor Notes, Prescription, Medication, Laboratory Results, and Dates of Immunization. Various users with
specific designations in separate hospital wards can have
multiple kinds of access to the EHR fields, which are stored
within the ontology. The ontology outlines the functions and
characteristics of members from medical organizations and
their varying relations.
D. Encrypted Index
The encrypted index is a file stored within the cloud server.
The file contains encrypted word tokens from each patient
EHR and the unique patient id. Word token from each patient
EHR extracted is encrypted using encrypted keys, and user
attributes following the m2-ABKS scheme [24]. The Key
Production Engine supplies the encryption keys for generating
the Encrypted Index. User attributes obtained with the aid of
the Attribute Extraction Engine from the EHR ontology. The
procedure was repeated on all patients in the system, as shown
in Figure 5. The encrypted word tokens and the individual
patient ids for each patient form a data frame recorded in the
encrypted index file that is stored in the CSP.

The EHR Management Software is developed in Python
using the Python Django web-based framework. It is an
open-source web application that allows field-level attributebased encryption and access control of patient EHR. The
framework also enables search through encrypted EHR. The
framework is based on the architectural concepts of the
Model-View-Controller (MVC). EHR Management Software
allows doctors, nurses, etc. to treat their patients by ensuring service securely. ABAC controls field-level access to
patient EHR, ABE encrypts data to store securely within
the cloud service provider, and SE allows search through
the encrypted EHRs. The EHR ontology developed using
the Protege [protege.stanford.edu]. The Stanford Center for
Research in Biomedical Informatics developed Protege. It
is an open-source editor and management framework with
knowledge graphs. SPARQL with Apache Jena library queried
the ontology using the open-source rdflib library. SWRL is
used to modify the knowledge graph and extract inferences.
The EHR Manager thus embraces the semantic web, CPABE, and SE to ensure a field-level EHR managing framework
successfully.
A. Dataset Description
There are 11200 patient instances in our system. Each
patient has different fields like Allergies, Billing Information,
Prescription, Diagnosis, Doctor Notes, Prescription, Medication, Lab Results, and Immunization Dates in their EHR that
depends on the medical history. Following the edge computing
idea [28], the EHRs are encrypted within the organization’s
limit and stored in the cloud server.

E. Cloud Service Provider

B. Proof of Concept

The cloud service provider reflects a central cloud computing platform. It remains beyond the organization’s boundaries,
containing the EHR ontology and the encrypted index. The
EHR ontology includes all the descriptions of the multiple
users and records as instances of groups established in the
medical domain ontology. The ontology complies with HIPAA
privacy and security rules [16]. The encrypted EHR data
is stored on the cloud platform as nodes of the ontology.
The encrypted index contains the encrypted token with its
corresponding patient id from all patient instances.
Since we consider the honest-but-curious adversary model
[23], CSP accurately runs the programs and algorithms but

We developed a proof of concept detailed below for evaluating our system. Suppose Elizabeth is a doctor in our system.
Elizabeth submits a login request that passes a detailed check
using the Access Manager module. She qualifies the organization access policy, and the Access Manager Module grants
the access decision. Elizabeth wants to search through the
encrypted EHRs to find patients with coronavirus symptoms.
So she wants to find patients having a fever. Figure 4 depicts
the prototype interface of such a scenario.
We describe another prototype below. Lalita is a patient
in our system, and Elizabeth is an authorized user, and her
attributes match Lalita’s EHR access policy. Elizabeth gets
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Fig. 6. Interface of Dr. Elizabeth after login to the system.

the decryption keys from the Key Production Engine for EHR
and decrypts the EHR using the Encryption Unit. Elizabeth
receives different types of access, read or write, to various
EHR fields. Figure 5 depicts the prototype interface of such a
scenario.
We have measured the time it takes for a token to be
produced from the Token Origination Unit to prove that our
scheme is fast enough. On average, it just requires 1.36
seconds.
VI. F UTURE WORKS
We plan to use a single scheme for encrypting or decrypting
EHR and searching through encrypted EHR, eliminating the
encrypted index file. We intend to increase patient instances
and perform extensive performance evaluation using standard
benchmarks to show our system’s usability and performance.
The user attributes keep on changing with time, so we hope
to include attribute revocation. Another dominant direction for
us could be exploring the best practices for storing encrypted
indexes and EHR.
VII. C ONCLUSION
In this paper, we developed a framework that allows fieldlevel attribute-based encryption and patient EHR access control. Owing to the large volume of data in the cloud, the
doctors may need to search through encrypted data. So, our
framework also enables search through encrypted EHR. ABAC
controls field-level access to patient EHR, ABE encrypts data
to store securely within the cloud service provider, and SE
allows search through the encrypted EHRs. Our methodology
created and produced a comprehensive knowledge graph that
depicts the various stakeholders’ roles and attributes in the
medical organization and the specific relationships between
them. We stored the ontology and the encrypted index within
the CSP, considering the HBC adversary model [23]. We
implement an access control mechanism on data inside the
organizational perimeter, which we define as the ’edge’ in
our system. Therefore, users are authenticated inside the
organization’s limits, which preserves the anonymity of their
identification. We have implemented a rigorous encryption
process within the organizational frontier using the Encryption
and Token Origination module to safeguard data protection
against privacy threats before moving it to the cloud.
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[22] Hans Löhr, Ahmad-Reza Sadeghi, and Marcel Winandy. Securing the
e-health cloud. In Proceedings of the 1st acm international health
informatics symposium, pages 220–229, 2010.
[23] Tim Mather, Subra Kumaraswamy, and Shahed Latif. Cloud security and
privacy: an enterprise perspective on risks and compliance. ” O’Reilly
Media, Inc.”, 2009.
[24] Yinbin Miao, Jianfeng Ma, Ximeng Liu, Fushan Wei, Zhiquan Liu, and
Xu An Wang. m 2-abks: Attribute-based multi-keyword search over
encrypted personal health records in multi-owner setting. Journal of
medical systems, 40(11):246, 2016.
[25] Shivaramakrishnan Narayan, Martin Gagné, and Reihaneh Safavi-Naini.
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