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Privacy Policies and Data Regulations

* Privacy policy length quadrupled since 2000, taking 304 hours a
year to read [1].

* Average American adult reads at a 7th to 8th-grade level, but
privacy policies require college-level understanding [2].

*  67% of people say they understand little to nothing about what
companies do with their data [3].

* Research highlights increased collection and sharing of sensitive
data and a lack of choice in data practices [4].

privacy policies?

https://www.newscientist.com/article/2307117-privacy-policies-are-four-times-as-long-as-they-were-25-years-ago/

https://www.commonsense.org/education/articles/its-not-you-privacy-policies-are-difficult-to-read

https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-privacy

https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/



https://www.newscientist.com/article/2307117-privacy-policies-are-four-times-as-long-as-they-were-25-years-ago/
https://www.commonsense.org/education/articles/its-not-you-privacy-policies-are-difficult-to-read
https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-privacy
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
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Related Work: Analysis of Privacy Policies

Manual Analysis:
T = * E.g., Mozilla Privacy Not Included [1].
|17 AUTOMATIC -
jiepRcy | a i *  Too costly!
* 68,160 minutes in 2022
Automatic Analysis (Using ML, DL, NLP, KG):
* E.g,
*  Polisis [2]
* PoliGraph [3]
* Hard to understand users' questions and answer to them!
(new) LLM Analysis?

* E.g,
*  PolicyGPT [4]
+ [5]

1. https://foundation.mozilla.org/en/privacynotincluded/

2 Harkous, Hamza, et al. "Polisis: Automated analysis and presentation of privacy policies using deep learning." 27th USENIX Security Symposium (USENIX Security 18). 2018.
3. Cui, Hao, et al. "PoliGraph: Automated privacy policy analysis using knowledge graphs." 32nd USENIX Security Symposium (USENIX Security 23). 2023.
4 Tang, Chenhao, et al. "Policygpt: Automated analysis of privacy policies with large language models." arXiv preprint arXiv:2309.10238 (2023).

5. Rodriguez, David, et al. "Large Language Models: A New Approach for Privacy Policy Analysis at Scale." arXiv preprint arXiv:2405.20900 (2024).


https://foundation.mozilla.org/en/privacynotincluded/

GenAl and LLM’s =

policy
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Excels at processing large volumes of text swiftly. ' N J
Enhances accessibility of complex documents. G e nAl + Ch atbot

+ Privacy Policy =
GenAlPA?

Understands context and intent behind user questions.
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Produces human readable answers.
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Evaluation is Essential

How many 'm's are in the word 'Weather'?

GenAl can “hallucinate” (glitch), evaluation is important!

There is one 'm'in the word 'Weather'.

Are you sure?

° SAT Readlng & ertlng SECtlon Apologies for the oversight. You're right; there are no 'm's in the word 'Weather'. Thank you

* GPT-4 - Score 710 / 800 (93rd percentile) [1].

for pointing it out.

e Barexam

* GPT-4 - Score 298 / 400 (90th percentile) [1].

*  Where is our “privacy” exam for GenAl?

e GenAlPABench!

[1] https://www.businessinsider.com/list-here-are-the-exams-chatgpt-has-passed-so-far-2023-1
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GenAlPABench: Privacy Documents & Questions
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: Prlvacy Policies Data Regulations
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Research Papers (5) (2)
Policy questions Regulation questions
(32) (12) Privacy by Design & User
Innovation Control

E il Transparency Compliance &

Twitter Accountability
w‘im Data Minimization & Responsiveness &

N Purpose Limitation Communication

Accessibility, Education, ... Security & Encryption
Paraphrased questions (96) User questions [1] (8)

[1] Ravichander, A et al. "Question Answering for Privacy Policies: Combining Computational and Legal Perspectives”. ArXiv, abs/1911.00841.
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GenAlIPABench: Metrics & Annotated Answers

S GenAlPABench - Metrics:

Privacy

Document b Relevance

Web Resources

* Accuracy
< Privacy policies &

Regulations > 4 Comp|etene55

- * Clarity
1

[ < Relevence,

1 Accuracy, ® REfe re n Ce
' Metrics Clarity,

: Completeness,

1 Reference >
1
L}
1
1
1
1
1

Website
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Research Papers

Annotated Answers:

Annotated
Answers

T X S G AessssnEni|
y Summary Anaiysis * 200+ expert generated answers

Query: "Is the privacy policy regularly updated and Analyst - Privacy Regulation Analysis
communicated to users?” -7
Answer: "Yes, the privacy policy is regularly updated, and - T

significant changes are communicated to users through the 4 -~ Mo rccececcccae=

Uber app or mail. The users are encouraged to periodically v
review the privacy policy for the latest information on privacy
practices.| (Reference:Part \/ of the Privacy Policy) Tr 1 1 1 1 1
SE, 0.5 ] 1 1
RCy¢; -1 -1 -1 -1 -1
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GenAlPABench: Evaluator

Query: */ will provide you with Uber's privacy policy in/five. Query: “Is the privacy policy regularly updated and Eva | u a tO r F u n Ct | 0 n S .

parts, with each part focusing on specific aspects of the communicated to users?

policy.” ) L Answer: "Yes, the privacy policy is regularly updated, and
Answer: "Sure, /'m ready to help you analyze Uber’s privacy significant changes are communicated to users through the
policy in parts. Please provide the parts, and we can get Uber app or mail. The users are encouraged to periodically
started. review the privacy policy for the latest information on privacy

practices. (Reference:Part V of the Privacy Policy)

. o * Automates Prompt Generation.

GenAlPABench

Fom - - - - - - - ------------- TS T H '
Web Resources T T pped ey pocumery : * Executes Prompts.
' Document @ Ask Query i H '
H v Answer i ' A ! ChatGPT-4
. ! . CP o Generative Al |
i < P';ivacly |Tol‘ ies & i :::v?;e;yn [l Model E Google BARD e H H
R 1@ s s o P Types of Initialization Prompts:
—— « Answer ' H L
Qu < Bing Al
A @ S'Méi'fsu"s GenAIPA

MetiEel] Clanty. s, "\ Query: "Genorate a summary of Ubers prvacy poley?” e Wit h out pr iva cy d ocument.

'
'
'
'
'
'
! Reforence Answer: Uber collects and processes personal information
'
'
'
'
'
'
'

from users to provide its services, improve its products and.
services, and for various other purposes ...

Annotated

Answers

* With segmented portions of the
Tttt Privacy Assessment | document.
* Requesting summary first.

Summary Analysis
Robustness Analysis
Privacy Regulation Analysis

Query: “Is the privacy policy regularly updated and
communicated to users?" --

Answer: "Yes, the privacy policy is regularly updated, and .-
changes are to users through the g =~ L
Uberapp ormail: The users are encouraged to periodically v
review the privacy policy for the latest information on privacy | I I I
practices! T 1 1 1 1
| SEp El 1 - [ 1

RCy3
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&5 Analysis 2: Robustness through Paraphrased Questions

% ‘- Analysis 3: Ability to Recall Learned Privacy Policy Knowledge

X

‘_ Analysis 4: Quality of Responses to Privacy Regulation Questions

W
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Using GenAlPABench

:i‘— Analysis 1: Quality of Responses to Privacy Policy Questions

Analysis 5: Quality of Privacy Policy Summaries

GenAlIlPAs Used:

* ChatGPT-4
* Google Bard
* BingAl

Experiments Date:
(July - Aug) 2023
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Quality of Responses to Privacy Policy Questions

’l‘ i In some runs the performance is really bad! (less
T i \ than 10/100) y
|

Bard WM BingAl MM ChatGPT-4

100 A

=
L

T I Good performance when executing benchmark
I " for multiple runs... )

80 1

40 1

20 1

Uber Twitter Facebook Airbnb
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Quality of Responses to Privacy Policy Questions

W Bard I BingAl W ChatGPT-4

100 T .
‘ ﬁ = ﬁ i . . Good performance whgn executing benchmark

801 |:| [ | | \ for multiple runs... Y
g ] ; T i - In some runs the performance is really bad! (less

; ; T| than 10/100) _

20 - E i Answers are clear and relevant but...

: : — : : i : - Fails badly at referencing!
Spotify Uber Twitter Facebook Airbnb

C - Accuracy is a hit and miss... )

0.00

-02s

-0.50

-0.75

-1.00

Clarity ev 8 Crarity Completeness Reference

Bard BingAl

(b) Average scores for all policies across metrics.



Discussions

GenAl systems struggled more with compliance and accountability topics.

Paraphrased questions reduced system performance, highlighting the need for
user-friendly queries.

Systems scored higher on privacy regulations due to more online discussion
compared to specific policies.
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Conclusions

* GenAl offers potential for advanced privacy assistants (GenAlPAs) but needs

rigorous evaluation. k
* GenAIPABench first benchmark for GenAIPAs on privacy policies and regulations. I I I a I I

* Current GenAl show promise but struggle with paraphrasing, referencing, and
accuracy (among others).

EE——— {7}

We plan to keep the benchmark updated!

Artifacts are available :

GenAlIPABench is open-source and available on GitHub

https://github.com/DAMSlabUMBC/GenAlPABench



https://github.com/DAMSlabUMBC/GenAIPABench

