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Patient selections for keeping data confidential may differ between healthcare organizations, creating conflicts
in confidentiality for how sensitive and demographic data is linked and merged. Validating that patient data
exchange between organizations adheres to healthcare regulations, like the Health Insurance Portability and
Accountability Act (HIPAA), is challenging and time-consuming and relies upon organizational due diligence
to validate data upon receipt, or in the case of breaches, requires forensic examination to determine the scale of
the breach. We address the need for timely compliance evaluation of substance abuse and mental health claims
data exchanged between organizations by developing a novel approach integrating blockchain technology
with semantic reasoners. The foundation of our methodology is an Ethereum blockchain integrated with
a knowledge graph built from the clinical terms for sensitive data value sets maintained by the National
Institutes of Health Value Set Authority Center for identifying health data protected by United States Title 42
Code of Federal Regulations (CFR) Part 2. When claims data is transferred, it is first validated by reasoning
over the CFR Part 2 knowledge graph. Then the exchange is audited using the Ethereum blockchain to seek
out sensitive patient data violating the rules. This paper presents our novel methodology in detail along with
the results of sharing sensitive Part 2 data. The time and cost to detect and log out of compliance data transfers
are measured and compared to the manual process equivalent. Our methodology can be used by organizations
to ensure real-time auditable compliance for a secure and trusted health data exchange.

CCS Concepts: • Applied computing → Health care information systems; • Computer systems orga-
nization → Peer-to-peer architectures; • Security and privacy → Information accountability and usage
control; Economics of security and privacy.
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1 Introduction
Healthcare payments between U.S. payers and providers are done via electronic data interchange
(EDI) formats mandated by the HIPAA. X12, a standards organization chartered by the American
National Standards Institute, maintains the data standards [83]. Administrative healthcare data is
a subset of the X12 format library, and forms the foundation upon which health care enrollment,
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2 Mandlem et al.

eligibility, invoicing and payment is built. Claims data in X12 format are used by the Centers for
Medicare and Medicaid Services (CMS) to determine the cost of health care funded by the federal
government [15]. Adjudicated claims data supports a variety of research and operations, including
predictive model development as well as new policy development and monitoring [32]. This data
is therefore of very high quality and reliability and lends itself well to operations and research.
As such, medical organizations share claims data by following the guidelines set forth in HIPAA,
sometimes following Institutional Review Board oversight, and by adhering to a data use agreement
that defines the variables and cohort of data that can be shared between organizations. As claims
data in this case is static, organizations typically distribute claims data through secure file exchange
in a machine readable format, such as comma-separated values.
Figure 1 demonstrates this data flow for 1 to 𝑛 health care organizations sharing one patient’s

data over time. As can be observed, the patient may decide to allow each organization to share
their patient data for research or operations by opting in or may decline by opting out. Each
patient-organization decision may reflect the patient’s trust in the organization at a given time,
and may change over time. Downstream, a data repository gathers the data, and the receiving
organization managing the repository may have separate data use agreements (DUA) with each
sending organization, or one DUA covering data collection from all organizations. If a patient
has opted out of sharing information, but previously opted in, the receiving organization data
will have record of those choices over time. As the disparate sending organization’s patient data
is linked together, technical and business logic conflicts emerge. In the case of sensitive health
information, such as mental health data, there is an additional level of authorization required
for data to be exchanged, called a release of information consent form which the patient has
signed. This authorization is enforceable by the Substance Abuse and Mental Health Services
Administration (SAMHSA). Similarly, for demographic information gathered by different health
organizations as the patient visits them or their website, a patient is presented with a variety of
forms with differing input options for the same field. For example, input options for race or gender
for one organization’s web form by differ from another’s. In addition, if the patient distrusts one
organization more than another, they may choose to not disclose the information, and request
that it not be shared downstream. While this decision may change over time as the patient gains
trust and is presented with more opportunities to update the information, in general the data is
considered restricted from further usage because of the restrictions as they existed at a given point
in time.
Data sharing of claims between organizations for research or operations oftentimes involves

establishing secure file exchange after a data use agreement is signed. For example, the Centers for
Medicare and Medicaid Services provides a variety of data sets to the public, as well as secure access
to claims data for research [16, 17]. During the drafting of data use agreements, parties attempt to
mitigate the issues described above by stipulating the level of data that may be shared after merging
and linking the different organizations’ patient data sets. Any statistics generated from the merged
data may be at an aggregate level, and not at the individual level, thereby obfuscating the question
of whether or not the merged data included the patient-restricted data. Any data use agreement
that allows for exchange of individual level data that has been linked and for which patients have
expressed their willingness to share such information, become much more challenging to draft and
finalize, especially if the agreements entail three or more parties. The challenge of which data is
usable or restricted may eventually end with the researcher, as they translate the requirements
from such DUAs into programming code.

Determining if patient restricted claims data is being utilized in accord with the DUA is currently
a black box and difficult to quantify, unlike HIPAA EDI data transfers which are well-established and
the backbone of health insurance payment in the U.S. During EDI the amount of claims information
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Measuring the Compliance Costs of Exchanging Part 2 Healthcare Claims Data Through Blockchain 3

Fig. 1. Patient Privacy Consistency Model

being exchanged is always closely monitored, as the parties in such an exchange have incentive to
insure the correct price is paid for each claim. After adjudication, when administrative claims are
gathered and exchanged for research purposes, the volume of data shared between organizations
often goes unmeasured, as it is perceived to be a strictly information technology measure. The
workflow tends to focus on the correct data sets making it from point to point, the cost of storage,
and the reliability of the communication channel. Providing insight into the data flows’ adherence to
patient-driven restrictions coming into and out of an organization over time would enable effective
management of data streams.
One approach to determining how to merge data while maintaining patient confidentiality, is

to evaluate the decision using distributed systems principles. Distributed systems consistency of
data replication considers the total order of processes and transactions and whether or not they
are either strictly consistent, or eventually consistent [76]. That is, states and processes that create
and read data, distributed across several entities (servers) must function in a way such that each
process or server observes the same state of the data at some point, even after the data is changed.
This concept, combined with how claims data does not convey patient data restriction selections,
enables us to consider a unique perspective. Interweaving claims and distributed systems principles
in this way produces Byzantine Medical Fault Tolerance, or data shared between organizations that
are accurate but not pertinent due to being restricted in some way from being shared, as directed
by the patient [21]. Currently, there is a lack of a standard and openly available, well-established
process to address this issue. Furthermore, as regulations safeguard access to sensitive data related
to substance abuse records, as well as rules against information blocking patient access to data
come into effect, the future landscape of access and auditing of patient data is set to change. Patients
will expect that an organization will be able to locate their information and describe how it has
traveled, if asked [60].

To address this challenge we focus upon claims data exchanges between healthcare organizations,
and develop a means to identify SAMHSA-protected diagnostic data contained randomly within
voluminous data sets, as claims data is exponentially larger relative to encounter data and patient
demographic information. To distinguish substance abuse records from the broader spectrum of
medical data, we have created a knowledge graph encompassing National Institutes of Health (NIH)
clinical codes for these types of behavioral health data, as defined by the SAMHSA. Leveraging this
knowledge graph and blockchain technology, we can effectively and efficiently identify records
containing clinical codes for a variety of disorders. Subsequently, by scrutinizing the blockchain,
we can ascertain what clinical terms and files contained the sensitive information, and assign a cost
to the effort put forth by the blockchain to do so. This innovative methodology ensures adherence
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4 Mandlem et al.

Table 1. Part 2 Clinical Terms by Category

Clinical Terminology Diagnosis Finding History Lab Medication Procedure Total
CPT1 0 0 0 0 0 48 48
HCPCS2 0 0 0 0 0 59 59
ICD-10-CM3 893 0 0 0 0 0 893
ICD-9-CM4 522 0 0 0 0 0 522
LOINC5 0 0 0 1311 0 0 1311
RXNORM6 0 0 0 0 129 0 129
SNOMED-CT7 1538 493 17 0 0 0 2048
Grand Total 2953 493 17 1311 129 107 5010
1 Current Procedural Terminology,
2 Healthcare Common Procedure Coding System,
3 International Classification of Diseases, 10th Revision, Clinical Modification,
4 International Classification of Diseases, 9th Revision, Clinical Modification,
5 Logical Observation Identifiers Names and Codes,
6 RxNorm,
7 Systematized Nomenclature of Medicine - Clinical Terms

to SAMHSA guidelines governing substance abuse and mental health data, thereby providing a
comprehensive logging and compliance enabling solution for healthcare organizations exchanging
claims data, verifying that the governing data use agreement was adhered to and providing a means
of tracing any claim, and thereby patient data, having been exchanged.

2 Related Work
Prior work examining medical data compliance issues from an ontological and distributed systems
perspective considered how best to represent and secure healthcare constructs such as electronic
health records and patient data on cloud platforms [38, 44]. Research into Substance Use Disorder
(SUD) data being shared out of compliance through knowledge graphs and Ethereum focused on
encounter data, which captures the experience of the patient with the physician during evaluation
of their health and development of a course of treatment and possible diagnosis [21, 81]. Managing
health insurance through Ethereum “smart contracts” (business rules built into autonomous code)
to handled claims settlement is possible, but should utilize knowledge graphs so the data can be
audited later, as would be the case in reviewing the exchange of Part 2 data [19].

Table 1 categorizes all sensitive health terms (as defined by NIH) by their clinical terminology, and
shows that there are over 5,000 terms to consider when attempting to identify Part 2 related claims
in medical data where one or more of the terminologies was present, and that each terminology
(with the exception of SNOMED-CT) focuses on one domain - be it procedures, diagnoses, lab
results, or prescriptions[81].

2.1 Semantic Web
Reasoning about a specific domain using machine readable data has been the impetus behind
the semantic web. Developing ontologies to capture knowledge in classes with attributes enables
a machine to reason by inference or query [73]. Knowledge graphs have been used to extract
knowledge about the security and privacy provisions included in HIPAA [27, 37–39, 44]. While
exchanging sensitive data sets, organizations need to exchange information and execute queries
with some assurance that they share a common meaning. The interoperability requirement is not
just for the data itself but for having a common understanding shared about regulations across
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Measuring the Compliance Costs of Exchanging Part 2 Healthcare Claims Data Through Blockchain 5

organizations. Organizations that adhere to syntactic standards in coding clinical data rely upon
some mechanism to determine semantics about their data. For example, the EDI 837 standard for
claims enforces syntactic accuracy, but validity - both from a compliance and fraud perspective -
depends on the application of a third party’s rule set to the data to identify issues, in combination
with subject matter expert analysis.

Software agents can use Semantic Web with medical datasets and policies to communicate and
use each other’s data and services effectively through languages such as Resource Description
Framework (RDF) and Web Ontology Language (OWL) [46, 54]. Our prior work transformed
encounter data files into the RDF format Terse RDF Triple Language (.ttl) to identify substance use
disorder data [21, 47]. Our most fundamental requirement was that the ontological representation
creates interoperability at both the syntactic and semantic levels to facilitate easy data exchange
and compliance checking, while incorporating existing clinical terminologies and taxonomies, such
as ICD-10 and SNOMED-CT, dynamically as coding systems mature and are refined.

2.2 Blockchain
Blockchain’s application in healthcare has the potential to place control in the hands of patients,
ensure data integrity, and foster secure data exchange between stakeholders [23, 31, 68]. Ethereum,
a decentralized blockchain platform, has the ability to store and execute software, referred to as
“smart contracts,” that has business agreements and rules embedded in them. Ethereum smart
healthcare contracts have been shown to be more cost effective than the equivalent business
process and are able to address real-world issues, such as tracking patient COVID-19 data [6].
Because blockchains, such as Ethereum, are Byzantine Fault Tolerant (the strongest security in
distributed systems), they can guarantee that data is both delivered correctly and is tamper-proof -
attributes that would make them effective in combating waste, fraud, and abuse of digital protected
health information (PHI) [20, 56, 86]. Blockchain has been utilized to detect counterfeit drugs by
ensuring the integrity of the entire drug distribution cycle, from production to consumption [65].
Standardizing data exchange, blockchain has been shown to enhance interoperability, reduce costs,
and improve security and compliance of PHI data sharing [23, 35, 85, 85].

2.3 Transaction Fee Calculation in Ethereum
Ethereum facilitates secure execution and verification of smart contracts within a peer-to-peer
network [13]. These contracts are the byte code version of agreements between parties that are
deployed to the Ethereum network, and become self-executing dependent upon the terms that were
translated into the software. Smart contracts empower participants to transact without reliance on
a central authority. Users engage in transactions through self-created Ethereum accounts, with
senders signing transactions and expending Ether (ETH), the native cryptocurrency, to cover
transaction processing fees. In Ethereum, a fundamental concept is the imposition of fees for every
computational task resulting from a transaction. These fees are denominated in "gas," serving as
a unit measuring the computational effort required. The gas price, measured in "gwei," signifies
the amount of ETH allocated for each unit of gas. Notably, one gwei equals 1,000,000,000 Wei,
with Wei being the smallest unit of ETH [43]. When initiating a transaction, the sender specifies a
gas limit and gas price. The product of these values represents the maximum Wei the sender is
willing to spend for the transaction. For instance, if the gas limit is set to 50,000 and the gas price
to 20 gwei, the maximum expenditure would be 0.001 ETH [43]. This system provides participants
with complete ownership and transparency over transaction data [28]. Open source versions of
Ethereum allow for experimentation and development of new versions of the blockchain built for
special purposes [62]. To assign a dollar value to gas expended, a Gwei-to-ETH calculator and an
ETH-to-Dollar conversion tool can be used [3, 45].
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6 Mandlem et al.

2.4 Synthetic Data Generation
We have selected the synthetic patient data generator Synthea to create administrative claims data
that contains diagnoses in SNOMED-CT code format [82]. Synthea’s synthetic data generation
takes into account regional variation in the United States, and offers a variety of configurations for
tuning output, including a module designed for generating patient cohorts with sensitive health
condition diagnoses on both encounters and claims. We are able to generate claims data wherein
each claim has up to eight diagnoses, representing real-world combinations of clinical findings
from a given encounter. Other data sets for generating synthetic patient data have been found
appropriate for tuning various ML and AI based applications, proving the use of synthetic data as a
valid means for system development [5, 18, 84, 87].

Table 2. Related Work, Opportunities, and Our Contribution

Existing Work Identified Opportunities Our Contribution
Blockchain & Seman-
tic Web [19]

Limited regulatory compliance fo-
cus.

Integrate blockchain and semantic
web to audit HIPAA Part 2 data ex-
changes. Measure the cost of data
exchange in Ethereum and U.S. Dol-
lars.

Electronic Health
Record & Protected
Health Information
Ontologies [38, 44]

These works focused on cryptogra-
phy of protected health information
and creating synthetic health data
ontologies as knowledge graphs.

Apply knowledge graphs and
blockchain to dynamically deter-
mine compliance issues based upon
multiple taxonomies of clinical
terms; generate a detailed HIPAA
audit log in Ethereum.

Value Sets for Part 2
Data [81]

The clinical terms are maintained
by NIH as tabular data (spread-
sheets), creating the opportunity for
solutions that can find disorders
based on the terms most efficiently.

Reduce interoperability friction
and enable regulatory compliance
checking portability via ontological
query languages, that adapt as
clinical terms are updated.

Synthetic patient
claims data [82]

Synthetic claims data can be tuned
to generate Part 2 terms, but con-
sideration is not given to the addi-
tional layer of security and compli-
ance needed with this kind of data.

For synthetic SUD claims measure
the out of compliance data ex-
change between organizations as in-
stantiated in an Ethereum network.

Table 2 summarizes related work, identifies opportunities, and describes our contribution based
upon those.

3 HIPAA Part 2
42 Code of Federal Regulations (CFR) Part 2 safeguards the confidentiality of SUD treatment
records, encouraging individuals to seek help by addressing discrimination and legal fears that
may deter treatment-seeking [75, 79]. In response to significant changes in the healthcare system,
regulatory modifications to adapt 42 CFR Part 2 with advances in integrated care models and
electronic information sharing while maintaining essential privacy protections have occurred
[42, 75]. Violation of HIPAA Part 2 carries severe financial and criminal penalties (see § 2.3 Criminal
Penalty for Violation, under 42 U.S.C. 290dd–2(f), also sections 1176 and 1177 of the Social Security
Act [42 U.S.C. 1320d–5, 1320d–6]) [1, 2, 26].
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Measuring the Compliance Costs of Exchanging Part 2 Healthcare Claims Data Through Blockchain 7

The healthcare industry maintains its unfortunate lead as the sector with the highest data breach
costs, reaching an average cost per breach of USD $10.93 million in 2023, an 8.2% increase from
the previous year; since 2020 the average breach cost surged by 53.3%, emphasizing the persistent
financial impact and regulatory challenges faced by the industry [14, 34]. The Office of Civil Rights
tracks HIPAA violation cases, involving confirmed breaches and settlements, and has enforced
monetary penalties ranging from $100,000 in 2008 to $3,536,500 in 2023 [40]. These penalties enable
covered entities and associates to address violations without admitting liability, reflecting the
dynamic evolution of HIPAA enforcement [40].
A streamlined response to data breaches, with identification and containment within 200 days,

results in an average cost of USD $3.93 million, whereas breaches extending beyond 200 days incur
higher costs at USD $4.95 million—a 23% difference. There exists therefore significant financial
incentive for a shorter breach life-cycle, translating to a cost savings of USD $1.02 million; there
has been a trend towards faster resolutions over time [14, 34]. Breaches that cross the minimum
threshold of 500 patients, as per the HIPAA Breach Notification Rule, 45 CFR §§ 164.400-414, require
notification to the federal government [78]. Systems that can detect issues earlier can reduce the
likelihood of a breach; and those that provide full audit trails allow for identifying the full impact
of any data compromise.

Currently only one-third of companies discover data breaches through their own security teams
and tools, highlighting a need for better data loss prevention. 67% of breaches were reported by
a benign third party or by the attackers themselves. When attackers disclosed a breach, it cost
organizations nearly USD $1 million more compared to internal detection alone [14, 34].
To mitigate the risk of breaches, organizations should perform risk assessments, have HIPAA

Security and Privacy officers, stand up employee training, possess legal teams for business asso-
ciate agreements and DUAs, and create standard operating procedures for cyber incidents and
auditing [72]. To determine if an organization’s compliance posture is effective, industry standard
certifications are available, such as the HITRUST Common Security Framework (myCSF). The
HITRUST myCSF costs between $70K and $160K, depending upon the organization’s risk profile,
and takes between six months to a year and half. Certification must be renewed every one to two
years, depending upon the certification level [22]. The overhead cost of HIPAA compliance varies
- consultation fees, security tools, training, and vulnerability scanning are examples of potential
expenses. Smaller businesses might pay about $12,000 annually, but larger businesses might face
recurrent expenses of hundreds of thousands of dollars [72].

4 Methods
To address HIPAA compliance issues, especially with safeguarding Part 2 data embedded in admin-
istrative claims data shared between organization, we have developed a system that captures Part 2
terms present in claims data and logs their occurrence on a blockchain, measuring the effort to do
so in terms of time and cost. The architecture design shown in Figure 2 depicts how patient claims
data from a transmitting organization flows through to a receiving organization within our system.
The data in transit is secured using HTTPS for encrypted communication over networks, and SSH
for secure remote access and command execution [25, 69]. Prior to secure transmission of patient
claims, data is converted into an ontological format using existing libraries, then combined with
the Part 2 knowledge data in a graph database (called RDFox) that we have created that contains
the classes and attributes that semantically encapsulate what represents Part 2 data [47]. To secure
data in RDFox, we use AES-256-CBC encryption for data at rest, TLS/SSL for data in transit, and
strict access controls for authorized users [63, 64]. Data logged on the blockchain is encrypted or
hashed to prevent exposure and is accessible via TLS/SSL only.
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8 Mandlem et al.

Fig. 2. System Architecture

Using the categorization from Table 1, we developed a knowledge graph to represent Part 2
Value Sets and Clinical types as shown in Figure 3 [52]. The graph captures any Part 2 patient
experience using any clinical terminology system, including ICD, SNOMED, CPT, LOINC, and
RxNorm. For example, Figure 4 demonstrates the graph populated with LOINC and SNOMED-CT
terms for a Lab of Opioids and a Diagnosis of Mental Health Disorder. As administrative claims
data contains billable information, including diagnoses codes in SNOMED-CT, derived from the
clinical data present in the EHR, we can link the Part 2 graph with administrative data on the shared
terminology; in this case SNOMED-CT. This enables the full exploration of claims data in unique
ways, such as identifying heretofore unobserved assocations as well as clustering of information.
An example of such an insight into the patient experience and claims costs is presented in Figure 5,
where one could extrapolate that a Mental Health Disorder has been linked to a claim; by extension
the claim will contain patient demographic information, cost, and other pertinent attributes.

The graph model’s associations between different classes of Part 2 concepts is shown in SPARQL
Protocol and RDF Query Language (SPARQL) query format in Figure 6; the query returns all
diagnoses, findings, medications, procedures, and labs for any Part 2 disorder from claims data
loaded into a graph database. For our system, every claim has a policy violation check performed
through SPARQL query, and in the event that there is Part 2 data contained in the transfer without
the patient’s consent, a smart contract is invoked to record the out-of-compliance exchange on the
blockchain.

We instantiated an on premise, private version of OpenEthereum, as our blockchain; we visualized
the blocks we added to it using a browser called BlockScout [10]. The open source version of
Ethereum is customizable so that any healthcare organization can configure it based upon its
infrastructure. The blockchain functions to create an audit trail, and for cost measurement of effort
in identifying compliance issues [61, 62]. We developed a smart contract in Solidity and deployed it
to our OpenEthereum network; the contract takes as inputs: the sending organization Ethereum
address, the receiving organization Ethereum address, and a list of Part 2 clinical terms in SNOMED-
CT. We measure the resources used in gas expended as measured in Gwei, or one-billionth of one
ETH [28]. For data consistency and fault tolerance, our testnet utilized four nodes to replicate
logging of Part 2 data being exchanged. This approach guarantees that all participating organizations
come to consensus on the exchange of data and that it contained Part 2 information. This replication
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Measuring the Compliance Costs of Exchanging Part 2 Healthcare Claims Data Through Blockchain 9

Fig. 3. Part 2 Knowledge Graph

Main node Code node Code properties

Table 3. Claims Data Input

Attribute Value
Organizations 6
Claims Files 44
Average number of claims per organization 2,132,686
Total File Size 21.7 𝐺𝐵

adheres to the foundational principles of distributed systems for enforcing data reliability and
strengthens our blockchain-based audit trail by creating backups of critical compliance logs across
organizations [11, 57].

We produced healthcare claims using the Synthea data generator and then translated them into
an ontological format via Python library [36, 47, 82]. We generated a set of 12𝑀 claims for 60, 000
patients for six hospitals spread throughout the country, each located near academic medicine
institutions, to account for geographic population variations and create cohorts that could be used
in research between institutions (thereby triggering the need for Part 2 compliance). We relied on
the synthetic data generator to create claims with Part 2 clinical terms in them based upon the
demographic characteristics of the location for which the data were created. Table 3 shows the
overall file count, size and average number of claims per organization. Each patient had zero or
more claims, and each claim had eight mutually exclusive diagnoses fields contained in a set of 44
files.
For querying the data set of claims and determining if Part 2 data is included, we use RDFox

given its in memory knowledge graph feature enabling better query performance [58]. Additionally
RDFox adapts to new information in real time through forward chaining and has an API for loading
and querying graph data [58]. As Figure 7 depicts, we developed an Elixir API for interacting with
both RDFox and OpenEthereum, i.e. for both data loading/querying and smart contract invocation.
The Elixir language provides significant fault tolerance and its web framework Phoenix is supported
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10 Mandlem et al.

Fig. 4. Part 2 Knowledge Graph Example - identifying Opioid Labs and Mental Health Disorders Diagnosis

Main node Code node Code properties

Fig. 5. Part 2 Mental Health Disorder SNOMED-CT code Linked to Claims

Main node Code node Code properties Claim node

by an active open source community [41, 53]. We utilized Elixir Ethereum libraries to load and
invoke a smart contract Application Binary Interface, and to query the OpenEthereum blockchain to
gather cost information in gas expended [33, 51, 67]. Using a simple Elixir web client we developed
a library to integrate with RDFox, thereby enabling on-demand loading of ontological data into
the graph database, and execution of SPARQL queries against the newly loaded data [9]. Elixir
benchmarking libraries enabled gathering performance metrics, inclusive of average time spent
identifying Part 2 claims then logging them on the blockchain [7, 8]. By having a means to measure
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Measuring the Compliance Costs of Exchanging Part 2 Healthcare Claims Data Through Blockchain 11

PREFIX claims: <https://knacc.umbc.edu/synthea#>
PREFIX part2: <http://knacc.umbc.edu/hipaapart2_codes#>

SELECT ?claim ?diagnosisColumn ?diagnosis ?hasAttribute ?RELATED_TO ?REPRESENTING_A
WHERE {
?claim a claims:Claim .
VALUES ?diagnosisColumn {

claims:diagnosis1
claims:diagnosis2
claims:diagnosis3
claims:diagnosis4
claims:diagnosis5
claims:diagnosis6
claims:diagnosis7
claims:diagnosis8

}
{

?claim ?diagnosisColumn ?diagnosis .
?attribute a part2:Code ;

part2:hasAttribute ?hasAttribute ;
part2:RELATED_TO ?RELATED_TO ;
part2:REPRESENTING_A ?REPRESENTING_A .

FILTER (str(?hasAttribute) = ?diagnosis)
}

}

Fig. 6. SPARQLQuery to Detect Part 2 Data in Claims

the effort in gas expended as well as time spent, we are able to calculate the cost of Part 2 HIPAA
compliance auditing of Part 2 data exchanged.

Fig. 7. API Components for Loading, Transforming, and Executing Part 2 Compliance Checks on
Claims Data
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12 Mandlem et al.

The environment supporting this technology stack was a server running the Ubuntu 20.04.3 LTS
OS, provisioned with 376GB memory and 72 Intel(R) Xeon(R) Gold 6140 @ 2.30GHz CPU’s.

5 Results
Using the NIH value set of SNOMED-CT terms that identify claims that require patient consent,
we evaluate claims data being shared between six organizations for approximately 60, 000 patients
[81]. We examine the data to detect one of 1, 944 clinical terms in one of eight diagnosis fields for
one of 44 files, giving us 1, 944352 possibilities for one or more Part 2 clinical terms to be present
in the claims [81] . From this set of possibilities, our actual number of Part 2 terms generated
totaled 204, 744. Table 4 shows the distribution of this sample according to our knowledge graph’s
attributes of value set name - either diagnosis or finding in this case as we have no lab data.

Table 4. NIH Value Set Results

NIH Value Set Name Diagnosis Finding Total
Alcohol 844 844
Cocaine Use Disorder 16 16
Mental Health Disorders 28,781 32,785 61,566
Opioids 2,298 2,298
Other Psychoactive Substance Use Disorder 122,518 17,502 140,020
Grand Total 154,457 50,287 204,744

In the event Part 2 data was shared a block with a single transaction listing the cause for
compliance failure is added to the OpenEthereum blockchain via smart contract as shown in Figure 8.
The block contains a transaction that has the sender organization, the compliance smart contract
address, and the gas expended by the transaction. These values as well as the raw input to the smart
contract are presented in Figure 8, where the hypothetical file name is duke_to_wake_claim_0.ttl,
the diagnosis field is the first on the claim, and the SNOMED-CT codes vary across claims. The gas
expended in this example is 68,577, which is 0.000068577 ETH or $0.13 as of November 2023.
For all 44 claims files, the mode and median claim file size was 529𝑀𝐵. Table 5 captures the

performance and cost metrics, showing that it took on average 3.17 ℎ𝑜𝑢𝑟𝑠 to check data exchange
point-to-point between all six organizations. Checking all files took 19.03 ℎ𝑜𝑢𝑟𝑠 and produced
352 blocks of data in Ethereum. Converting the Ethereum gas expended into U.S. dollars with an
exchange rate as of November 2023, the effort expended $29.07 total, averaging $0.08 per block, at
a cost of $1.53 per hour.

6 Limitations and Security Challenges
6.1 Synthetic Data
The decision to use Synthea for this iteration limited our validation to SNOMED-CT clinical
terms; future work would use additional synthetic data sources with more terminologies, such as
[5, 18, 84, 87]. Furthermore, the patient cohort size of 60, 000 was selected based on determining
the upper threshold for the available computing resources. Larger populations of patient data files
should be achievable in scalable cloud environments.

6.2 Blockchain Security Threats
Public blockchains, characterized by their limited anonymity and open access to data, risk exposing
sensitive healthcare information to unauthorized parties. While the transparency of blockchain
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Fig. 8. Transaction Details of Smart Contract

Table 5. Claims Data Part 2 Compliance Results

Attribute Value
Average Compliance Check Time per Organization 3.17 ℎ𝑜𝑢𝑟𝑠
Total Compliance Check Time 19.03 ℎ𝑜𝑢𝑟𝑠
Total No. of Ethereum Blocks 352
Total Gas Expended 15, 400, 447
Average Gas Expended 43, 751
Total Cost ETH 0.015400447
Average Cost ETH 0.000043751
Total Cost USD $29.07
Average Cost USD $0.08
Hourly Cost USD $1.53

ensures that data recorded within each block remains unalterable—upholding the principle of
immutability—this very transparency can inadvertently lead to severe privacy violations if sensitive
patient data is not rigorously protected [74].
When one entity has multiple accounts or nodes on a blockchain network they may perform a

Sybil attack, wherein one actor can influence the blockchain while seeming to be discrete, separate
entities. To combat this, two mechanisms exist. First, and most straightforward, is to make the
blockchain permissioned (i.e., private) - all actors are known and have proven their identities.
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Second, in a permissionless (i.e., public) setup, it is key to have resources expended by participants
when they run consensus algorithms so there is a cost; the most popular being Bitcoin’s proof-of-
work (PoW) and Ethereum’s proof-of-stake (PoS). Despite this, some Sybil attacks simply try to
slow the progress of the blockchain by executing a Distributed Denial of Service (DDOS) attack.

The 51% attack, or majority attack, is a type of Sybil attack where an attacker gains control over
more than 50% of the blockchain network’s computational power, they could potentially alter the
blockchain by creating a new fork, or intercepting transactions. This would undermine the trust
in the system designed to protect HIPAA Part 2 data by enabling the attacker to manipulate or
prevent the recording of specific transactions [70]. However, since Ethereum transitioned from
PoW to PoS, a successful 51% attack is unlikely because an attacker would need to own that much
of the staked ETH in the blockchain [77]. Even with less than 50% control, strategic manipulation
of the blockchain could still occur, compromising the integrity of the data stored [29, 50, 70, 74].

Smart contracts can introduce substantial security risks. For example, reentrancy attacks can allow
malicious actors to repeatedly interact with a contract before its state is updated, leading to potential
unauthorized data access or loss [12, 48]. This issue is further exacerbated by the immutability of
smart contracts, which, while ensuring data integrity, also solidifies any vulnerabilities once the
contract is deployed [24]. DDOS attacks can occur on smart contracts to keep them from being
usable by network participants, or to drain funds from them [71]. As of late 2025, threat actors have
found a new method for taking advantage of smart contracts - EtherHiding, wherein malware is
distributed via smart contract, which is used to obfuscate its presence. Smart contracts can be used
to set up Distributed Apps (DApps) and Distributed Autonomous Organizations (DAOs). DAOs
are entities that live on the blockchain, whose governance and processes are determined by a
community of users that agree to the rules of the entity, and memorialize those in code on the
blockchain. For Ethereum, one of the more notable attacks occurred in 2016 when a venture capital
DAO lost millions of dollars worth of its ETH when actors took advantage of a bug in the code to
move funds out of the DAO [30, 71]. To resolve the issue, Ethereum was forked, with the “original”
transactions with the DAO becoming Ethereum Classic, and the “main” Ethereum going back in
time to move the funds that were taken to trusted accounts.

6.3 Economic Forces
Economic factors exacerbate these risks significantly. The high gas costs associated with deploying
and executing smart contracts can lead to vulnerabilities related to cost inefficiencies and resource
exhaustion [49]. These economic pressures can result in unintended service interruptions or
financial losses. Additionally, attack vectors such as overflow and underflow attacks, short address
attacks, and high gas cost Denial-of-Service (DoS) attacks highlight how design and execution flaws
can lead to severe exploits [48, 66]. Overflow attacks may overwrite critical data, while short address
attacks can mismanage token distributions. High gas cost DoS attacks can disrupt data processing
and regulatory compliance by overwhelming the system with excessive gas fees. Addressing these
vulnerabilities is essential for maintaining the security, reliability, and regulatory compliance of
blockchain systems handling sensitive HIPAA Part 2 data.

In our research, we implement foundational trust principles to enhance the security of HIPAA Part
2 data exchanges. Our system integrates blockchain’s safety and liveness principles with semantic
web’s reasoning capabilities to strengthen trust through consensus and cryptography. This approach
ensures that the data used in decision-making aligns closely with expected outcomes, maintaining
accuracy and filtering out non-compliant data. While our current system operationalizes these
concepts, it also lays the groundwork for further incorporation of comprehensive trust models that
apply within a specific context at a particular point in time [4, 55]. Additionally, models have begun
to integrate the concept of zero-trust, where systems constantly re-verify participants. Blockchain’s
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principles reflect zero-trust, as, e.g., in Ethereum all transactions are verified and participants must
establish identity through cryptography.

6.4 Real-World Implementation
The EDI claims processing sector, which has both commercial and governmental payers, would
benefit from this Ethereum and knowledge graph-based system. This is because AI-enabled claims
authorization is being leveraged to evaluate and deny claims faster than ever, while at the same time
claims processors are vulnerable to cyber attack. The cyberattack on the Change Healthcare claims
processor shows the weaknesses of legacy systems that now face increased regulatory scrutiny [80].
Bad actors are using previously compromised protected health data to create fake providers and
synthetic claims, in one instance stealing $900M from CMS by using the existing claim processing
infrastructure [59]. Our Ethereum-based solution could integrate into the claims processing flow
because it uses the same data standard (EDI 837 format) and would provides stronger security
guarantees, not the least of which would be proven identities and validation of claim processing,
with transparency for payers, providers, and patients (while being HIPAA secure). Our system
would need to bridge to existing processes through API, or be set up as a claims processing service
itself (requiring further development).

7 Conclusion and Future Work
We have developed an Ethereum-based blockchain and knowledge graph to detect Part 2 data
in health care claims. Because the knowledge graph integrates all clinical terminologies (ICD,
SNOMED, CPT, LOINC, RxNorm), cross-cutting questions about procedures, diagnoses, and lab
results for any Part 2 can be asked of any claims data set where these terms are present.

Because we utilize Ethereum smart contracts to detect the Part 2 terms, we are able to measure
the amount of effort taken to detect this sensitive data in both time and real dollars. The manual
process equivalent is done by analysts at healthcare organizations on an ad hoc basis and is defined
by the data use agreement’s specification of the allowable variable lists and cohort requirements.
Typically, an analyst earning $100K per year that takes 8 hours to validate a data set against a data
use agreement puts in $385 worth of labor, or $48 per hour. Practically, validating the data sets may
exceed the available hours of the analyst for a year, if they are of the order of magnitude examined
in our experiments. By comparison, the automated system described here represents 97% savings
per hour in wages, provides guarantees that the data was validated, and is scalable.
In addition, the blockchain creates an immutable audit trail to meet compliance standards

for organizations to maintain HIPAA compliance. By logging the claim field that contains the
sensitive information onto the blockchain, there is a direct link to the patient for whom the claim is
associated. Through this link, and because of blockchain’s function as an immutable ledger, there
is no ambiguity regarding when a patient’s data was exchanged. To enhance security and mitigate
the risk of malicious actions, we plan to incorporate anonymity preserving attributes into our
Ethereum blockchain in the future, e.g., zero knowledge rollups which move processing of sensitive
data offchain and log summary data on the main Ethereum chain. This approach will provide more
controlled and secure transaction processes, ensuring a higher level of trust and integrity in the
system, thereby enabling it to be used by legislative audit teams. Auditors that seek out fraud,
waste, and abuse (FWA) would benefit from our system, as detecting FWA is a time-consuming
and precise effort. The system could be measured against the timeliness of FWA findings (it will be
more proactive), as well as the effort to validate such findings (it should require less manual effort).
Future research directions include the integration of generative AI. Specifically, translating a

prompt into a knowledge graph query using available libraries, which would allow for a chat-like
experience with the system, wherein users would ask about Part 2 data in natural language terms.
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We also anticipate testing the system as a claims EDI processor, to compare its usage of Ethereum
to settle claims, rather than the dollar as a medical claims fintech application.
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