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Abstract—Medical Wireless Body Area Networks (WBANs)
operate as medical cyber-physical systems (MCPS) that contin-
uously sense and transmit sensitive patient health data, creating
significant security, privacy, and regulatory challenges. Tradi-
tional WBAN protections focus on lightweight cryptography but
lack semantic reasoning and automated compliance of data reg-
ulations such as Health Insurance Portability and Accountability
Act (HIPAA) and General Data Protection Regulation (GDPR).

We have developed a novel agentic framework that auto-
mates the modeling, analysis, and verification of security, pri-
vacy, and compliance properties in cyber-physical wireless body
area network (WBAN-CPS) medical systems. The framework
represents medical devices, data flows, threats, controls, and
regulatory obligations in OWL and operationalizes reasoning
through SWRL rules and SPARQL-based compliance queries. A
synthetic WBAN-CPS dataset instantiates the ontology, enabling
autonomous inference across cyber, physical, and regulatory lay-
ers. The agentic architecture comprising a Risk Detection Agent,
Compliance Monitoring Agent, and Policy Enforcement Agent
collaboratively infers SecurityRisk, PrivacyRisk, ComplianceRisk,
and CPS-specific SafetyRisk in a representative medical use case.

The evaluation results show that the system provides high ex-
pressiveness, regulatory adaptability, and explainability, outper-
forming traditional WBAN security models. This work establishes
a semantic and regulation aware foundation for trustworthy and
secure medical cyber-physical systems.

Index Terms—WBAN, CPS Security, Medical Devices, Ontolo-
gies, Knowledge Graphs, Compliance.

I. INTRODUCTION

Consider a patient who relies on an implantable insulin
pump that automatically adjusts dosage based on continuous
glucose readings. If an attacker manipulates those readings
or disrupts wireless communication, the device may deliver
an unsafe dose, turning a medical asset into a direct threat
to patient safety. Such cyber-physical disruptions have been
demonstrated in safety-critical systems, where adversarial
interference compromises both data integrity and physical
outcomes [1]–[3].

Implantable and wearable medical devices operate as Med-
ical Cyber-Physical Systems (MCPS), where compromised
sensing or communication can directly endanger patients.
Wireless Body Area Networks (WBANs) extend this paradigm

by continuously collecting physiological and identifiable data
for chronic disease management and telemonitoring [4], [5].
Their proximity to the body, resource-constrained hardware,
and reliance on wireless channels create an attack surface
spanning device, network, cloud, and clinical workflow layers.

Regulatory frameworks such as HIPAA and GDPR impose
strict requirements on medical data protection, consent, access
control, and secondary data use [6], [7]. However, these
regulations are expressed in legal language that is difficult
to translate into enforceable technical controls within hetero-
geneous WBAN-CPS deployments. Traditional WBAN secu-
rity mechanisms, cryptography, authentication, and lightweight
protocols remain essential but lack semantic understanding of
device roles, data sensitivity, threat propagation, and regulatory
obligations. They also do not support automated compliance
verification or explainable reasoning, both increasingly neces-
sary in safety-critical CPS [8]–[10].

These limitations motivate the need for autonomous,
context-aware reasoning systems capable of interpreting device
behavior, identifying risks, and enforcing regulatory con-
straints. Intelligent agents provide a natural paradigm for such
autonomy, enabling systems to perceive their environment,
reason over structured knowledge, and act upon inferred
conclusions [11], [12].

To address these gaps, we have developed a novel
ontology-driven agentic framework for automating security,
privacy, and compliance reasoning in medical WBAN-CPS.
The framework formalizes devices, data flows, threats, vulner-
abilities, controls, and regulations using OWL 2 DL; integrates
them into a unified knowledge graph; and operationalizes rea-
soning through SWRL rules and SPARQL-based compliance
queries. The agentic architecture coordinates multiple reason-
ing agents to detect risks, verify compliance, and enforce
policies across cyber, physical, and regulatory layers.

This work makes the following key contributions:
1) An ontology-driven, CPS-aligned knowledge model

that formally represents WBAN devices, physiological
data, threats, vulnerabilities, security controls, and reg-
ulatory obligations using OWL 2 DL.
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2) A multi-agent reasoning architecture consisting of a
Compliance Monitoring Agent, Risk Detection Agent,
and Policy Enforcement Agent. These agents opera-
tionalize semantic reasoning to autonomously detect
risks, verify compliance, and enforce security constraints
across WBAN-CPS layers.

3) An integrated knowledge graph framework combin-
ing OWL axioms, SWRL rules, and SPARQL queries to
enable automated and explainable inference of security,
privacy, compliance, and CPS-specific safety risks.

4) A synthetic WBAN-CPS dataset and medical use case
that instantiates the ontology and demonstrates end-to-
end agentic reasoning across device, network, and reg-
ulatory dimensions in a realistic wearable/implantable
scenario.

5) A qualitative evaluation showing improved semantic
expressiveness, explainability, and regulatory adaptabil-
ity compared to traditional WBAN security approaches.

This paper discusses the design and evaluation of an
ontology-driven and agentic reasoning framework for medi-
cal WBAN-CPS through the following structure. Section II
presents the architecture of Wireless Body Area Networks
(WBANs). Section III reviews the background and related
work across WBAN-CPS security, regulatory compliance,
ontologies, and agent-based reasoning. Section IV introduces
the cyber-physical threat model for WBAN-CPS. Section V
presents the proposed ontology-driven framework, including
its design principles, ontology construction, knowledge graph
architecture, and reasoning components. Section VI describes
the agentic system architecture. Section VII outlines the
synthetic WBAN-CPS dataset and its integration with the
ontology. Section VIII demonstrates the medical CPS use case.
Section IX evaluates the framework. Section X provides a
broader discussion, Section XI outlines limitations and future
work, and Section XII concludes the paper.

II. ARCHITECTURE OF WIRELESS BODY AREA
NETWORKS (WBANS)

A typical WBAN consists of three primary layers: the sensor
layer, the gateway or communication layer, and the cloud or
medical application layer. The sensor layer includes physiolog-
ical sensors such as ECG, temperature, and glucose monitors
that collect patient data. The gateway layer aggregates sensor
outputs and transmits them using short-range communication
technologies such as Bluetooth, ZigBee, or IEEE 802.15.6
[13]. The cloud or application layer provides long-term stor-
age, analytics, and clinical interfaces. This layered structure
aligns with established WBAN models [14].

WBANs operate under strict energy and computational con-
straints, making traditional cryptographic mechanisms imprac-
tical. Lightweight, medically oriented security architectures
have therefore been proposed to address vulnerabilities in
sensing, wireless communication, and cloud processing [15].
These constraints create a cyber-physical attack surface in
which adversaries may compromise sensor integrity, disrupt
gateway communication, or manipulate cloud-level analytics.

This three-layer architecture defines the cyber-physical risk
surface modeled in our ontology, where threats propagate from
sensor behavior to gateway communication and cloud-level
data handling. It also establishes the operational boundaries of
the reasoning agents introduced later in this paper, enabling
distributed monitoring, risk detection, and policy enforcement
across the WBAN-CPS stack. The synthetic dataset used in
this work follows this architecture to ensure realistic modeling
of device interactions, data flows, and regulatory obligations.

Fig. 1. Typical architecture of a medical Wireless Body Area Network
(WBAN), illustrating the sensor, gateway, and cloud layers that form the
cyber-physical attack surface modeled in our ontology and agentic reasoning
system.

III. BACKGROUND AND RELATED WORK

A. WBANs as Medical Cyber-Physical Systems

Wireless Body Area Networks (WBANs) operate as Medical
Cyber-Physical Systems (MCPS), integrating wearable and
implantable devices with human physiology. These systems
collect multi-modal physiological data and support real-time
therapeutic actuation, exhibiting CPS properties such as timing
constraints, safety-critical operation, and cyber–physical cou-
pling [16]–[18]. Their proximity to the human body means that
cyber attacks can escalate into physical harm, distinguishing
WBAN-CPS from traditional IT systems. Persistent challenges
in interoperability, data sensitivity, and secure operation re-
main despite advances in sensing and machine learning [4],
motivating structured and explainable representations of device
behavior and risk.

B. CPS Security and Threat Modeling

CPS security is complicated by the tight integration of com-
putational logic with physical processes. Attacks such as false-
data injection, stealthy integrity manipulation, and denial-of-
service can disrupt control loops and compromise safety [1]–
[3]. WBAN-CPS inherit these risks while introducing addi-
tional vulnerabilities due to wireless communication and phys-
iological constraints. NIST guidelines document weaknesses in
Bluetooth and low-power wireless technologies widely used
in WBAN devices [19], [20]. These insights underscore the
need for explicit modeling of threats, device capabilities, and



communication channels to support automated reasoning about
risk propagation.

C. Privacy and Regulatory Compliance in MCPS

Healthcare CPS must comply with regulatory frameworks
such as HIPAA and GDPR, which impose requirements on
confidentiality, integrity, consent, and purpose limitation [6],
[7]. Ensuring compliance in distributed MCPS is challenging
due to dynamic data flows and heterogeneous devices. Prior
work has explored semantically rich approaches for HIPAA
automation [21], secure cloud-based EHR access control [22],
[23], privacy-preserving data sharing [24], and blockchain-
based policy enforcement [25]. Additional studies address
semantic access control, encrypted EHR systems, and com-
pliance enforcement across cloud and IoT environments [26]–
[29]. These works highlight the need for automated, ontology-
driven detection of missing safeguards and policy violations.

D. Ontologies and Knowledge Graphs in CPS

Ontologies provide structured, machine-interpretable rep-
resentations of CPS entities, enabling semantic interoper-
ability, risk modeling, and policy reasoning. Semantic Web
technologies such as OWL, SWRL [30], and SPARQL [31]
support encoding device capabilities, regulatory constraints,
and security policies in a logically consistent manner.

In the healthcare domain, Ontology-driven approaches have
been used to formalize regulatory requirements and automate
compliance verification. In our previous work, we developed
ontologies for medical devices and their regulatory compliance
[26], [32], [33], as well as semantically rich models for
privacy, access control, and HIPAA automation [21]–[23].
Additional efforts include HIPAA-compliant cloud service
ontologies [34], semantic context for secure EHR access [22],
IoT regulatory reasoning [35], and compliance automation
across cloud and big data ecosystems [27], [36]. Knowledge
Graphs extend these ontologies with scalable querying and
inference, supporting integration of heterogeneous clinical,
device, and operational data. Recent work applies KG-based
reasoning to medical device regulations [26], [32], HIPAA
automation [21], and secure data-sharing architectures [24].
However, existing models do not capture WBAN-specific CPS
entities, physiological data types, wireless threat vectors, or
dynamic risk propagation patterns, motivating the ontology-
driven reasoning framework introduced in this paper.

E. Agent-Based Reasoning in CPS

Intelligent agents provide autonomy, reactivity, and goal-
directed reasoning suited for dynamic CPS environments.
Foundational work formalizes agents as entities capable of
perceiving their environment, reasoning over structured knowl-
edge, and acting upon inferred conclusions [11]. Multi-agent
architectures support distributed monitoring, detection, and
enforcement across heterogeneous system layers [12]. While
agent-based approaches have been applied to CPS security
and anomaly detection, no existing work integrates agentic

reasoning with ontology-driven security, privacy, and compli-
ance analysis for medical WBAN-CPS. This gap motivates the
agentic system introduced in this paper.

IV. CYBER-PHYSICAL THREAT MODEL FOR WBAN-CPS

A. WBAN-CPS Data Lifecycle

The WBAN-CPS data lifecycle spans sensing, local process-
ing, wireless transmission, cloud analytics, and clinical actu-
ation, each introducing distinct security, privacy, and safety
risks. Wearable and implantable sensors collect physiolog-
ical data under strict power and computational constraints
[5]. Gateway devices aggregate and preprocess data but re-
main vulnerable to insecure pairing, unauthorized access,
and malware. Wireless links using Bluetooth Low Energy,
IEEE 802.15.6, or proprietary protocols expose channels to
eavesdropping, replay, jamming, and man-in-the-middle at-
tacks [37]. Cloud platforms face risks such as unauthorized
access, data residency violations, and misconfigurations. For
actuator-enabled devices, compromised data may directly trig-
ger unsafe physiological outcomes.

These lifecycle stages form the structural basis of our
ontology, where each stage is represented as a formal class
with associated risks and regulatory obligations, defining the
operational scope of the Risk Detection and Compliance
Monitoring Agents.

B. CPS Threat Taxonomy

WBAN-CPS deployments face threats across cyber, physi-
cal, and regulatory layers, including:

• Integrity: false data injection [2], command manipula-
tion [3].

• Availability: jamming [19], denial-of-service [3].
• Confidentiality: eavesdropping [20], replay [5].
• Safety: malicious actuation [3], unsafe dosing [38].
• Regulatory: unauthorized sharing [6], missing con-

sent [7].
These categories serve as inputs to SWRL-based risk inference
executed by the Risk Detection Agent.

C. Regulatory and Safety Requirements

WBAN-CPS must satisfy both regulatory and safety require-
ments due to their direct interaction with human physiology.
HIPAA mandates access control, audit controls, integrity safe-
guards, transmission security, and minimum necessary data
use. GDPR requires lawful processing, data minimization,
purpose limitation, data subject rights, and cross-border trans-
fer restrictions. Safety requirements include safe actuation,
fail-safe operation, real-time responsiveness, and physiological
stability.

Regulatory and safety requirements often intersect: a viola-
tion of data integrity may simultaneously breach HIPAA and
endanger patient safety [6], [7]. These requirements are en-
coded in the ontology and operationalized through SPARQL-
based compliance checks executed by the Compliance Moni-
toring Agent.



D. Integrated CPS Threat-Compliance Perspective

Threats in WBAN-CPS propagate across cyber, physical,
and regulatory layers. For example, false data injection on
an insulin pump compromises integrity, violates HIPAA, and
threatens patient safety; unauthorized data sharing violates
GDPR and exposes sensitive information; and jamming dis-
rupts availability, delaying actuation and potentially causing
physiological harm.

These interactions motivate a unified semantic model link-
ing threats, vulnerabilities, controls, and regulatory require-
ments across the WBAN-CPS lifecycle, forming the founda-
tion for the agentic reasoning system introduced in the next
section.

V. PROPOSED ONTOLOGY-DRIVEN CPS FRAMEWORK

This section presents the ontology, knowledge graph ar-
chitecture, SWRL-based reasoning, and SPARQL compliance
verification pipeline used to model and analyze security,
privacy, safety, and regulatory risks in WBAN-CPS envi-
ronments. This ontology-driven pipeline forms the semantic
foundation for the agentic reasoning architecture introduced
in the next section.

A. Design Principles

The framework follows five principles: (1) CPS modular-
ity to represent sensing, actuation, and communication com-
ponents; (2) semantic interoperability across heterogeneous
WBAN devices and data types; (3) compliance-aware mod-
eling aligned with HIPAA and GDPR; (4) safety-aware rea-
soning for CPS-specific actuation risks; and (5) extensibility to
incorporate new threats, controls, and regulatory requirements.

B. Ontology Design

The WBAN-CPS ontology models the core concepts re-
quired to assess security, privacy, safety, and regulatory risks in
wearable and implantable devices [10]. Developed in Protégé
using OWL 2 DL, it defines seven main classes Device,
Data, Threat, SecurityControl, Regulation, Risk, and Patient
with subclasses such as ImplantableDevice, WearableDevice,
PhysiologicalData, and IdentifiableData capturing WBAN-
specific CPS entities.

Object properties (e.g., collectsData, hasThreat,
mitigatedBy, compliesWith, causesActuation)
encode how devices interact with data, threats, controls, and
regulatory obligations. These relationships enable automated
reasoning over device behavior and data flows and define
the knowledge space over which the Compliance Monitoring
Agent, Risk Detection Agent, and Policy Enforcement Agent
operate.

C. Knowledge Graph Architecture and Reasoning Pipeline

The knowledge graph architecture implements an end-to-
end reasoning pipeline that transforms raw WBAN streams
into actionable security, privacy, safety, and compliance in-
sights. Incoming data undergo semantic annotation and is
instantiated as RDF triples. SWRL rules infer risks based

on device behavior, data sensitivity, threat exposure, and
regulatory alignment, while SPARQL queries detect compli-
ance violations and generate real-time safety and regulatory
insights.

Knowledge graphs have proven effective for representing
complex CPS environments and supporting automated com-
pliance reasoning [39]. In our agentic system, this pipeline is
executed by distributed reasoning agents that autonomously
interpret device behavior, evaluate regulatory constraints, and
generate actionable insights.

D. SWRL-Based Risk Inference

Four SWRL rules infer higher-level CPS risks from device
behavior, data flows, and threat relationships.

Rule 1: Security Risk
Device(?d) ˆ hasThreat(?d, ?t) ˆ

not(mitigatedBy(?t, ?c))
-> SecurityRisk(?r) ˆ hasRisk(?d, ?r)

Rule 2: Privacy Risk
Device(?d) ˆ collectsData(?d, ?data) ˆ

not(compliesWith(?data, ?reg))
-> PrivacyRisk(?r) ˆ hasRisk(?data, ?r)

Rule 3: Compliance Risk
Device(?d) ˆ collectsData(?d, ?data) ˆ

not(compliesWith(?d, ?reg))
-> ComplianceRisk(?r) ˆ hasRisk(?d, ?r)

Rule 4: Safety Risk (CPS-specific)
ImplantableDevice(?i) ˆ hasThreat(?i, ?t) ˆ

causesActuation(?t, ?a)
-> SafetyRisk(?r) ˆ hasRisk(?i, ?r)

These rules transform raw device and data relationships into
explicit, machine-interpretable risk assertions. Figures 4 and 5
illustrate how ontology inputs activate rule conditions to infer
SecurityRisk, PrivacyRisk, ComplianceRisk, and SafetyRisk.
These inferred risks are consumed by the Risk Detection Agent
to maintain an up-to-date view of emerging threats.

E. SPARQL-Based Compliance Verification

SPARQL queries complement SWRL reasoning by detect-
ing missing safeguards and regulatory violations. The follow-
ing query identifies devices that collect regulated physiological
data without associated compliance controls:
SELECT ?device ?data
WHERE {
?device :collectsData ?data .
?data rdf:type :PhysiologicalData .
FILTER NOT EXISTS { ?device :compliesWith ?reg . }

}

This query returns device data pairs lacking HIPAA or
GDPR compliance annotations [6], [7]. These compliance
checks are executed by the Compliance Monitoring Agent,
enabling autonomous detection of missing safeguards and
regulatory misalignments.



Fig. 2. Ontology for WBAN-CPS security, privacy, and compliance.

Fig. 3. Knowledge graph–based WBAN-CPS reasoning and compliance pipeline.



Fig. 4. SWRL rules and inferred CPS risks.

Fig. 5. Risk inference over the WBAN–CPS knowledge graph.

VI. AGENTIC SYSTEM ARCHITECTURE

Building on the ontology-driven WBAN-CPS knowledge
graph, this section introduces the agentic reasoning architec-
ture that operationalizes automated monitoring, risk detection,
and policy interpretation. Intelligent agents provide autonomy
and goal-directed reasoning [11], while coordinated behavior
supports distributed decision-making across CPS layers [12].

A. Overview

The architecture comprises three conceptual agents:
• Compliance Monitoring Agent: evaluates device behav-

ior and data flows against HIPAA/GDPR using SPARQL
queries.

• Risk Detection Agent: applies SWRL rules to infer Se-
curityRisk, PrivacyRisk, ComplianceRisk, and SafetyRisk.

• Policy Enforcement Agent: recommends safeguards
when risks or compliance gaps are identified.

Each agent interacts with the shared ontology but performs
a distinct reasoning task, enabling modular interpretation of
cyber-physical and regulatory conditions.

B. Knowledge and Perception Layer

All agents perceive the WBAN-CPS environment through
the instantiated knowledge graph, which contains device in-
stances, data types, threat annotations, regulatory obligations,
security controls, and SWRL-inferred risks. This shared se-
mantic substrate ensures consistent reasoning.

C. Reasoning and Decision Layer

Compliance Monitoring Agent: uses SPARQL queries to
detect missing safeguards or HIPAA/GDPR violations.

Risk Detection Agent: evaluates SWRL rule antecedents
to infer new risk instances and update the knowledge graph.

Policy Enforcement Agent: interprets inferred risks and
compliance alerts, recommending controls such as encryption,
authentication, or access restriction.

D. Agent Coordination Loop

Conceptually, the agents form a feedback loop:
1) SWRL rules infer risks (Risk Detection Agent).
2) SPARQL queries assess regulatory impact (Compliance

Monitoring Agent).
3) Controls are recommended (Policy Enforcement Agent).
4) Updates are written to the knowledge graph.
This loop supports autonomous, explainable, and regulation-

aware reasoning within the modeled WBAN-CPS environ-
ment.

E. Integration with the Semantic Pipeline

The agentic architecture integrates with the semantic
pipeline: ontology instantiation provides the knowledge base;
SWRL reasoning feeds the Risk Detection Agent; SPARQL
queries support compliance assessment; and the Policy En-
forcement Agent updates control annotations. This integration
enables coherent, auditable reasoning across cyber, physical,
and regulatory layers.



Fig. 6. Agentic reasoning architecture for WBAN-CPS.

VII. SYNTHETIC WBAN-CPS DATASET

To demonstrate the practical applicability of the proposed
ontology-driven CPS framework, a synthetic dataset was con-
structed to represent a realistic yet privacy-preserving WBAN-
CPS deployment. The dataset includes instances of wearable
and implantable devices, physiological and identifiable data
types, cyber–physical threats, security controls, and regulatory
obligations. Although synthetic, the dataset reflects real-world
WBAN architectures documented in prior studies [5], [40].
This dataset also serves as the structured input over which
the agentic reasoning components operate, enabling consis-
tent evaluation of risk detection, compliance monitoring, and
policy enforcement.

A. Dataset Design Rationale

The dataset was designed to satisfy three objectives:
1) Represent CPS-specific device heterogeneity:
WBAN-CPS deployments include sensors, actuators, gate-

ways, and cloud endpoints. The dataset models:
• Implantable insulin pump (actuator-enabled CPS device)
• Wearable heart rate monitor (continuous sensing device)
• Smartphone gateway (edge computing node)

These devices reflect typical MCPS configurations where
physiological sensing and automated actuation coexist.

2) Capture multi-layered data flows;
The dataset includes both physiological and identifiable data

types:
• Glucose levels (P1)
• Heart rate (P2)
• Patient identifiers (I1)

These data types are regulated under HIPAA and GDPR and
are commonly used in clinical decision-making.

3) Model realistic CPS threat vectors:
Threats were selected to represent cyber, physical, and

wireless attack surfaces:
• False data injection (T1)

• Eavesdropping (T2)
• Jamming (T3)

These threats are widely documented in CPS security literature
[2], [3].

B. Dataset Tables

TABLE I
REGULATORY FRAMEWORKS RELEVANT TO WBAN–CPS DATA

Regulation Description Scope
HIPAA US Health Data Protection PHI confidentiality,

integrity
GDPR EU Data Protection Personal data rights, mini-

mization

Table I lists the regulatory frameworks represented in the
dataset.

This dataset includes multiple categories of information
relevant to WBAN–CPS compliance analysis.

TABLE II
DATA INSTANCES IN THE WBAN–CPS DATASET

Data ID Type Description Regulatory Status
P1 Physiological Glucose Level HIPAA PHI, GDPR per-

sonal data
P2 Physiological Heart Rate HIPAA PHI, GDPR per-

sonal data
I1 Identifiable Patient ID Highly sensitive under

HIPAA/GDPR

Table II includes the physiological and identifiable data
elements subject to HIPAA and GDPR protections.

These data elements are linked to device and threat instances
in the knowledge graph.

Table III lists the modeled threats and their CPS impacts.
Each threat is mapped to one or more security controls.
Table IV summarizes the security controls modeled in the

dataset.
These controls apply to the devices listed below.



TABLE III
THREAT INSTANCES IN THE WBAN–CPS DATASET

Threat ID Category CPS Impact Description
T1 Integrity Unsafe actuation False data injection
T2 Confidentiality Privacy breach Eavesdropping
T3 Availability Loss of monitoring Jamming

TABLE IV
SECURITY CONTROLS IN THE WBAN–CPS DATASET

Control ID Description Threat Coverage
C1 Encryption Mitigates T2
C2 Authentication Mitigates T1
C3 Access Control Mitigates unauthorized access

Table V lists the implantable, wearable, and gateway devices
included in the dataset.

C. Dataset Integration into the Knowledge Graph

Each dataset element is instantiated as an OWL individual
and linked using object properties such as:

• collectsData(D1, P1)
• hasThreat(D1, T1)
• compliesWith(P1, HIPAA)

This structured representation enables automated reasoning
using SWRL rules and SPARQL queries, allowing the knowl-
edge graph to infer risks and detect compliance violations
across the WBAN-CPS lifecycle.

VIII. USE CASE: MEDICAL CPS COMPLIANCE ANALYSIS

To demonstrate the capabilities of the proposed framework,
a medical CPS use case was constructed involving a hypotheti-
cal patient, John Snow, who relies on wearable and implantable
devices for chronic disease management. This scenario reflects
real-world MCPS deployments where continuous monitoring
and automated actuation are tightly integrated with clinical
workflows [10], [38].

A. Scenario Overview

The patient uses three WBAN-CPS devices: an implantable
insulin pump (D1) that adjusts insulin delivery based on
glucose readings, a wearable heart rate monitor (D2) for
continuous cardiovascular tracking, and a smartphone gateway
(D3) that aggregates sensor data and transmits it to a cloud
analytics platform. Together, these components form a closed-
loop medical CPS.

TABLE V
DEVICE INSTANCES IN THE WBAN–CPS DATASET

Device ID Type CPS Role Description
D1 Implantable Actuator Insulin pump
D2 Wearable Sensor Heart rate monitor
D3 Gateway Edge Node Smartphone hub

B. Threats, Regulations, and Safety Considerations

The devices face cyber–physical threats consistent with
established CPS models [3]: D1 is vulnerable to false data
injection (T1) and eavesdropping (T2); D2 to eavesdropping
(T2) and jamming (T3); and D3 to malware, unauthorized
access, and cloud misconfigurations.

Physiological data (P1, P2) constitute PHI under HIPAA,
requiring access control and secure transmission [6]. GDPR
further mandates explicit consent for personal identifiers (I1)
and purpose limitation for physiological data. Safety risks
include incorrect insulin dosing from manipulated glucose
readings, delayed cardiac anomaly detection due to jamming,
and potentially life-threatening unauthorized actuation.

C. Ontology-Driven Reasoning Results

Using the synthetic dataset, the ontology reasoner infers:
• SecurityRisk: D1 hasThreat T1 without mitigation.
• PrivacyRisk: D1 collects P1 without compliance anno-

tation.
• ComplianceRisk: D1 processes regulated data without

HIPAA/GDPR linkage.
• SafetyRisk: T1 can trigger unsafe insulin actuation.
These results show how the ontology links device behavior,

data sensitivity, and threat exposure to higher-level CPS risk
classifications.

D. SPARQL-Based Compliance Verification

A SPARQL query identifies devices collecting physiological
data without associated compliance controls [41]:

SELECT ?device ?data
WHERE {
?device :collectsData ?data .
?data rdf:type :PhysiologicalData .
FILTER NOT EXISTS { ?device :compliesWith ?reg . }

}

The query returns two non-compliant device–data pairs:
(D1, P1) and (D2, P2), indicating violations of HIPAA and
GDPR requirements.

E. Use Case Summary and Agentic Interpretation

This use case demonstrates that the ontology captures CPS-
specific interactions between sensing, actuation, and regula-
tion; SWRL rules infer multi-layered risks automatically; and
SPARQL queries detect compliance violations in real time.
Within the agentic architecture, the Risk Detection Agent ac-
tivates all four SWRL rules, the Compliance Monitoring Agent
identifies missing safeguards, and the Policy Enforcement
Agent recommends mitigations such as encryption and access
control, ensuring that the WBAN-CPS deployment remains
aligned with regulatory and safety requirements.

IX. EVALUATION

The proposed ontology-driven WBAN-CPS framework is
evaluated along four dimensions essential for safety-critical
medical deployments: expressiveness, scalability, regulatory



adaptability, and agentic reasoning capability. These dimen-
sions reflect the operational demands of WBAN-CPS en-
vironments, where heterogeneous devices, evolving threat
landscapes, and stringent regulatory requirements necessitate
flexible, explainable, and semantically grounded analysis.

A. Expressiveness

The ontology demonstrates strong expressiveness by mod-
eling cyber, physical, and regulatory concepts within a uni-
fied semantic structure. It captures device behaviors, data
flows, threat relationships, and compliance constraints, en-
abling multi-layer interpretation of CPS functionality and
security posture. By linking devices to the data they generate,
the threats they face, and the regulations that govern them,
the ontology supports SWRL-based inference of higher-level
risks such as SecurityRisk, PrivacyRisk, ComplianceRisk, and
SafetyRisk. This expressiveness ensures that complex WBAN–
CPS interactions can be represented and reasoned about in a
transparent and auditable manner.

B. Scalability

The framework is designed for modularity and extensibility,
allowing new device types, threat classes, vulnerabilities, and
regulatory concepts to be incorporated without restructuring
the core ontology. Class hierarchies (e.g., Device, Data, Threat,
Regulation) can be extended independently, and reasoning
operates over well-defined object properties and rule pat-
terns. As a result, inference behavior remains consistent as
the number of instances grows, supporting scalability across
increasingly complex WBAN–CPS deployments and larger
semantic datasets.

C. Regulatory Adaptability

A key strength of the ontology-driven approach is its
ability to accommodate evolving regulatory requirements. New
HIPAA or GDPR clauses can be represented as subclasses,
object properties, or compliance constraints without modifying
the underlying structure. Additional SPARQL queries or rule
conditions can be introduced to reflect updated obligations,
enabling continuous alignment with emerging privacy, safety,
and data protection standards. This adaptability is essential for
medical CPS, where regulatory expectations evolve alongside
technological capabilities.

D. Comparison with Traditional Approaches

Table VI contrasts the proposed CPS knowledge graph
with traditional WBAN security approaches. The comparison
highlights improvements in automated reasoning, continuous
compliance monitoring, integrated safety modeling, and ex-
plainability capabilities that conventional WBAN solutions
typically lack. These enhancements demonstrate the value of
semantic modeling for supporting trustworthy and regulation-
aware CPS operation.

TABLE VI
COMPARISON WITH TRADITIONAL WBAN APPROACHES

Feature Traditional WBAN Proposed CPS KG
Reasoning Manual Automated

Compliance Periodic Continuous
Safety Modeling Limited Integrated

Explainability Low High

E. Agentic Reasoning Evaluation

The agentic components were evaluated conceptually to
assess how their intended reasoning behaviors are supported
by the ontology, SWRL rules, and SPARQL queries. Using
the synthetic WBAN-CPS dataset, the Risk Detection Agent’s
rule conditions were shown to activate the modeled SWRL
risk classes, demonstrating that the ontology provides suffi-
cient structure for multi-layer risk inference. The Compliance
Monitoring Agent’s SPARQL queries successfully identified
cases representing missing safeguards or regulatory obliga-
tions, confirming that the semantic model supports automated
compliance assessment. The Policy Enforcement Agent’s mit-
igation logic was validated by verifying that the ontology ac-
commodates the annotation of recommended controls such as
encryption, authentication, and access restriction. Collectively,
these results show that the agentic architecture is semantically
coherent and that its reasoning behaviors are fully supported
by the underlying model, establishing a foundation for future
real-time or deployed implementations.

X. DISCUSSION

A. Semantic Integration for Unified CPS Understanding

Ontology-driven modeling provides a coherent and ex-
plainable foundation for interpreting heterogeneous WBAN-
CPS interactions [42]. By representing devices, data flows,
threats, and regulatory constructs as interconnected semantic
entities, the knowledge graph unifies information typically
siloed across cyber, physical, and clinical layers, an essential
requirement for continuous, context aware monitoring.

B. Automated and Explainable Risk Reasoning

SWRL inference and SPARQL-based compliance verifi-
cation enable transparent, auditable reasoning [30]. SWRL
rules infer risks from observable conditions, while SPARQL
queries validate regulatory obligations in real time. Together,
they form an agentic reasoning loop capable of detecting and
contextualizing risks across CPS layers.

C. Trust, Accountability, and Extensibility

The ontology enhances trust by providing traceability: each
inferred risk links to specific entities, rules, and regulatory
requirements. Although evaluated on a synthetic dataset, the
methodology scales to real-world WBAN deployments and
can incorporate additional device types, contextual signals, and
evolving regulatory frameworks [43].



D. Automated Security and Compliance

Embedding regulatory logic directly into the knowledge
graph enables continuous compliance evaluation, violation
detection, and proactive mitigation. This supports the broader
goal of developing knowledge graph driven CPS capable
of autonomously maintaining security posture and regulatory
alignment in dynamic healthcare environments.

E. Role of Agentic Reasoning

Autonomous agents operationalize semantic reasoning in a
continuous and adaptive manner: the Risk Detection Agent
applies SWRL rules, the Compliance Monitoring Agent eval-
uates regulatory impact, and the Policy Enforcement Agent
recommends safeguards. Together, they transform the semantic
model into an active decision-making system for trustworthy
WBAN-CPS operation.

XI. LIMITATIONS AND FUTURE WORK

While the proposed ontology-driven CPS framework
demonstrates strong capabilities in modeling, reasoning, and
compliance verification, several limitations present opportuni-
ties for future enhancement:

• Real-time CPS reasoning: The current implementation
performs offline reasoning over static knowledge graph
instances. Future work will explore streaming-based se-
mantic processing and incremental reasoning to support
real-time WBAN-CPS risk detection and continuous com-
pliance monitoring.

• Integration with EHR systems: The ontology does not
yet interoperate with clinical Electronic Health Record
(EHR) standards such as HL7 FHIR. Incorporating EHR
semantics would enable richer contextual reasoning, lon-
gitudinal patient analysis, and tighter alignment with
clinical decision-support workflows.

• Post-quantum cryptography modeling: The framework
currently models classical security controls but does not
account for emerging post-quantum cryptographic (PQC)
threats. Extending the ontology with PQC-aware threat
classes and mitigation strategies would allow evaluation
of WBAN resilience against quantum-era adversaries.

• Digital twins for WBAN–CPS: Future work includes
linking the ontology to digital-twin models capable of
simulating device behavior, predicting failures, and val-
idating safety constraints. Integrating digital twins with
semantic reasoning would support proactive risk assess-
ment and closed-loop CPS assurance.

• Scalability of agentic reasoning: The agentic archi-
tecture has not yet been evaluated under large-scale or
real-time WBAN deployments. Future work will explore
distributed agent coordination, performance optimization,
and scalable reasoning strategies to support continuous
monitoring across high-volume, multi-patient environ-
ments.

XII. CONCLUSION

This paper presented an ontology-driven framework for se-
curity, privacy, and compliance reasoning in medical WBAN-
CPS environments. By unifying devices, data flows, threats,
vulnerabilities, and regulatory requirements into a coherent
OWL 2 DL knowledge graph, the framework provides a struc-
tured foundation for interpreting heterogeneous cyber–physical
interactions. The integration of SWRL-based inference and
SPARQL compliance queries enables automated, explainable,
and regulation-aware reasoning, supporting multi-layer anal-
ysis across cyber, physical, and regulatory dimensions. A
synthetic WBAN use case demonstrated how the ontology
captures device behavior, infers risk conditions, and identifies
compliance gaps, illustrating the practical value of semantic
modeling for CPS safety and trustworthiness.

Beyond the semantic layer, the paper introduced a con-
ceptual agentic reasoning architecture that operationalizes
these capabilities through three coordinated agents respon-
sible for risk detection, compliance monitoring, and policy
interpretation. Although not deployed as a real-time system,
the architecture shows how autonomous reasoning can be
structured around the knowledge graph to support continuous,
transparent, and regulation-aligned decision support in future
WBAN-CPS implementations. This agentic layer highlights
the potential for intelligent, ontology-guided automation in
environments where safety, privacy, and regulatory compliance
must be jointly maintained.

The modular and extensible design of the framework allows
it to evolve with emerging device types, threat models, and reg-
ulatory updates, including future HIPAA and GDPR revisions.
Its semantic grounding also positions it for integration with
broader healthcare ecosystems, such as EHR interoperability,
digital-twin modeling, and post-quantum security analysis.
In general, this work establishes a flexible and explainable
foundation for trustworthy cyber-physical medical systems and
opens multiple avenues for advancing real-time reasoning,
adaptive security, and regulation-aware automation in next-
generation WBAN-CPS deployments.
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