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Today: Life is Good.
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The Big Picture

MoBbile/pervasive computing anal sefitware
dgents are argoed match

The combination: offiers hew: challenges for
each

Attempts are beingl made tor bridge; the
dap to connect the two

Pervasive computing is the real target
andiwill reguire an integrated moedel te
sUpport beth wiredrand wireless
computing



Mobile and Agents are a Good Match

he agents community: has, relatively: advanced
appreaches to: many: of the problems, faced: by mobile
computing, since We have assumed a Very dynamic, ad
NOC envirenment, OPEnI ENVireNMERt. SOmMe Common
ISSUES:

s Service description, discovery, composition.
s Negotiation for services and information

s Authentication, authoerization, and trust

s [Delegationand degrees; off autonomy.

s Coordinationrand teamwerk models

Mobile/pervasive; computing will' provide good
justification fior' anragent oriented approach.



Special challenges for agents

lloday’s mobile computing environMEeRt offiers
speciall challenges for us. Mobile systems have:

s .ow)variable banadwidth, limiteal CPU, memory,
disk, pewer: etc.

ReseUrce poor systems connected over thin
PIPES.
“Resoeurce gap- is (mostly) indififerent: to
apsolute values,

s/(Elective) disconnections; dynamically:changing
network topology. ...



Special challenges for mobile computing

Current technologies beingl used fior mobile
computing| (e.g., Bluetooth) or likely terbe
adopted (e.g., Jini, UDDI) have preblems.

x [he languades for describing and: matehing Services
are much toor simple.

= NO or poor support for shared ontologies beyond
those selected for us by business consoertia.

= NGO or poor support for evolution and maintenance in
SUCHI an Openi envirenment.

Envisioned pervasive computing environments
must be; “context aware".



Current activities and needs

[ihere are ongoing efforts to bridge the gap

From the agentsi side

s Portingl of FIPA platforms (e.g., Jade, FIPA-OS)
to handheld deyices

s Enhanced! versions of Jini'and Bluetooth SDP
using RDE andl DAML

Erom the other side?



Rest of Talk

ihe semantic Web as' a petential common: moedel
for beth wired and mobile infermation; sharing

Several UMBC ongeing projects addressing

ISsues at dififerent: levels: systems, Infirastructure
andl applications

s Centaurls communication; protocol

s Using semantic web Ianguages! fior' Service; diSCOVErY.
In Jinitand Blueteoth

a A model for distributed authorization and trust
a Agents2Go moebile; application

Comments and conclusion



Semantic Web?

Il 'argue that the, semantic wWeb) provides a geod
approach), language and tools te; support moebile
and pervasive computing.

This isnit obvious, since the SW seems grounded
IR the traditienal wired web.

But, I think the principles whichr drive; It are the
HgNt GNES; fior our wireless/mobile/pervasive
computing environment: as well.

Next: overview: off Semantic Web



Origins of the Semantic Web

Tiim| Berners-Lee'sioriginal
1989 WAV propesal (e
described a Web of .. S R SN (T PN

ielationships among named
ODJects that unified many.
Information; management
tasks.

Guha designed MCEat Apple
(~1994)

XML+MCF=>RDF
RDF+00=>RDFS A
RDES+KR=>DAML+OIL (2000) KGRI
W3C's SW activity (2001) =

___________

http://www.w3.org/History/ 1989/ proposal. html



W3C’s Semantic Web Goals

Realizing| the full potential off the \Wekb

Making It cost-efifective for people; o) effectively.
fecord their' knowledge

[FOCUS; Rl Maching consumption.

= The Semantic Web is;an extension off the current web: ini which
Infiormation; is given well-defined meaning), better enabling
computersiand people te work in coeperation.” -- Berners-l.eg,
Hendler and! Lassila, The Semantic \Web

= “[he bane of my existence is doing things that I know! the
computer couldidofor me.™ — Dan Connolly, The XML Revelution

Ultimate; goal - effiectiverandl efficient global
knoewledde exchamnge



Semantic Web Principles

Everything Is on' the; web
Partial information

Welb; off trust

Suppert information evoelution
Minimalist design

Commoen data model

Adapted from Eric Miller, W3C



Principle: Everything is on the Web

People, places, and things in the; physical
world will-have enling representations
identifiedl by Uniform Resource Identifiers
(URIs) which willffacilitate effective
INtegration, active participation and be
contextualized in the Semantic Weln (SWW).

Adapted from Eric Miller, W3C



Principle: Partial Information
Tihe Webiis unbounded.

Its design differed firom traditional hypertext
systems i sacrificing link integrity. for scalability.

In the SW. there; should be; no constraint: omn what
IS\ said, what It IS said about, and where it IS said.

ARYONE Can say: anything aboeutianything, and
there will'alwaysi me meore to learn.

Adapted from Eric Miller, W3C



Principle: Web

of Trust

AllF statements fotnd onl the SV occurin
some context and applications: need this
context in order to determine the
trustworthiness of the statements

ihe SW does not assert that all statements
fiound on the Webrare “true".

Tiruthr - or moreé; pragmatica

ly, trustwerthiness

- [S evaluated: by, and in| the context of;, each

application that precesses t
found on the, Web.

1e Infermation

Adapted from Eric Miller, W3C



Principle: Evolution

The SW must permit: distributed communities to
work independently, adding new: infermation
WIthoUEt Insisting that the eld' e modified:

This suppoerts the resplution: off ambiguities and
Inconsistenciestwhile taking advantage: off the
wealth off backgroeunds: and abilities.

ihe SW must expand as our Understanding
expandsiand be able tor capture infermation
inking INAEPENdERL representations, off
OVerlapping areas; off knowledge.

Adapted from Eric Miller, W3C



Principle: Minimalist Design

Make the simple things simple, and the
complex things poessible.

Standardize no more than'is necessary.

Adapted from Eric Miller, W3C



Principle: Common Models

16' encompass the URIVErse off NEtWOIK-
dccessible information the; SYW must
provide; a way: ofi exposmg IRfermation
from different systems.

Werneed a very deneral data moedel
Which s fairly: lew: level tor allow
iIndividual application and communities
to map their ewn| representations' to; It.

Adapted from Eric Miller, W3C
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DAML+OIL

DAML =i Darpa Agent Markup: Llanguage

s DARPA pregrami withr 17 project teams and an
Intégrator' developingl language spec, toeols,
applications for SEmantic Web:.

OIL = Ontelegy Inference Layer

= An| EU efifiort aimed at developing ailayered approach
to representing knowledge; oni the web.

Process

x Joint Committee: US DAML and EU Semantic, Web
Tlechinologies’ participants

s DAMLH-OILL spec released 01/01 and revised in 0301

s [echnical discussions take place oni the www-rdf-
logic@w3.0rg emaill list



DAML in One Slide

DAML is built on top of
XML and RDF

It allows the definition,
sharing, composition and
use of ontologies

DAML is ~= a frame
based knowledge
representation language

It can be used to add

metadata about anything
which has a URI.

URIs are a W3C standard
generalizing URLs

everything has URI

UMBC

an HenorstUnversityan Maryland

<rdf:RDF xmins:rdf ="http://w3.01g/22-rdf-syntax-ns#"
xmins:rdfs="http://w3.org/rdf-schema#"
xmins:daml="http://daml.org/daml+o1l#*>
<daml:Ontology rdf:about="">
<daml:imports rdf:resource="http://daml.org/daml+oil"/>
</daml:Ontology>
<rdfs:Class rdf:1ID="Person">
<rdfs:subClassOf rdf:resource="#Animal"/>
<rdfs:subClassOf>
<daml:Restriction>
<daml:onProperty rdf:resource="#hasParent"/>
<daml:toClass rdf:resource="#Person"/>
</daml:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<daml:Restriction daml:cardinality="1">
<daml:onProperty rdf:resource="#hasFather"/>
</daml:Restriction> </rdfs:subClassOf> </rdfs:Class>
<Person rdf:about="http://umbc.edu/~finin/">
<rdfs:comment>Finin is a person.</rdfs:comment>
</Person>

23



Why RDF Is Not Enough

EXpressive inadequacy.

= Only range/domain constraints (en
Properties)

= No properties of properties (Unique,
transitive, Inverse ete.)

s No eguivalence, disjointness, coverings ete.

s Ner necessary: and sufficient conditions; (1or
class membership)

Poorly: (Un) defined SEmantics



A Simple DAML Example

<rdiis:Class about="#Animal*/>
<rdfs:Class about="#Plant">

<damlzaisjointFrom
resource="#Animal*/>

< /[rdfs:Class>



We're going down a familiar road

KR trends Web trends
55-655 arbitrary: data O5-97: XML astarbitrary.
StrlictUres StrlctUres
65-755 semantic netwerks 07-98: RDE
75-85: simple frame 08-99; RIDF'schiema as a
systems frame-like system
85-95 description legics 00-01: DAML+OIL
O5-727: logic 02-72725 DAMI-IE

Only much faster!



Some UMBC Work

Il Briefly describe; several 6ngoingl projects
INVoIVing mobile/pervasive computing at UMBE.

Centaurus communication infrastructure

Enhancing Jinitwithr DAML fer service
description and discovery

Enhancing Bluetooth's SBP withr DAMIL
A modell of distributed autherization and trust

A simple moebile; application




A ————ee =

Centaurus

Centaurus is a framework for
developing and delivering
heterogeneous services in a
mobile environment

Computers and devices are facing
interpretability problems.

= Devices want to talk to each other; printers, lamps,
toasters etc.

The computing platforms are less likely to be uniform.
= Palm OS, Windows CE, Cell phones, Linux, Windows, etc.

The communication mediums between devices are less
likely to be uniform.

= GSM, CDPD, Infrared, Bluetooth, Wired cables, 802.11b
UMBC

25



Centaurus Communication

Centaurus Communication (Centaurus COMM)
provides a message passing network
architecture that allows heterogeneous devices
to communicate through varied communication
mediums in a uniform fashion

PDA Laptop PDA Toaster

IRﬂ ﬁsluetooth B'“et°°tﬂ ﬁWired /UDP

Centaurus COMM Centaurus COMM



TThe Centaurus
Architecture

A

CCML (XML)

IR
Comm.

Bluetooth
Comm.

Ethernet CDPD
Comm. Comm.

Communication Manager (Centaurus COMM)

I CCML (XML)

Service Manager 1

................. Service Manager n

|

Service Managers

Communication Managers (Centaurus COMM)

I CCML (XML)

v

A 4

A 4

Lamp Service

Coffee Maker
Service

MP3 Jukebox
Service

Services




an Heno)

Centaurus Communication

Application Layer

S

~
Programming API Layer

(Centaurus COMM Level 3)

Abstract Protocol Layer
(Centaurus COMM Level 2)

Concrete Protocol Layer
(Centaurus COMM Level 1)

MBC

rs Universityin Maryland
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AnExample

- o =

IR CLIENT

OMNISKY CLIENT BT CLIENT

SERVICE
MANAGER

OR
APPLICATION




Future Work

Integration with advanced features:

e Use of DAML descriptions of
services offered and sought

e Distributed delegation and trust
model



Enhancing Jini’s registration server

Jini'is a very: attractive; collection off ideas
and COmMpONERLS.

One deficiency Is the Jini registration
SEIVENS INEXPLessive approach to
@escribing services ofiered and sought.

Weve produced armodiried Jin
iegistration server which allows agents to
tise DAMLA-OIL o describe services
ofifered or seught



DReggie: A Smart Lookup Service

Modify Jini's registry, and leokup mechanisms.

sl Each service registers al DAMIL description: ofi
capabilities, and reguirements;and Invecation
technigue.

s Eachlookup: reguest carriesia DAMIL
description.

s Matehr can be “fuzzy.”
IHandles constraints.
Returns similar' matches.



Enhancing Bluetooth's SDP

Bluetooethi isia short-range RE wireless
technology: that suppoerts ad-hec NEWOrKS and
lises) PZP’ pretocols.

Bluetooth Service Discovery: Protocol:
s Simple service discovery: mechamnism
s Services andi attributes represented by UUIDs

s UUID-basedl matehing

s NO registration, aggredation, multicasting, event
notification

INOL very expressive!



Prototyped Solution

Assume Bluetooth ad=hec networks with' at

least Gne resource rich device (e.g., each room
as a iacilitator):

Enhanced SDP

a Services and attributes described in DAMIL
USINg al “Standard™ entology.

= Allfavailablelnfermation firomr service and
attribute descriptions’ used for matching

u Tifiesitor obtain ¢/osest possible match) g e
s SUpport service; registration: facility;




Delegation; Based Modell for Distributed Tirust

We are developing aldelegation based model for
distributed authorization: and trust for use in both
Wired andl Wireless scenarios.

[FocuUs on trust firomi a “security perspective”

BuUilding om cencepts like authentication,
autherization, rele-basedl access control, public
key: infrastructire, digitalf signatures,
duthoritative, SOUKCES off iInfermation, ete.

Agents make speech actsiabout and reasomn ever
thEse properties and relations.

Grounded in an ontology: represented in DAMIL



What is Distributed Trust

Issues

n No central authority

n  /oggingais not possible

s Access control for entities never
encountered befrore

We' use: Dystributed Iit/st o SeIVE
these ISSUes
trust = policies + credentials +

delegation| actions + preels
off deontic properties

an HenorstUnversityan Maryland
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Three Scenarios

Supply: Chain Management System
v Already iImplemented
Pynamic Wireless Environment

- Ongoing werk
Distributed st fer YWeb SErVvices
7 FUtUre Work

/1o be applied to ITTALKS

(https//wwwiittalks.org))



Design for SCM

Companies have security policies

Policy: enfiorced by a nUmbEer: off "Security: officersy
Each agent in the system hasian D certificate,
X.509
All'communication: via
Signedl messages
Tirust andl policy info
encoded asi horn
clauses




How i1t works : Initialization

; ) b
Y = —— George : Manager Resource
S enoeer Security Permission to "~
delegate access
to <resource>

Vendor Client



How it works : Request

Reiql_J rce
(a7




How it works : Delegation

Delegate to

Developers :
Lﬂ—-{ﬁ 3

Susan : Manager

YVendor




How it works : Request

1)

=T

Susan : Manager

YVendor




Scenario 2 : Dynamic Wireless Environment

Working with! dynamic, ad
ROC Wikeless envirenments .

like Bluetooth

= Unknoewn entitiesare
involved
m \\ireless devices are
rESOUrCe POor: _m office %
s/ Authenticate other wireless
devices
= Need tor communicate and
Ssometimes use, other devices

UMBC

an Honors University/in Maryland 46



Ongoing Work

SPECIfying entelogy for Ppermissions, opligations;
entitlements, pronibitions inf DAML/RDE

Alsor mogdel distributedrbelief;

Encoded in DAML and/or RDE

Delegating| of permissions, obligations,
entitiements), pronibitions and Bele

[0 avoid the permission: revecation: problem we

Use “short lived propesitions”, €.d.
My proor: tiiat agent xyzzy. 1as Periinss/ion
10, o) action X /s good. until tme' t. =



Distributed Belief

A policy specified’ that “UMBC CSEE faculty: are
allewed to doy X, but hew! de’ We, determing Who
they are?

Our dtrust language allows, Us} o say
Ve accepr: as
al LIUSted SoUICE o1 IIoation apouL mempersiip i
1) CIass 1Itpy)/UmbC, Eau)0nto/0gIes/ PEOPIE#AIactity)”
faculty-htmi has a human-readable fiaculty list: (in
HIEML) and (poessibly: signed) statements (in

DAML)Iasserting who the faculty are.
Beliefis can'be delegated as well

“lraelegate belieror praAaviseerx, y) to X - X s a CSEE
raculty membper”



DUrUSHOntelogy,

CLIE: Infarm
c i

Permizsion Ohligation Entitlement Prokibition

Human Agernt

ANDAMIZONGI0EYeIREESEHIINE altBiZzauoen
U EHUSEHACHORS StaESTNENIOIICIES:



Future Work

Use XML Signature to sign
DAML statements

Incorporate a reputation
mechanism to provide sanctions
for failing to follow obligations
Detect conflicting policies
Develop a dfrust language

for web services

an HenorstUnversityan Maryland
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The Agents2Go Platform

Location dependent services discovery
— Location dependent information retrieval

— The search results contain information about restaurants
that are local to the requesting user.

Distributed services

— Distributed Information

(((r

— Service information is distributed and grouped by regions.
— Information about the restaurant is stored locally.

Automatic location detection

— Cell tower 1ds are mapped to the geographical region
name.

Service provider representation
— Service Agents reside at the service provider locations.
— Restaurant Agents reside at the restaurant locations.



The Agents2Go Infrastructure

Restaurant
Agent #1 /T
Bluetooth

--------- Restaurant
Agent #2

e | Ceator - |
_____ A2G 2

Restaurant
Agent #3

3 Restaurant

CDPD B yam Agent #4

Restaurant
Agent #5 /I

E Restaurant
Ve Agent #6

Restaurant
Agent #7



The PalmApp

The PalmApp is a generic

form visualizer, independent
of the system functionality.

XML dynamically rendered by
the PalmApp

The Pa/imApp provides GUI for
submitting requests and
seeing responses.




oyl

Some Screen Shots

Marne Mo Record: found

Cuizire -

Location e
Table for -

YWait Tirne

Plin Price

MaxcPrice
Waterside O

Entertainmmet [

[ Back [ Menu [ Map | Reserv |

Little Fountain Cafe i 1 . Little Fountain Caofe =
2339 18th 5t MW {Belrmant Rd.), Little Fountain Cafe

IO ——" R T Ty —— 2339 18th 5t., WW {Belmont Rd.},

C202% e2-2100 Washington, DC,20009-1814 Yazhington, Do 20009-1814
{202} 462-3100 {202} 462-3100

Eclectic/International . .
. . Eclectic/International
Eclectic/International

B R el=l5 (el S0 [ il Yaiting tirme information is currently

IWait for table for four is 30 min Wait for table for two iz 30 min

unavailable,

Wait for table for six is 40 min Wait for table for four iz 20 min

Time Stamp Apr 10 19.43.24 Wait for table for six is 40 min

[ Back I Menn I Map I Y- :| Tirme Starmp Apr 10 19,4224 AGED
! [ Back | Menu [ Map | Reserv |

[ Back | Menu [ Map | Reserv |

UMBGC

‘ arcity i Dzl
an Henoers University infVaryland r



The A2G Server and Locator

The A2G Server receives user requests from a PalmApp,
maps its cell tower id to the geographical region and
forwards this request including region name to the
Localor:

The Locator maps Brokers to regions. It delegates
requests from the A2G Serverto the designated Brokers.

The A2G Serverand the Locator could be replaced when
using Bluetooth technology

Collection of cell tower ids.
Cell Overlaps




The Restaurant Agent

The Restaurant Agent provides

graphical interface to a (Controts [
restaurant host. o
pon
The Restaurant Agent is used [ i0%ofiLunch |

to send dynamic information lik
updates and promotion to the
Broker that manages that
restaurant’s geographical regio

an HenorstUnversityan Maryland

o0



Agents2Go Future Work

The Agents2Go System dynamic, location aware,
distributed system.

The Broker holds auctions to find the best deals for the
user.

The Broker maintains reputation information about
service providers.

The Broker forwards a request that yields no matches to
its neighboring Brokers.

The Agents2Go System anticipates the future
geographical location of the user.

Disconnected operations or operations in regions with
poor wireless connectivity.



Today’s Conclusions

Diffierent mobile; environments
Rethinking agent communication
Final thotights



Mobile computing environments

lloday. there; are) several Kinds, off wireless
technologies of Interest:
s Cellular telephone; systems

s [Locall peer-to-peer RE networking technoelogies! like
Blueteoth

s Wireless LANs! like 802.11
» lLocal sensing technologies like REID

EEach off thiese offers advantages and challenges.

The pervasive computing environments ofi the
future will'be ar combination off (Some of) these.



Current coordination infrastructure

There are many: current systems fior service
iedistration; and coordination

x UDDI at the internet level

» Jini at a more local level

s Bluetooth SDP

All" are; characterized by their relatively,

INExpressive Ianguagdes fer describing Services
ofiered and sought:

This isiwhere the agents/Al/KR community has
something to offer.



Rethinking the agent communication paradigm

Much multi=agent systems Work isigreunded in
Agent Communication LLanguagesi(e.qg., KOML,
EIPA) andl associated seftware infirastructure.

This paradigm was articulated ~1990, abeut the

Ssame time as the WAWAWW was' develo

Our MAS, approach: hasi net yet left t
laboratery Vet theWeb has changec

ped.
e

the world

Maybe we sheuld try somethingl diffierent?



Rethinking the agent communication paradigm

he communication MAS paradign has; been
PEEr-to-PELN MESSade oriented communication
mediated by: brokers and facilitators.

This approeach was, I think, inherted frem the
dominant sofitware paradigms at: the time:
client-server and ©O! systems.

The semantic web! invites different paradigms
whichy will reguire seme changdes in ACLs and
their associates spftware systems.



Rethinking the agent communication paradigm

INew! paradigm?
= Agents “publish™ beliefis, reguests, and other
“SPEech acts™ on Web pades.

s Brokers “search” for'and “index” published
CORNtENL

= Agents “discover™ what peers have publishea
on the webr and Browse fer more; details
s Agents speak for” content on webr pages; by

Answeringl queriesiabout them
Accepting commentsand assertions about them



Waiting for Moore?

Agent platferms like; JADE and FIPA-OS have
peen posted torruni on: PDAs and phenes

The hardware platiorms’ are; just barely: tup: to it:

... andiiifwe want ter make the handheld agents
intelligent (e.g., adding a KB and reasener) then
things get ugly rast.

We may have te wait fer Meore s law! to do:a
few: moreiiterations

.0 explere alternative anchitectures which
distribute; the, intelligence; over: proxies on larger
devices.




Context aware computing

AN exciting general view! of the new
mobile/pervasive computing environment goes
Under the, name of  context: aware computing.

This Inherits frem work inintelligent HCI

The computing devices! in our envirenment are
awalel off each other and alse offthe people and
thIngs In their vicinity.

AWareness, off people entails inferring their
Internall states anadlindividual anajoint activities



Context aware computing

This s a premising area Which: can draw. on;ots
off the things We Know:

a INtErpreting senser Inputs

= Senser andl data fusion

s Abductive reasoning and belief revision

x Machinge learmming

s Plan|recegnition

s User'modeling

s Using shared ontelogies

a Models off coordination’ and teamwork



Final thoughts

Agents and mobile computing may: be
a1 good marriage.

AS, Usual, only: time will tell"anarall - will
e ebVIeUS in MindsIght.
See ol

morennfermation and papers on this
Work.



