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Abstract. Organizations are increasingly adopting cloud-based services to meet their 
business needs. However, due to the complexity and diversity of cloud systems it is 
important to evaluate the user experience using within a framework that encompasses the 
characteristics that define the user experience.  In this paper, we propose a cloud usability 
framework to provide a structure to evaluate the key attributes of the cloud user experience. 
The framework includes five attributes and 20 elements that characterize this user 
experience.   Generally these describe the consumer’s expectations of the cloud. The 
framework can be foundation for developing usability metrics for organizations interested in 
measuring the user experience when adopting the cloud.
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1 Introduction 

Cloud computing is a model for enabling ubiquitous, convenient, on 
demand network access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, and services) 
that can be rapidly provisioned and released with minimal management 
effort or service provider interaction [1].  Organizations are increasing-
ly adopting cloud based services to address their information technolo-
gy (IT) needs for software, hardware or network bandwidth [2].  To 
date, the driving forces behind the cloud have been technological ad-
vances and business needs that often outpace the needs of the end-user.  
In order to better enable ready adoption (acceptance and utilization), 
users’ needs (and their goals) must be incorporated into the process of 
cloud implementation.  Fundamentally, users’ needs and goals drive 
usability.   

Various cloud service providers provide different models and de-
ployment types of cloud services and so there is no consistency to the 
user experience.  Moreover, cloud services deployed via the web or 
mobile device are limited by the capabilities of the browser or mobile 
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app interface and so often provide user interfaces that are of lower qual-
ity than that provided by traditional client server applications on a desk-
top platform.  It is being increasingly recognized by the cloud user 
community that there is a need for developing cloud usability standards 
to ensure consistency among different cloud services purchased from 
different vendors [3].  Lack of a consistent user experience in an enter-
prise cloud environment can result in longer time to on-board and ap-
plication into the enterprise cloud, more training requirements and more 
technical assistance for the end users.  This lack of consistency will 
affect the actual cost of the application to the organization.  If an organ-
ization with hundreds of end users can reduce their training require-
ments by a day, they can improve their organizational productivity and 
realize cost savings. 

The cloud pushes us to examine the user experience beyond the 
standard desktop computing environment of well established usability 
principles, guidelines, and metrics.  Thus we have developed a frame-
work to provide a structure to evaluate the key attributes of the cloud 
user experience.  The framework driven by user needs identifies five 
attributes further compartmented into elements and associated measures 
to ensure that critical usability areas are not overlooked.  
 

2 Background 

The complexity and diversity of cloud systems has made it difficult to 
evaluate the user experience using typical usability evaluation tech-
niques. 

2.1 Cloud Standards 

National Institute of Standards and Technology (NIST)’s cloud compu-
ting initiative was aimed at standardizing the definition of cloud com-
puting, its various models and deployment strategies.  NIST’s defini-
tion of the cloud mandates five essential characteristics [1] of on-
demand self service, broad network access, resource pooling, rapid 
elasticity, and measured service.  The NIST deployment models [1] that 
include Private, Public, Community, and Hybrid cloud models, do not 
specifically address the human computer interaction or usability attrib-
utes that make up the user experience of a cloud service.  



The NIST cloud model enumerates three service models. Usability el-
ements to consider for each service model are different and depend on 
the level of control the end user and the consumer organization have 
over the cloud service.  The service models include: 
 

• Software as a Service (SaaS): Provides consumers the use 
of applications in the cloud.  The consumer does not control 
or manage the applications or the environment in which the 
application is running. In this model the end user and the 
consumer organization generally have very limited capabil-
ity of customizing the user interface of the cloud service. 
For instance, Google Apps 
(http://www.google.com/enterprise/ apps/business/) that are 
being adopted as Enterprise Email applications in many or-
ganizations have the same look and feel for all the consum-
ers and limit customization of the user interface to colors 
and company logos. 
 

• Platform as a Service (PaaS): Provides consumers with the 
ability to deploy applications created or acquired by the 
consumer using programming languages, libraries, services, 
and tools supported by the provider. The consumer does not 
manage or control the cloud infrastructure, but has control 
over the deployed applications. In this model, the end user 
and the consumer organization generally have capability of 
customizing the user interface of the cloud service. Howev-
er they are limited by the capability of the platform and 
cannot use other open source languages, like C or Java, to 
develop custom applications. For instance, Salesforce.com 
provides ‘Salesforce1 Platform’ application [4] as a PaaS 
cloud model that allows end users to develop apps on the 
salesforce platform. However, they are limited to the tools 
provided by Salesforce on that offering and so might be 
limited in getting the same user interface as other applica-
tions in their enterprise cloud that are purchased from other 
vendors. 

• Infrastructure as a Service (IaaS). Provides consumers with 
the ability to provision processing, storage, networks, and 
other fundamental computing resources where the consum-



er is able to deploy and run arbitrary software, which can 
include operating systems and applications. The consumer 
does not manage or control the underlying cloud infrastruc-
ture but has control over operating systems, storage, and 
deployed applications. For instance, Amazon Web Services 
(http://aws.amazon.com/) provide a IaaS environment to 
their consumers who can develop personal applications us-
ing languages and tools of their choice. This model pro-
vides end users with the maximum flexibility of customiz-
ing their cloud services and so facilitates development of a 
consistent user interface. However, IaaS cloud services also 
require consumer organizations to develop in-house exper-
tise to be able to utilize the benefits of the cloud. 

 

As these cloud computing environment characteristics and 
components demonstrate decisions about moving to the cloud can 
be overwhelming to organizations/consumers [5].  Many frame-
works and taxonomies have been developed to assist enterprises as 
they consider the use of the cloud [6,7,8].  These frameworks gen-
erally focus on technical capabilities and measure business ser-
vices.  For example, Garg et al [6] developed a framework that 
measures the quality and ranks cloud services.  Usability features 
have only been mentioned in passing, if at all.  

3 Proposed Framework for Cloud Usability 

Any usability framework should start with a good understanding of 
what usability is.  For our purposes, we used the International Organi-
zation for Standardization (ISO) definition of usability: 

Usability is the extent to which a system, product, or ser-
vice can be used by specified users to achieve specified 
goals with effectiveness, efficiency, and satisfaction in a 
specified context of use. [9] 



  

Fig. 1. The cloud user experience 

 
The definition provided us with a roadmap for developing the frame-
work. It first talks about users and their goals that have often been left 
out when considering the cloud. The definition then goes on to state 
three metrics: effectiveness, efficiency, and satisfaction.  Finally, in the 
definition, it states that the aforementioned all occur within a specified 
context of use.  It is during the development of the context of use that 
users’ needs (and their goals) are first identified in the User Centered 
Design (UCD) process [9].  As can be seen in Figure 2 User Needs are 
central to developing a usable system, product, or service.  It is these 
user needs that form the basis of our framework. 

 
Figure 3 is a pictorial representation of the NIST cloud Usability 
Framework. This figure lists the various usability attributes that are of 
interest to cloud users. 
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Fig. 2. The User Centered Design process 

3.1 Cloud usability framework

 
Fig. 3. Cloud usability framework 
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In a similar vein as the cloud Services Measurement Initiative Consor-
tium (CSMIC) who created a framework to establish measures for qual-
ity of cloud services (Service Measurement Index (SMI) [7] we inde-
pendently created a framework that characterizes the usability attributes 
that the cloud should contain.  The framework’s attributes and elements 
are based on other usability frameworks [10] and ISO usability stand-
ards. Consumers should expect the cloud to be Capable, Personal, Reli-
able, Valuable, and Secure.  Figure 3 illustrates this framework. 
 

Capable. 
 Cloud consumers should expect their cloud services to have certain 
capabilities. The four main features that they should look for in a capa-
ble cloud service are: 

1. Current: The cloud service should be based on the latest tech-
nology. The provider should upgrade the service to stay current 
with the state-of-art of the technology. The service provider 
should ensure that the cloud service stays compatible with the 
latest release of hardware, Operating System (OS) and related 
software applications on which it is dependent. Currently pro-
viders upgrade the technology of their services every 18-24 
months. In the coming years, we may see a reduction in this 
time span 

2. Platform: Consumers who use IaaS services want to be able to 
define the exact hardware specifications of the service they wish 
to purchase. For SaaS services, consumers want the cloud ser-
vice to be independent of the cloud hardware, Operating Sys-
tem, etc. so that the service can function correctly on any device 
hardware and software setup. 

3. Device: For a cloud service to be capable, consumers should be 
able to access the cloud service using any device type – 
fixed/mobile etc. 

4. Cloud Functionality: cloud services can be considered capable 
for the consumers if they provide cloud functionality, like elas-
ticity, scalability; rapid provisioning etc., that is not possible in 
other platforms. 



Personal.  
Cloud Services should allow consumers (organizations and end users) 
to change the look and feel of the user interface and customize service 
functionality to suit their needs. At times, an organization’s IT policy 
may not allow the end users to personalize the user interface of any 
enterprise application; however, they may still customize the basic so-
lution for the whole organization. There are five main elements that a 
User should expect under the Personal attribute: 
 
1. Accessibility: It is the degree to which a product or system can be 

used by people with the widest range of characteristics and capabili-
ties to achieve a specified goal in a specified context of use [11]. 
Cloud services should be accessible to consumers with a variety of 
needs. For instance, many consumers in the US mandate that the so-
lution should be compliant with the Americans with Disabilities Act 
(ADA). 

2. Customization: Customization is adaptation of a software product 
to the needs of a particular audience [12]. Cloud services should al-
low consumers to change their user interface to suit their needs.  An 
organization may choose a standard customized interface for all 
their end users to ensure lower maintenance needs. 

3. Control:  The consumer should have a sense of control over the 
functionality of the cloud service. For instance, they should be able 
to determine what cookies are set by the cloud service, or be able to 
switch off GPS tracking if the service is accessed as a mobile appli-
cation.  

4. Data Ownership: Consumers should have ownership over the data 
they store in the cloud services they use. Users should be able to 
declare the policies on its usage (in advertisements, other services 
etc.). For instance, if a consumer uploads pictures to a cloud ser-
vice, the consumer should be able to determine how that image is 
used or who has access to it.  

5. Identity Management (access):  To ensure ease of use, multiple 
access authentications will have to be implemented in a seamless 
manner so that the consumer is not aware of the number of authen-
tication/authorization steps they have to go through to access their 
applications on the cloud. 



Reliable.  
Reliability is the ability of a system or component to perform its re-
quired functions under stated conditions for a specified period of time 
[11]. There are four main elements that cloud consumers look for under 
the Reliable attribute: 
 
1. Available: Availability is defined as the ability of a service or ser-

vice component to perform its required function at an agreed instant 
or over an agreed period of time [13]. Cloud users should expect 
high availability and it is not unusual to find providers advertising 
over 99% availability. 

2. Responsive: cloud consumers should want the cloud services to 
have high degree of performance. The main performance measure 
that is of interest to the end user is the response time, which is the 
time it takes the service to respond to a user’s request/instruction. 

3. Consistent: A cloud service should exhibit the same functionality 
under every situation. The service should also have no conflicts 
with the user device type (e.g., different types of desktops) access-
ing the service. 

4. Transparency: The cloud service provider’s service policies and 
technology should be transparent to the cloud consumer organiza-
tion. Organizational users (like managers, database administrators, 
etc.) should have access, as needed, to the cloud datacenter and 
have details about the cloud platform’s capabilities and planned 
changes. This feature is important for building trust between cloud 
providers and cloud consumers. 

Valuable.  
Cloud consumers should expect cloud services to provide value to them 
and their organization. The three main features that can measure this 
value include 
1. Savings: By using the cloud Service, users will be able to save on 

the costs it would take to run the same application on their personal 
infrastructure. In addition they will be able to consolidate and save 
resources they might need if they ran the same application on their 
personal infrastructure. 



2. User satisfaction: User satisfaction measures the affective experi-
ence of the service. The user satisfaction measure should be high 
for the user to continue consuming the service.  

3. Utility: cloud services will be valuable to the consumers if they can 
provide new features that are not possible with any other IT setup. 
For instance, cloud services are proving to be very valuable in – 

a. Distributed computing with large datasets (Big Data Appli-
cations) 

b. Mobile / pervasive computing. 

Secure.  
Cloud consumers want their cloud services and its data to be secure. 
The three main features that they are looking for in cloud services un-
der this category are 
1. Security: The cloud service should be resistant to attacks from un-

authorized users, other cloud services, malicious software and at-
tacks on cloud hardware and Internet network. 

Security attacks on a service by cloud based attackers compromise 
the functionality of that Service. While these attacks may not direct-
ly harm the user’s private data; they will make the cloud service 
more vulnerable to Privacy attacks.  

2. Privacy: The cloud service can prevent leakage of data that com-
promises end user’s private data like personal information, financial 
accounts, geo-location (if not desired by the user) etc. 
Privacy Attacks compromise a cloud user’s personal information. 
These attacks may not directly harm the cloud service’s security, 
but can affect its performance.  
To ensure a cloud user’s privacy, cloud providers authenticate or 
validate a user’s credentials. Tools, patches, utilities and applica-
tions are deployed by the cloud providers to ensure the cloud User’s 
privacy.  

3. Identity Management (authorization): The cloud service 
shouldn’t allow unauthorized users to access user data or execute 
any process. The organization will designate an administrator who 
will be able to maintain the list of users and their authorization lev-
els 



4. Trust: Cloud consumers should have confidence in the cloud ser-
vice to, at least, fulfill the conditions set forth in the SLA.  Trust is 
highly correlated with other elements such as privacy, security, and 
data ownership. 

4 Conclusions and ongoing work 

We have presented a framework for evaluating the user experi-
ence of the cloud. The framework builds on techniques, metrics, 
and guidelines from desktop computing and more recent work 
in ubiquitous computing. The goal of the cloud usability frame-
work is to provide a structure to ensure that key areas of evalua-
tion and consumer needs are not overlooked. 
 
While this framework is based on evaluations from desktop 
computing, a literature review and personal experience, we have 
plans to apply it to a cloud environment. 
 
Finally we believe the framework is the foundation for developing usa-
bility metrics for organizations adopting the cloud. Thus our goal is to 
develop a method of measuring the elements in the framework and de-
fining an associated set of usability metrics.  
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